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l(a) Title and Number of the Information Collection _-w <Ti;
=?r: "' Title: Request for Contractor Access to TSCA Confidential Business Inforny@oli'3.* 

6 3-
EPA ICR No. 1250.07 

OMB Control No. 2070-0075 

l(b) Short Characterization 

Each Federal or contractor employee who will use Toxic Substances Control Act (TSCA) 
Confidential Business Information (CBI) in the performance of his or her duties must be authorized 
for accessto TSCA CBIthrough a multi-step process. The TSCA Confidential Business Information 
SecurityManual (EPAPublication 7700) provides Federal and contractor employeeswith guidelines 
and operating procedures for handling TSCA CBI while performing their official duties. 

The EPA form entitled "TSCA CBI Access Request, Agreement, and Approval" (EPA Form 
7740-6) will be used by the Information Management Division (IMD), Office of Pollution 
Prevention and Toxics (OPPT), to collect information about contractor personnel so that the Agency 
can evaluate their suitability for access to TSCA CBI (Attachment A). The information is stored on 
the OPPT Confidential Business Information Tracking System (CBITS). 

2. NEED FOR AND USE OF THE COLLECTION 

2(a) Need/Authority for the Collection 

This infomation collection request is necessary to protect information under provisions of 
TSCA section 14 (Attachment B). It is necessary for EPA to provide guidance to its employees, 
other Federal agencies and contractors on the proper handling of CBI submitted to EPA under 
TSCA. 

This informationcollection activityis necessary to protect confidential information submitted 
to the Agency as mandated by TSCA section 14 and is consistent with 5 CFR 1320.6. The 
consequences of not collecting these data could be monumental to private industry. Under TSCA, 
industry is required to submit data that may be deemed to be confidential, such as formulas and 
financial information related to chemicals companies plan to produce. EPA is obligated to protect 
these data as outlined by TSCA section 14. In addition, the Agency could possibly harm businesses 
if these data were released to competitors. 
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The information collected by this request will be used to evaluate contractor personnel who 
will be authorized for access to TSCA CBI. Therefore the collection of information is necessary to 
provide the protection mandated by TSCA. 

2(b) UseAJsers of the Data 

The information will be maintained within OPPT in paper copy files and in an automated 
security access tracking system (CBITS, AXCON module) with access limited to the OPPT TSCA 
Security Officer and Document Control Officers @COS) in OPPT, other parts of EPA, in Regional 
Offices and at contractor firms. 

The information will also be used to generate a monthly TSCA Authorized Access List for 
distribution to DCOs for verification of Federal and contractor employees authorized access to 
TSCA CBI. The information provided by contractor employees will not be released to sources who 
do not have a valid “need to know.” Information submitted by one contractor will not be shared with 
another EPA contractor. If this information is not collected by the Agency, EPA will not be able to 
evaluate the suitability of its contractor employees for TSCA CBI access. 

3. 	 NON-DUPLICATION, CONSULTATIONS, AND OTHER COLLECTION 
CRITERIA 

3(a) Non-Duplication 

No other Federal agency or department could provide the information necessary for EPA to 
authorize contractor personnel for access to TSCA CBI. The data being collected are not available 
from any other sources and can only be collected from individuals themselves. 

3(b) Public Notice Required Prior to ICR Submission to OMB 

Prior to submission to OMB, this ICR will be made available to the public for comment 
through a Federal Register notice. The public will have 60 days to provide comments. Any 
comments received will be given consideration when completing the supporting statement that is 
submitted to OMB. 

3(c) Consultations 

EPA has initiated formal consultations with a number of respondents to this information 
collection. EPA will include the results of these consultations in the final version of this ICR when 
EPA submits the final version to OMB. 
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3(d) Effects of Less Frequent Collection 

This is a one-time information collection, if the clearance is renewed annually. When a 
clearance lapses, then a repeat of the initial collection is required. 

3(e) General Guidelines 

This information collection complies with the general guidelines found at 5 CFR 1320.5. 

3(f) Confidentiality 

The information collected is stored at EPA Headquarters in paper files and in a secured local 
area network, the Confidential Business Information Tracking System (CBITS) AXCON module. 
Any informationthat is discarded from the system is shredded. The EPA form used to collect these 
data contains a Privacy Act statement that complies with the Privacy Act and OMB Circular 108. 

3(g) Sensitive Questions 

There are no sensitive questions contained in this information collection. 

4. THE RESPONDENTS AND THE INFORMATION REQUESTED 

4(a) Respondents/ North American Industry Classification System (NAICS) Codes 

EPA procures contract support to facilitate the performance of certain duties. EPA may 
require contractors to handle TSCA CBI. Each contractor employeewho will use TSCA CBI in the 
performance of his or her duties must be authorized for access to TSCA CBI. The TSCA 
Confidential Business Infomation Security Manual (revised 4/95) (Attachment C) mandates 
contractor personnel to submit to EPA the “TSCA CBI Access Request, Agreement, and Approval” 
form (EPA Form 7740-6). 

NAICS Codes: 514 - Information Services 
561 - Administrative and Support Services 

4(b) Information Requested 

(i) Data Items 

To complete the form, the contractor employee must: describe why access to TSCA CBI is 
necessary for the successful performance of his or her duties under the contract; identifl, by section 
of TSCA, the types of CBI to which access is needed; and provide personal identification 
information. Justification statements are provided on the form and the employee only has to 
designate which statement (A, B, C, D or Other) is applicable. 
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In addition, the contractor must appoint an employee to serve as a liaison (DCO) between 
EPA and the contractor to handle issues relating to employee access to TSCA CBI. Contractor 
responsibilities for maintaining the access list are explained under Chapter 2.D.l.f of the TSCA 
Confidential Business Information Security Manual. Contractor DCOs must ensure that contractor 
employees read the security manual and attend a security briefing. The DCO is responsible for 
conducting a review, .on a monthly basis, of the TSCA CBI Authorized Access List to determine 
whether any names should be added to or deleted from the list or whether any employee's access 
authority should be broadened or narrowed. Any changes to the list require approval by the EPA 
Project Officer and the OPPT DCO. 

(ii) Respondent Activities 

The process that contractor employees must go through in order to be authorized access to 
TSCA CBI entails the following: 

(1) Read EPA Form 7740-6. 

(2)  Gather required information and complete the form. 

(3) Submit the form to the contractor DCO for processing, compilation and review. 

(4) The contractor DCO files an in-house reference copy of the form. 

(5)  The contractorDCO forwards the formto the EPA Project Officer (orDelivery Order 


Project Officer) for signature and to forward on to the OPPT DCO for further review 
and processing. 

(6) The contractor employee views the TSCA CBI security video. 

5. 	 THE INFORMATION COLLECTED - AGENCY ACTIVITIES, COLLECTION 
METHODOLOGY, AND INFORMATION MANAGEMENT 

5(a) Agency Activities -- Inventory 

The contractor DCO forwards the EPA Form 7740-6 submitted by a contractor employee to 
the EPA Project Officer. The Project Officer then signs the form (Section V) and forwards the form 
to the OPPT DCO. OPPT DCO staff review the form for completeness. The form is processed by 
the DCO staff and appropriate authorizing signatures are obtained; the OPPT DCO is the final 
approval authority. The information on the form is then entered into the CBITS AXCON module. 

The information is retained within OPPT in paper copy files. The information is entered into 
CBITS with access limited to the OPPT Security Staff and other Agency and Regional Office DCOs. 
Current plus one year of contractor information is maintained in the paper files. Paper files are 
destroyed by shreddmg after a contractor employee has relinquished hisher access. 
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5(b) Collection Methodology and Management 

Once processed within OPPT, each EPA Form7740-6 is reviewed by an EPA Project Officer 
and the OPPT DCO, and the data are entered into CBITS. The monthly TSCA CBI Access List, 
which acts as a quality check on data entry accuracy, is produced, published and distributed to TSCA 
DCOs. There is no public access to the TSCA CBI Authorized Access List, nor to any of the 
information stored in the CBITS AXCON module. 

CBITS is housed on a secured Local Area Network with OPPT internal access only. The 
system is available to CBI-cleared users exclusively. 

5(c) Small Entity Flexibility 

All contractors regardless of company size are treated in the same manner. The collection 
. process is simple and straightforward and can be completed quickly. 

5(d) Collection Schedule 

The information is collected once per each individual contractor employee requesting access 
authorization to TSCA CBI, provided there is no lapse in clearance and the individual does not 
relinquish his or her TSCA CBI access authorization. 

6. Estimating the Burden and Cost of the Collection 

6(a) Estimating Respondent Burden 

Eligible contractorswere directlycontacted in the developmentof earlier versions of this ICR 
to determine the amount of time that would be required by them to complete the tasks outlined in 
section 3 of this ICR. Because the requirements for this ICR have not changed from the time the 
earlier estimates were made, the same estimates are used in this analysis. During the past three years, 
19 companies under contract to EPA had a need to clear employees for access TSCA CBI. Those 
firms had a total of 268 such employees cleared for access for an average of 14employees per firm. 

The per employee burdens are given in table 6.1. The burdens ranged from .0558 hours (3 
minutes) for a technical worker to complete task 5 to 3.019 hours for a clerical worker to complete 
task 4. In previous ICRs, the breakdown of employees among managerial, technical, and clerical 
employees was approximately 33%, 55%,and 9%respectively. This same breakdown was used in 
this analysis resulting in an estimate of 89 managerial, 158 technical, and 24 clerical employees. 
The total annual burden hours for all firms is 427.7hours. 
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Table 6.1: EMPLOYEE BURDEN ESTIMATES 
* x

I I I
Collection Activities Per Employee Burden Hours 

Management I Technical Clerical 

1. Read EPA Form 7740-6 

2. Gather required information and complete 
form. 

3. Contractor Document Control Officer 
process, compile, and review form. 

~ ~ 

4. Store, file, or maintain copy of form for in-
house reference. 

5. Complete written form, obtain signatures, 
forward to EPA Information Management 

0.163 10.163 

0.224 0.1975 

0.0961 0.0367 

0.1089 0.0086 

0.2275 0.0558 

I 

0.5 10.5 

Burden Hours (per year) 

0.163 

0.528 

1.548 

3.019 

0.971 

0.5 

Total 

Division 

6. View TSCA CBI Security Video 

Collection Activities 

1.Read EPA Form 7740-6 

2. Gather required information and 
complete form. 

3. Contractor Document Control 
Officer process, compile and review 
form. 

4. Store, file, or maintain copy of form 
for in-house reference. 

5. Complete written form, obtain 
signatures, forward to EPA Information 
Management Division 

6. View TSCA CBI Security Video 

Totals 

Management Technical Clerical 
Hours 

14.3 25.4 3.4 43.1 

19.7 31.2 12.7 63.6 

8.5 5.8 37.2 51.5 

9.6 1.4 72.5 83.5 

20.0 8.7 23.3 52.0 

44.0 78.0 12.0 133.7 

116.1 150.5 161.1 427.7 
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6(b) Estimating Respondent Costs 

Costs in this ICR have been updated using the most recent wage rates available from the 
Bureau of Labor Statistics’ Occupational Compensation Survey 1998. These wages include fringe 
benefits and overhead. Wages have been updated to the fourth-quarter 1999 from 1996 using the 
Bureau of Labor Statistics’ Employment Cost Index. Current labor rates are the following: 

Labor Category Hourly Rate- -

Managerial $50.86 
Technica1 $41.33 
Clerical $22.42 

Estimated total annua costs to the respondents are equal to 5,779 and are presented in 
table 6.3 below, by activity and labor category: The total costacross all respondents for managers 
is $6,159, for technical workers is $3,620, and for clerical workers is $6,000. There are no capital 
costs for the contractors associated with this collection. 

Table 6.3: ANNUAL RESPONDENT (CONTRACTOR) COST ESTIMATES 

Collection Activities 

1. Read EPA Form 7740-6 

2. Gather required information 
and complete form. 

3. Contractor Document Control 
Officer process, compile, and 
review form. 

4. Store, file, or maintain copy of 
form for in-house reference. 

5. Complete written form, obtain 
signatures, forward to EPA 
Information Management 
Division 

6. View TSCA CBI Security 
Video 

Totals 

Costs (per year) 

Management @ Technical @ 
$50.86/hr $41.33/hr 

~~ 

$727 $1,050 

$1,002 $1,289 

$432 $240 

$2,238 $3,224 

$5,904 $6.221 

I 	 Total I 
cost I-1

Clerical @ 
$22.42/hr 

$76 $1,853 

$285 $2,576 

$834 $1,506 
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6(c) Estimating Agency Burden and Cost 

The costs and burdens to the Federal Government are presented in the table 6.4 below. The 
Office of Pollution Prevention and Toxics bases its burden hour estimates on prior experience in 
gathering and processing information associated with other information collections. Hourly wages 
forclerical support are basedupon the salaryforaGS-7, step1 ($15.51). Hourlycosts formanagerial 
and technical support are based upon the salary for GS-15, step 1 ($45.48) and GS-12, step 1 
($27.5 1),respectively. The hourly rates were taken from the U.S. Office of Personnel Management’s 
2000 General Schedule. These hourly estimates were then multiplied by 1.6 to account for benefits 
(EPA Instructions for Preparing Information Collection Requests, 1992). The inflated hourly 
estimates yielded: $72.77 for managers, $44.02 for technical workers, and $27.5 1 for clerical 
workers. The total cost to the Agency to maintain the collection system is $40,141 per annum and 
the total burden was 1151.5 hours. 
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Table 6.4: ANNUAL AGENCY BURDENKOST ESTIMATES 

Collection Activities I Burden Hours (per :ar) Total Total Cost 

1. Read EPA Form 
7740-6 

2. Gather required 
information and 
complete form. 

3. EPA Document 
Control Officer 

Management 
0$72.77 

35.5 

16.5 

19.0 

processes, compiles and 
reviews form. 

4. Complete written form 18.0 
and obtain appropriate 
signatures. 

5. Store, file of maintain 5 .O 
copy of form for in-
house reference. 

6. DCO fonVards form to 2.5 
Information Management 
Division 

7. Systems operations 5.0 

Totals I 101.5 

6(d) Total Burden Estimates 

~ Hours
Technical Clerical @ 
@ $44.02 $24.82 

40.0 18.5 94.0 $4,803 

44.5 122.0 162.5 $6,188 

44.5 175.0 238.5 $7,686 

12.5 47.O 77.5 $3,027 

30.5 160.5 196.0 $5,691 

0.0 50.5 53.0 $1,435 

150.0 175.0 330.0 $11,311 
(labor), 
$6,500 
(equipment) 

301.5 748.5 1,151.5 $40,141 

Table 6.5 displays the annual burdens and costs borne by respondents and EPA, respectively, 
associated with preparing, filing and reviewing a notice resulting from this TSCA CBI Clearance 
ICR. 
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Table 6# Tota Cost and Burden Summary for L e  Contractor Access to TSCA 
Confidential Business Information ICR 

Annual Burden Hours Annual Costs 

Industry 427.7 $15,736 

Agency 1,151 $40,141 

6(e) Reasons for Change in Burden 

The estimated annualburden to contractorshas decreasedby 247.14 hours from the previous 
ICR. This adjustment was based on the fewer numbers of contractors that need clearance (36 firms 
in the prior ICR to 19 in this ICR). Also, the costs to the industry respondents decreased by $24,991, 
because fewer employees needed clearance and because of adjustments to the methodology in the 
calculation of wage rates. 

6(f) Burden Statement 

The annual public burden for this collection of information, which is approved under OMB 
Control No. 2070-0075, is estimated to average 1.6hours per response. According to the Papenvork 
Reduction Act, “burden” means the total time, effort, or financial resources expended by persons to 
generate, maintain, retain, or disclose or provide information to or for a Federal agency. For this 
collection it includes the time needed to review instructions; develop, acquire, install, and utilize 
technology and systems for the purposes of collecting, validating, and verifying information, 
processing and maintaining information, and disclosing and providing information; adjust the 
existing ways to comply with any previously applicable instructions and requirements; train 
personnel to be able to respond to a collection of information; search data sources; complete and 
review the collection of information; and transmit or otherwise disclosethe information. An agency 
may not conduct or sponsor, and a person is not required to respond to, a collection of information 
unless it displays a currently valid OMB control number. The OMB control number for this 
information collection appears above. In addition, the OMB control numbers for EPA’sregulations, 
after initial display in the final rule, are listed in 40 CFR part 9. 

Send comments on the Agency’s need for this information, the accuracy of the provided 
burden estimates, and any suggested methods for minimizing respondent burden, including through 
the use of automated collection techniques, to the Director, Collection Strategies Division, U.S. 
Environmental Protection Agency (Mail Code 2822T), 1200Pennsylvania Ave., NW., Washington, 
D.C. 20460. Include the OMB control number identified above in any correspondence. Do not 
submit the completed form or requested informationto this address. The actual information or form 
should be submitted in accordance with the instructions accompanying the form, or as specified in 
the corresponding regulations. 
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Attachment A 


TSCA CBI Access Request, Agreement, and Approval - EPA Form 7760-6 




- -  

- - - -  

3 
I 1 

Reare mad Rivacv Act Statement and innnrctionr on rewne.bbfore completing thir form. Form sppmwd. OM8 No. 2070-0075. Approval expires 01-31-91 
United,S&&s Environmental Protection Agency 

Washington, DC 20460&EPA TSCA CBI Access Request, Agreement and Approval-

Section LAccess Request 
I. Name (Laet. Fht ,  MI) 2. Social Security Number 3.Telephone Numbor 

\ 

Q.Rsqwltor (Agencv/Otfice/Diwrlo~~a~hl 5. Document Cantrot Officer (DCO) 6. DCO Tslephona Number 

I I 
7. 	 TSCA Sectbnr for which accera 18 

required. Check all that mpply. Uw blank ALL -OR 4 5 6 8 - 12 13 21 
space to nqueet other Mctlonr not Geted. - - - 

3. 	Ju8tiflcatbn for TSCA C81 . c ~ . r o .  Other 
s&ct rppropdote cod. fmm iMtNctbnr on A B C D Uet JUdfc8tlonon 
n w m  &le. (Chock o(w or .Uthatapply.) - - - -revorre ride 

Section II .  - Contract Information - Contractor Emptoyoeo only 
8. Empbyr'r Noma 10.. Empbyer'r A d d n r  lob. city 10c. ST 1Od. Zipcodo 

11. Contrwt Number 12. �PA Pmjoct O f f k r  13.EPA hject  0ffk.r Tokphone 

Section 111. - OPPT Secure Storage Area Access HQ Federal and HQ Contractor Employees Only 

U U 1 
I]. 

Homa Mvi.kn (24how wwad Othw Diwbnr I6A.M.- 6P.M. only) Accerr t o  C8K only IMD (OCO ond IMD Computer Rmr. 

16. Uet OPPT m e r  by Mviebn and Room Numbof for which A h ActivotbnlOedvotbn Authority Ir nqwatsd. 

Section IV. --Confidentiality Agreement 

17. Siinmrn of Empbyoe 18. Date 

IS. TSCA CBI Sacwity Brleflnq D.u 	 2Q.Nnw and Signrtun of Reqwetha Official. (Immediate SupeNhor - EPA Reject Officer for Contracton) 
A8 th.Immediate wponioor of (or the �PA Project Offlcer fod the .bow mmionod employer. Icertify helrhe ha8 
rwcarrtu#vcompktrd a f sCA CBI Security Briefing on the date rhown. 
N.mc Signature 21. Doto 

_ _ ~ 
Section VI.- OPPT Security Approval 

EPA Form 7740-6 (Rw. 9-92l.rR q h a a a  previous venion of 7740-6 and 7740-6A. 
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Instructions for 1 
Section I -To be completed by all 

M
1. ListFullName 
2. ListSocialSecurity Number 
3. List Telephone number of person in item 1 
4. List Full Acronym of Requesting Office (ie. EPA Office in 
which the indivdual works or for contractor employees, the EPA 
office with whom thecontract is with) 
5. List the immediateDocument Control Offiifor the officein 
which the individual works 
6. Listthetelephonenumber of theDocument ControlOfficer 
7. Chedr theTSCA Sections for which access is requestedor 
check ALL if applicable 
8. C i e  the apPr0priar.eAccess Justification Code 
A. Employee is anEPA employeeorEPA contractoremployee 

whose work arsignmcntsinvolve the New andlor Existing
ChemicalPrograms ofTSCA. Hence access to the TSCA sectionr 
kted in item 7of thisform is required inpcrjormance ofhislher 
duties. 
B, Employee isonEPA employee or EPA contractorempioyee 

whose work entails the adminisrralion of compwcr system
bwing TSCACEI.Hence access w the TSCAsecriOnr listed in 
item 7 of thisform isrequited.
C .  Employee isanEPA employeeor EPA contractor employee 

whose work entailsphysical securityor mainternef o t  TSCA 
CBI secure swragc area.  Although employee will not actually 
work withany TSCA CBI matzrials, access w the TSCAsectionr 
listed in item 7 of thisformb required.
D.ListJustikation here 

Wad. List Employer’s address 
11. List Contract number 
12. List EPA Project Officer’sname 
13. List EPA Project Offxer‘stelephone number 

wm Cornoletion 

SectionIII- To be completed by HQ Federal and HQ 

Contractor employees only

NOTE:Theseproceduresapply only to employees requiring 

access to OPPTSecure Storage areas. AN othersfollow 

standard Agency procedures. 

14. Check either box a, b, c or (c&d) for EPA ID badgeor 

Contractor Building Pass. If box c is checked, write in badge 

number. 

a. Yes - Check ifnew employee getting fmt EPA ID Badge. 

(New programmed badpandbarcode) 

b. Need Replacement -Check if replacement ID Badge is 

needed(replacementbadge and barcode) 

c. No - Existing badge needs programming. List ID Badge no. 

d. Need Barcode - Check if existing badge doesnot have an 

OPIT barcode on it. ( O mbarcodesare for logging documents 

out of the OPPTConfidential Business Information Center only) 

15. Check and list OPPTsecured areas for which access(via

”RUSCO”electronic door control system) is required. List 

Divisionacronymsfor the questedareas. 

Home Division - List Division inwhich employee works 

Otber Divisions - List orher OPPT Divisionsfor which 

uryesaicteddaytime access is requested

CBICOnly - To be checked for thosewho only need toaccess 

theConfidential Business Information Center. 

IMDAreas - Employees who need toregularily access the IMD 

DocumentControl Off= Suite shouldcircle DCO in !hefourth 

block. Only IMD staff andcontraictotswho work in IMD 

computer rooms should circle IMDComputer Rooms. 

16. List OPFT areasby Division and Room numbers for which 
Alarm Activation/Deactivafionauthority is requested. Generally, 
this i s  ~ ~ D I o v ~ ~ shome Division onlv. 
Section IV - To be completed by all
17. ~mpioyeeSignatm (mustbe original) 
18. SignatureDate 
Section V -Tobe CompMedby all 
19. Enterdateemployee attendedTSCA CBI Security Brieifmg 
20. Immediate Supervisor/EPA Project Officers name and sign. 
21. Dateofsignature 
Section VI -Tobe completed by OPPTSecurity 



Attachment B 


TSCA Section 14 (15 USC 2613) 




Sec. 2613. Disclosure of data 

(a) Ingeneral - Except as provided by subsection (b) of this section, any information reported to, or 
otherwise obtained by, the Administrator (or any representative of the Administrator) under this 
chapter, which is exempt from disclosure pursuant to subsection (a) of section 552 of title 5 by 
reason of subsection (b)(4) of such section, shall, notwithstandingthe provisions of any other section 
of this chapter, not be disclosed by the Administrator or by any officer or employee of the United 
States, except that such information 

(1) shall be disclosed to any officer or employee of the United States -
(A) in connectionwith the official duties of such officer or employee under any law 
for the protection of health or the environment, or 
(B) for specific law enforcement purposes; 

(2) shall be disclosed to contractorswith the United Statesand employeesof such contractors 
if in the opinion of the Administrator such disclosure is necessary for the satisfactory 
performance by the contractor of a contract with the United States entered into on or after 
October 11,1976, for the performance of work in connection with this chapter and under 
such conditions as the Administrator may specify; 
(3) shall be disclosed if the Administrator determines it necessary to protect health or the 
environment against an unreasonable risk of injury to health or the environment; or 
(4) may be disclosed when relevant in any proceeding under this chapter, except that 
disclosure in such a proceeding shall be made in such manner as to preserve confidentiality 
to the extent practicable without impairing the proceeding. In any proceeding under section 
552(a) of title 5 to obtain information the disclosure of which has been denied because of the 
provisions of this subsection, the Administrator may not rely on section 552(b)(3)of such 
title to sustain the Administrator's action. 

(b) Data from health and safety studies 
(1) Subsection (a) does not prohibit the disclosure of -

(A) any health and safety studywhich is submitted under this chapterwith respect to
(i) any chemical substance or mixture which, on the date on which such study 
is to be disclosed has been offered for commercial distribution, or 
(ii) any chemical substance or mixture for which testing is required under 
section 2603 of this title or for which notification is required under section 
2604 of this title, and 

(�3) any data reported to, or otherwise obtained by, the Administrator from a health 
and safetystudywhich relates to a chemical substance or mixture described in clause 
(i) or (ii) of subparagraph (A). This paragraph does not authorize the release of any 
datawhich disclosesprocesses used in the manufacturing or processing of a chemical 
substance or mixture or, in the case of a mixture, the release of data disclosing the 
portion of the mixture comprised by any of the chemical substances in the mixture. 

(2) If a request is made to the Administrator under subsection (a) of section 552 of title 5 for 
information which is described in the first sentence of paragraph (1) and which is not 
information described in the second sentence of such paragraph, the Administrator may not 
deny such request on the basis of subsection (b)(4) of such section. 

(c) Designation and release of confidential data 
(1) In submitting data under this chapter, a manufacturer, processor, or distributor in 
commerce may (A) designate the data which such person believes is entitled to confidential 



treatment under subsection (a) of this section, and (B) submit such designated data separately 
from other data submitted under this chapter. A designation under this paragraph shall be 
made in writing and in such manner as the Administrator may prescribe. 
(2)  

(A) Except as provided by subparagraph (B), if the Administrator proposes to release 
for inspection data which has been designated under paragraph (l)(A), the 
Administrator shall notify, in writing and by certified mail, the manufacturer, 
processor, or distributor in commerce who submitted such data ofthe intent to release 
such data. If the release of such data is to be made pursuant to a request made under 
section 552(a) of title 5 ,  such notice shall be given immediately upon approval of 
such request by the Administrator. The Administrator may not release such data until 
the expiration of 30 days after the manufacturer, processor, or distributor in 
commerce submitting such data has received the notice required by this 
subparagraph. 
(B) 

(i) Subparagraph (A) shall not apply to the release of information under 
paragraph (l), (2), (3), or (4) of subsection (a) of this section, except that the 
Administrator may not release data under paragraph (3) of subsection (a) of 
this section unless the Administrator has notified each manufacturer, 
processor, and distributor in commerce who submitted such data of such 
release. Suchnotice shall be made in writing by certified mail at least 15days 
before the release of such data, except that if the Administrator determines 
that the release of such data is necessary to protect against an imminent, 
unreasonable risk of injury to health or the environment, such notice may be 
made by such means as the Administrator determines will provide notice at 
least 24 hours before such release is made. 
(ii) Subparagraph (A) shall not apply to the release of information described 
in subsection (b)(l) of this section other than information described in the 
second sentence of such subsection. 

(d) Criminal penalty for wrongful disclosure 
(1) Any officer or employee of the United States or former officer or employee of the United 
States, who by virtue of such employment or official position has obtained possession of, or 
has access to, material the disclosure of which is prohibited by subsection (a) of this section, 
and who knowing that disclosure of such material is prohibited by such subsection, willfully 
discloses the material in any manner to any person not entitled to receive it, shall be guilty 
of a misdemeanor and fined not more than $5,000 or imprisoned for not more than one year, 
or both. Section 1905 of title 18 does not apply with respect to the publishing, divulging, 
disclosure, or making known of, or making available, information reported or otherwise 
obtained under this chapter. 
( 2 )For the purposes of paragraph (l),any contractorwith the United Stateswho is h i s h e d  
information as authorized by subsection (a)(2) of this section, and any employee of any such 
contractor, shall be considered to be an employee of the United States. 

(e) Access by Congress - Notwithstanding any limitation contained in this section or any other 
provision of law, all information reported to or otherwise obtained by the Administrator (or any 
representative of the Administrator) under this chapter shall be made available, upon written request 
of any duly authorized committee of the Congress, to such committee. 
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Questions about the procedures in this manual should be directed to 
\ 

e 	 Chief, TSCA Information Management Branch 
Information Management Division 
Office of Pollution Prevention and Toxics (7407) 
Environmental Protection Agency 
401 M Street, S.W. 
Washington, D.C. 20460 
Phone: (202)260-0425 

Other sources for information are 

e 	 OPFT Document ControlOfficer 
Office of Pollution Prevention and Toxics (7407) 
Environmental Protection Agency
401 M Street, S.W. 
Washington, D.C. 20460 
Phone: (202)260-1532 Fax: (202)260-9555 

e 	 TSCA Security Staff 
Office of Pollution Prevention and Toxics (7401) 
Environmental Protection Agency 
401 M Street, S.W. 
Washington, D.C. 20460 
Phone: (202)260-6475 

e 	 Director 
Information Management Division 
Office of Pollution Prevention and Toxlis (74 7)
Environmental Protection Agency 
401 M Street, S.W. 
Washington, D.C. 20460 
Phone: (202) 260-3938 
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401 M Street, S.W: 
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BACKGROUND ON ~ O I A E YAND EPA OFHCES 

Authorized access list: A list of people who are authorized for access to TSCA CBI. 
\ 

Contractors and subcontractors: Individuals who perform work under a contract with the 
United States government. 

Document control assistants @CAS): The OPPTDCO and facility DCOs can nominate 
DCAs to assist them in performing document control functions. If a procedure in this 
manual requires that a document be taken to the DCO, the document mav be taken to either 
fhe facility DCO or DCA. 

Employee document control officer (DCO): At facilities where there are multiple facility
DCOs,each DCO will be assigned responsibility for a number of individual employees. 
In this role, the facility DCO assists each employee in requesting and renewing TSCA CBI 
access authorization. 

EPA project officer: An P A  employee who monitors the technical aspects of a contract 
that authorizes TSCA CBI access. 

Facility: Any location where EPA, a government contractor, or another Federal agency 
stores and uses TSCA CBI. Different security procedures are required at facilities outside 
of EPA headquarters and at contractor sites; however, the same general procedures are in 
force at all facilities. 

Facility document control officer @CO): The facility DCO is responsible for managing 
the collection of records and document tracking system for the site where he or she is 
employed. The number of employees at a facility determines how many facility DCOs 
there are. For instance, about 30 facility DCOs are assigned to EPA headquarters. The 
facility DCO also has oversight authority for the receipt, storage, transfer, use, reproduction 
and destruction of TSCA CBI in his or her organization or facility. 

Hard-copy: Data (Le. submissions, printouts, photographs, etc) received or generated on 
Paper* 

Information Management pivision 0)director: The IMD director is responsible for 
day-to-day implementation-of TSCA CBI and control pragrams, including developing 
policies for the use and handling of TSCA CBI and operating the EPA headquarters 
Confidential Business Information Center (CBIC). 

Vi i  
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Office of Program Management and Evaluation (OPME): The OPME Director is 
responsible for oversight of the TSCA Confidential Business Information security function. 
This includes enforcement of the procedures and provisions contained in the TSCA 
Confidential Business Information Security Manual. The OPME Director also provides 
oversight of computer pu r i ty  programs for protection of TSCA CBI. 

Office of Pollution Prevention and Toxics (OPPT) director: The OPPT director has 
overall authority for managing TSCA activities, including TSCA security programs. 

OPPT Confidential Business Information Center (CBIC): The primary area for storing 
and using TSCA CBI is the EPA CBIC, at EPA headquarters, in Washington, D.C. If 
appropriate, EPA may authorize TSCA CBI access at other facilities, including EPA 
regional offices, other Federal agency offices, and contractor facilities. 

OPPT document control officer (OPPT DCO): The OPPT DCO provides day-to-day 
support to other Federal and contractor DCOs nationwide. This includes issuing the TSCA 
CBI authorized access list and processing forms and records pertaining to requests for 
TSCA CBI access authority for organizations and individuals. He or she manages the 
headquarters CBIC, oversees other DCOs at headquarters, and provides training materials 
and guidance to all DCOs on appropriate TSCA CBI handling procedures. 

Requesting official: This is (1) the employee’s immediate supervisor or higher authority 
who nominates a Federal employee for TSCA CBI access or (2) the EPA project officer 
who nominates a contractor employee for TSCA CBI access. Requesting officials’ responsi
bilities include ensuring that their employees renew their TSCA CBL access authority yearly, 
determining when their employees no longer require access authority, authorizing their 
employees to transfer TSCA CBI using a courier or express mail, and initiating or 
reviewing their employees’ reports of violations of this manual’s procedures. 

Secure storage area (SSA): An area that is secured from persons not authorized for access 
to TSCA CBI. Secure storage areas house the bulk of an organization or facility’s TSCA 
CBI records or serve as an organization or facility’s primary TSCA CBI work area, or 
both. 

TSCA CBI: Information claimed business confidential under EPA’s confidentiality 
regulations at 40 CFR Part 2. 

TSCA CBI materials are documents or any other information-bearing media that contain 
TSCA CBI. 

TSCA security staff: The TSCA security staff is responsible for security-related activities, 
including reviewing security procedures, performing facility site inspections, and 
investigating violations of the procedures contained in this manual. 

viii 
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CHAPTER 1 

INTROI)UCTION 


This manual sets forth procedures for Environmental Protection 
Agency (EPA) employees, other Federal employees, contractors, and 
contractor employees to follow in handling information claimed as confidential 
business information (CBI) under Section 14 of the Toxic Substances Control 
Act (TSCA) (15 U.S.C. $2613). That section of TSCA requires EPA to 
protect from public disclosure CBI obtained under TSCA, and it imposes 
criminal penalties for the knowing and willful unauthorized release or 
disclosure of such information. EPA has issued regulations (40 CFR Part 2) 
that implement TSCA’s confidentiality provisions. The procedures in this 
manual supplement those set forth in TSCA and in 40 CFR Part 2. Where this 
manual and 40CFR Part 2 SusbpartB conflict, the CFR shall take precedence. 

Sections 14(a)(l) and (2) of TSCA permits EPA to authorize Federal 
employees, contractors and contractor employees access to TSCA CBI when 
such access is necessary to perform work in connection with the agency’s 
duties under a health or environmental protection statute or for specific law 
enforcement purposes. 

Most TSCA CBI access occurs at EPA Headquarters, where the 
primary storage and use of TSCA CBI is in the EPA Confidential Business 
Information Center (CBIC).As required, EPA may authorize CBI access at 
other facilities, including EPA Regional Offices,other Federal agency offices, 
and contractor facilities. Procedures for handling, using, and storing TSCA 
CBI are generally uniform at all facilities. However, some differences in 
securityprocedures are required at facilities outside of EPA Headquarters, and 
at contractor sites. 
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A. GUIDING PRINCIPLES FOR 

SITUATIONS OUTSIDE 


OF THE MANUAL 

.. 

EPA recognizes that situations not covered by this manual may arise. 
In such cases, each Federal and contractor employee who is granted TSCA 
CBI access will act under the following guiding principles: 

Each user of TSCA CBI will ensure through personal conduct 
and accountability that he or she will act consistently with all 
guidelines established by EPA, contractors, or other Federal 
agencies to protect, to the best of his or her ability, all TSCA 
CBI. 

Each user will support management and other employees in 
carrying out their responsibilities for the protection, control, 
and security of TSCA CBI. 

B. MANUAL UPDATES AND REWSIONS TO 
PROCEDURES 

Whenever procedures change for the control, storage, security, and 
handling of TSCA CBI,EPA will update the relevant pages in this manual. 
A change transmittal sheet will be issued with each set of revised pages. It is 
suggested that the change transmittal sheets be filed in the back of the manual 
in sequential order. Thismanual includes a security manual update transmittal 
sheet (Appendix 21), which should be used to record revisions. 
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CHAPTER 2 

HOW TO AUTHORIZE FEDERAL EMPLOYEES, 


CONTRACT EMPLOYEES, AND CONGRESS FOR 
ACCESS TO TSCA CBI 

To obtain clearance for TSCA CBI access, employees of EPA, other 
Federal agencies, and contractorsmust fill out EPA Form 7740-6, "TSCACBI 
Access Request, Agreement, and Approval" (Appendix 1). In addition, a 
separate form is sometimes required for obtaining computer access to TSCA 
CBI. 

Federal employees can obtain the forms from the EPA Form 
Distribution Centers. If the distribution centers are out of 
stock, the forms can be obtained from the OPPT DCO. 

Contractors can obtain the forms from their EPA project 
officer. If necessary, contractors can also obtain the forms 
from the OPPT DCO. 

Volunteers (non-paid), Law Clerks, students, interns (who are 
working for academic credit), and others are not Federal 
employees and are not eligible for TSCA CBI clearance and 
access. Under no circumstance should volunteers receive 
access to information claimed as TSCA CBI. 

Senior Environmental Employment Program (SEEP) or 
American Association of Retired Persons (AARPs) staff are not 
Federal employees and are not eligible for TSCA CBIclearance 
and access. Under no circumstances should SEEP or AARP 
staff receive access to information claimed as TSCA CBI. 
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A. STEPS TO TSCA CBI ACCESS FOR EPA E2MpLomES 

1. AUTHORIZING ACCESS. 

a. COMPLETING AND SUBMITTING THE FORMS. The first step for EPA 
employees to obtain TSCA CBI access is the completion of Form 7740-6.The 
employee must submit the form to the facility DCO. 

The DCO reviews the form for completeness and accuracy before 
forwarding it to the employee's immediate supervisor, to whom this manual 
will hereafter refer as the employee's requesting official. The requesting 
official will review the completed form. If the requesting official approves the 
form, he or she signs line 20 and returns it to the facility DCO. By signing 
the form, the requesting official verifies that the individual has attended a 
Security Briefmg. The facility DCO will forward the form to the OPPT DCO 
for review and final approval. 

b. A SEPARATE FORM IS REQUIRED TO OBTAIN COMPUTER ACCESS TO 
TSCA CBI DATA. Employees who require online access to TSCA CBI data 
stored on mini computers, or computers linked by local area network must 
submit Form 7740-25,"TSCA CBI ADP User Registration Form" (Appendix 
2) to the DCO on site, who will forward the form to the O P E  DCO for 
processing. 

c. INDIVIDUAL ACCESS FILES. A DCO is responsible for establishing 
an access file for each employee in his or her organization who is granted 
authority to access TSCA CBI. The file must contain a copy of all forms or 
other documentation related to the employee's TSCA CBI clearance. If 
required by personnel regulations, the "SF 86 Questionnaire For Sensitive 
Positions" (Appendix 3) should be kept in the employee's official personnel 
file. The files must be maintained in alphabetical order by employee name. 
Contractors' access files are kept by the DCOs at their facilities; the O P E  
DCO maintains all EPA headquarters employees' access files. 

4 
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d. SECURITY BRIEFING IS REQUIRED. It is the responsibility of 
requesting officials to ensure that their employees (1) read this manual and (2) 
attend a security briefing (video or oral) on procedures for handling TSCA 
CBI documents. Employees must attend a briefing on CBI securityprocedures 
before they are allowed access to TSCA CBI. The briefing, on video, is 
presented weekly by the OPPT DCO. It can also be presented by a facility 
DCO; DCAs can perform this same functions as a DCO. The DCA can give 
the DCO the required annual briefing and sign EPA Form 7740-28. If 
management has not appointed a DCA, the DCO's supervisor (minimum 
Branch chief level) must certify that the DCO has been briefed (viewed the 
video) and sign the EPA Form 7740-28. The certification, a memorandum, 
should be attached to the signed Form 7740-28 and forwarded to the OPPT 
DCO. 

e. APPROVALFOR TSCA CBI ACCESS OR WAIVER FOR IMMEDIATE 
ACCESS. The OPPT DCO will add the employee's name to the TSCA CBI 
authorized access list when the employee is approved for TSCA CBI access. 
The OPPT DCO will notify the employee's DCO of approval by sending him 
or her the TSCA CBI authorized access list. The employee has 10 days to 
comply with the OPPT DCO's requirements before final approval is granted. 

Facility DCOs must notify the OPFT DCO by the 15th of each 
month of additions or deletions that must be made to the TSCA CBI authorized 
access list. 

A requesting official may allow an employee access to TSCA CBI 
before receiving final approval from the OPPT DCO under the following 
conditions: The requesting official has determined that immediate access is 
necessary, the required forms have been completed and submitted to the OPPT 
DCO, and the employee has attended the security briefing. 

f. TSCA CBI AUTHORIZED ACCESS LIST. After EPA employees are 
approved for TSCA CBI access, they are listed on the TSCA CBI authorized 
access list. EPA's CBIC uses the list, with the automated Confidential 
Business Information Tracking System (CBITS), to control access to TSCA 
CBI materials. The list includes the names of employees cleared for TSCA 
CBI computer access and the expirationdate for their access. The OPPTDCO 
provides copies of the access list monthly to DCOs and can answer inquiries 
about whether an.employee is authorized for access to TSCA CBI. 
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2. REQUIREMENTS FOR MAINTAINING ACCESS. 

a. GENERALINFORMATION. Each year, EPA employees who are 
authorized for access to TSCA CBI must follow certain procedures to maintain 
their access. L 

b. DOCUMENTAUDIT PROCEDURE. The DCO will furnish the employee 
with a report listing all documents that the DCO’s manual or automated 
inventory log reflects are charged out to that employee. The employee must 
reconcile the report by (1) verifying that he or she (employee) has the listed 
documents in his or her (employee) possession and signing the Document 
Reconciliation Certification (Appendix 22), (2) notifying the DCO that he or 
she (employee) does not have the documents in his or her (employee) 
possession and so indicating on the Document Reconciliation Certification, or 
(3) indicating on the Document Reconciliation Certificationthat no documents 
are charged out. If the employee fails to locate the documents, he or she 
(employee) must follow the procedures discussed in Chapter 5. Once a report 
is submitted, as required by Chapter 5, the DCO (after receiving written 
approval from the employee’s requesting official) may renew the employee’s 
access. 

After the DCO reviews the Document Reconciliation Certification, a 
copy of the certification form will be filed in the employee’s Individual Access 
File. 

C. SCHEDULING AN ANNUAL SECURITY BRIEFING. After the Document 
Reconciliation Certification process is completed, the next step is for the 
employee to attend a security briefing. The facility DCO is responsible for 
scheduling annual security briefings for employees. If employees attend a 
briefing presented by a facility DCO, it is the facility DCO’s responsibility to 
provide their names to the O P E  DCO. 

6 
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d. FAILURETO RECONCILE DOCUMENT AUDIT REPC$RT OR ATTEND AN 
ANNUAL SECURITY BRIEFING. The OPPT DCo will suspend the access 
authority of any employee who fails to reconcile their audit report or attend a 
security briefing within a year of his or her last briefing. The OPPT DCO 
will notify the empioyee's requesting official of the suspension. If the 
employee does not attend an annual security briefing within 30 days from the 
date his or her access expired, the OPPT DCO will on the 31st day terminate 
the employee's TSCA CBI authorization and deactivate the employee's 
electronic card key for accessing TSCA CBI secure storage areas, along with 
all computer accessauthorization, includinguser identificationsand passwords. 

e. EFFECTOF SUSPENSION OF ACCESS. Employees who have failed to 
maintain access to TSCA CBI in accordance with manual procedures are in 
violation of TSCA security procedures and will have their TSCA CBI access 
suspended. Such persons may be subject to the penalties identified in Chapter
5. 	An employee's access to TSCA CBI in his or her possession at the time of 
suspension does not constitute unauthorized disclosure of CBI as that term is 
utilized in Chapter 5 .  However, any disclosure of TSCA CBI to an employee 
whose access has been suspended does constitute an unauthorized disclosure 
of CBI. 

f. REAPPLYING FOR TSCA CBI ACCESS. If an employee has been 
removed from the TSCA CBI authorized access list, he or she must reapply 
for TSCA CBI access. Employees who must reapply for TSCA CBI access 
must follow the procedures in section A.l of this chapter. Contact the OPPT 
DCO for specific instructions before submitting renewal forms. 

g. EMPLOYEETRANSFERS WITHIN EPA. The OPFT DCO must be 
notified when an employee transfers to another branch, division, or office if 
the new position requires TSCA CBI access. It is the responsibility of the 
employee's former requesting official to notify the OPPT DCO of the transfer 
so the employee's current access authorization can be cancelled. If the 
employee's new position requires TSCA CBI access, his or her new requesting 
official is responsible for submitting a completed Form 7740-6 "TSCA CBI 
Access Request, Agreement, and Approval. " 
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B. STEPS To IJERLMLNAmNG TSCA CBI ACCESS 
FOR EPA EWWY;EES 

1. GENERAL INFORMATION. Authorization for access to TSCA CBI 
must be terminated vthen: 

The employee stops working at EPA. 


The employee transfers to a new position in EPA that does not 

require access to CBI. 

The employee fails to attend the annual security briefing. 


e 	 The employeereceives an administrativepenalty suspending his 
or her authority to,access TSCA CBI. 

2. REQUIREMENTS FOR TERMINATING ACCESS. 

a. FORM7740-16. When an employee's TSCA CBI clearance is 
relinquished or revoked, he or she must complete EPA Form 7740-16, 
"Confidentiality Agreement for United States Employees Upon Relinquishing 
TSCA CBI Access Authority" (Appendix 9). The employee's requesting 
official and facility DCO are responsible for ensuring that the employee 
completes the form within five days after the employee's TSCA CBI access 
authority is canceled. 

The employee must submit the completed form to his or her 
requesting official, who sends it to the OPPT DCO. The requesting official 
must also send a copy of the completed form to the facility DCO for placement 
in the employee's TSCA CBI Access File. 

b. DOCUMENT After receiving Form 7740-16, theAUDITPROCEDURE. 
facility DCO will furnish the employee with a report listing all the documents 
that the CBITS system and the facility DCO's manual or automated inventory 
log show as being in the employee's possession. The DCO is responsible for 
assisting the employee-in returning these documents. All of the returned 
documents must be re-entered into the collection of records before any 
individual TSCA CBI document charged out to a terminating employee can be 
reissued to another TSCA CBI-cleared employee. 

8 
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C. DCO RESPONSIBILITIES AFTER DOCUMENTAUDITIS COMPLETED. 
After the document reconciliation is complete, the facility DCO will: 

Request that the OPPT DCO remove the employee’s name 
fromxthe TSCA CBI authorized access list. 

Inform the employee DCO that the employee is no longer 
authorized for CBI access. , 

Request that the OPPTDCO instruct the Facilities Management 
and Services Division (FMSD), Office of Administration, to 
invalidate the employee’s electronic entry card access for EPA 
headquarters TSCA CBI secure storage areas. 

Change the combinations to locks for any TSCA CBI secure 
storage containers to which the employee had access. At EPA 
headquarters, the facility DCO can request that a security 
representative of FMSD’s Security ManagementSectionchange 
the lock combinations for any TSCA CBI storage containers or 
secure storage areas. 

The OPPT DCO will direct IMD’s TSCA Systems Section to 
invalidate the employee’s TSCA CBI computer user identification code and 
passwords for all mini or micro computer systems to which the employee had 
access. When the TSCA Systems Section completes the invalidation, the 
section will provide written confirmation to the OPPT DCO, 

d. MISSING DOCUMENTS. The facility DCO must assume that a TSCA 
CBI document is missing when it is not received within 30days of issuing the 
employee the list of items charged out to him or her. The procedures for 
reporting these documents as missing are in Chapter 5 of this manual. 

9 
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e. EMPLOYEERESPONSIBILITIES. Employees who are relinquishing 
their TSCA CBI access authority are responsible for returning all TSCA CBI 
documents and magnetic media in their possession to the facility's DCO. 
Employees who are terminating their employment must return to FMSD all 
electronic entry cards for EPA headquarters facilities. Regional or laboratory 
employees who have electronic entry cards for secure storage areas must 
relinquish those cards to the issuing office prior to signing Form 7740-16, 
"Confidentiality Agreement for United States Employees Upon Relinquishing 
TSCA CBI Access Authority." EPA headquarters employees who are 
terminating their employment must obtain signatures from the OPFT DCO and 
FMSD on the "Employee Separation or Transfer Checklist", EPA Form 
3110-1 (Appendix 11) when relinquishing their TSCA CBI clearance. 

C .  SliEPS To lSCA CBI ACCESS 
FOR CONTRAClylRs AND SUBCONTRACTORS 

AUTHORIZING ACCESS. 

1. DETERMININGWHETHER ACCESS TO TSCA CBI IS NECESSARY. It 
is EPA's responsibility to decide whether access to TSCA CBI is necessary for 
a contractor to successfully perform the conditions of a contract with the U.S. 
government. Depending on the contract, the EPA project officer, the EPA 
delivery order project officer, or the EPA work assignment manager (in the 
case of GSA zone contracts) will evaluate the need for TSCA CBI access. 
(The Project Officers Checklist, appendix 24, will assist project officers in 
compiling all information required for contractor access to TSCA CBI.) 

If it is determined that access is necessary, the EPA project officer 
(PO), EPA delivery order project officer (DOPO), or the EPA work 
assignment manager (WAM)must complete EPA Form 7740-17, "Requestfor 
Approval of Contractor Access to TSCA Confidential Business Information" 
(Appendix 6). Form 7740-17 should be submitted as early in the contracting 
process as possible. 

For new contracts, Form 7740-17 should be submitted to the 
Ih-ID director with the initial procurement package. 

10 
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For existing contracts, a delivery order will probably be 
necessary to modify the contract. Form 7740-17 should be 
submitted to the IMDdirector prior to the modification request. 

The EPA project officer must forward the form to his or her division 
director or a supervisor of equivalent authority, who will sign the form as the 
requesting official and forward it to the IMD director for final approval and 
publication in the Federal Register. 

2. EPA CONTRACTORS WHO RECEIVE TSCA CBI MUST SET UP A 
SECURE ENVIRONMENT FvR H 
establishing a secure environment, contractors are bound by (1)the conditions 
and terms of their contracts with EPA and (2) the requirementsof this manual. 
Each contractor must maintain TSCA CBI in a secure environment that meets 
or exceeds the requirements contained herein. In addition to the physical 
security procedures set forth in Chapter 4, a two-barrier system must be used 
to protect TSCA CBI at any contractor’s storage site that is not located within 
an EPA or other Federal Agency facility. 

Barrier 1 must consist at a minimum of perimeter walls that are 
constructed from “slab to slab” and do not have false ceilings that would 
permit entry into the contractor’s work space by simply climbing over a 
corridor wall. Doors that provide ingress or egress must have pin tumbler 
deadbolt locks installed (unless the door is for emergency egress, in which 
case it would have a crash bar with an audible alarm). All doors providing 
ingress or egress that have hinge pins exposed to public corridors must be 
pinned or constructed in such a way so as to prevent removal of the hinge pin. 

Barrier 2 must consist of any of the approved storage containers 
listed in Chapter 4. Contractors should contact the TSCA Security Staffif they 
have any questions about establishing or maintaining the security of TSCA 
CBI. 

3. SITE INSPECTION. After the contractor has established a secure 
environment for TSCA CBI, the TSCA security staff must inspect the site. 
TSCA CBI access will not be authorized at the contractor’s site without the 
approval of the TSCA Security Staff. 

11 
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4. REQUIRED CONTRACT LANGUAGE. All contracts that are approved 
by the IMD director for TSCA CBI access must contain the following contract 
clauses from the Procurement Policy Notice No. 93-07 of August 1993: Data 
Security for TSCA CBI (EP52.235-120) (Appendix 8); Access to TSCA 
ConfidentialBusiness Information (EP52.235-100) (Appendix 8a); Control and 
Security of TSCA Confidential Business Information (EP52.235-105) 
(Appendix 8b); and Treatmentof ConfidentialBusiness Information (1552.235
71) (DEVIATION) (Appendix 8c). The EPA project offcer is responsible for 
(1) notifying EPA’s Office of Acquisition Management (OAM) contracting 
officer that the required TSCA CBI language is necessary and (2) forwarding 
Form 7740-17 to OAM, after the IMD director has signed it. 

5 .  NOTICETO AFFECTED BUSINESSES. hrsuant to 40 CFR Part 
2.306(j), EPA must notify affected businesses prior to allowing TSCA CBI 
access to a contractor or subcontractor. IMD will prepare the notice and, at 
its discretion will (1) publish it in the Federal RePister or (2) send it to 
individual businessesby letter via certified mail, return receipt requested or (3) 
be notified by telegram. The affected business must have at least 5 working 
days of notice (40CFR 2.306(j)(3) before access is granted. This means that 
the contractor cannot be granted access until 5 days after the Federal RePister 
notice is published or the telegram or certified mail is received. 

The EPA project officer must initiate the notice process at least 60 
days before the date that TSCA CBI access is to begin. The first step is to 
complete a Contractor Information Sheet (Appendix 7), which the OPPTDCO 
uses to prepare the notice. The IMD director signs the notice, which signifies 
that the contractor(s) identified in the notice is authorized for access to TSCA 
CBI. 

The notice must contain the following: 

0 	 The identity of the contractor or subcontractor to which TSCA 
CBI is to be disclosed. 

The contract number. 

An explanation of why access to TSCA CBI is necessary for 
satisfactory performance of the contract. 

12 
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Whether access is authorized only on EPA premises or also at 
the contractor’s or subcontractor’s facilities. 

The type of information to be disclosed. 
\ 

The period of time for which access to TSCA CBI is 
authorized. 

6. FACILITYDCO AT THE CONTRACTOR’S SITE. The contractor DCO 
(1) serves as the liaison between EPA and the contractor on issues relating to 
TSCA CBI, (2) assists the EPA facility DCO in requesting and maintaining 
TSCA CBI access authorization for individual contractor employees (see 
Chapter 3), and (3) assists in TSCA CBI handling. The contractor DCO 
serves this function even when contractor employee access to TSCA CBI will 
occur at EPA facilities. Each contractor with TSCA CBI access must have a 
contractor DCO. 

7. How TO ASSIGN A DCO. The EPA project officer is responsible 
for identifying two qualified contractor employees to act as the contractor 
DCO and the alternate DCO. The EPA project officer must nominate the 
employees to the OPPT DCO. The nomination, submitted in writing, must 
include the employees’ names, telephone numbers, electronic mail numbers, 
fax numbers, and mailing addresses. The contractor DCO must be in place 
before the contractor is allowed access to TSCA CBI. (See Chapter 3 for 
information about the nomination process.) 

8. lDENTlFYlNG CONTRACTOR EMPLOYEES FOR CLEARANCE. After 
completion of the above requirements, the EPA project officer, EPA delivery 
order project officer, or the EPA work assignment manager is responsible for 
conferring with contractor officials to determine which contractor employees 
require TSCA CBI access authorization. The EPA project officer will request 
access authorization for these individuals in the manner described in section 
D of this chapter. 
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D. HOW TOOBTMN TSCA CBI AUlWORUAlTON 

FOR ElMpLoyeES OF CONTRACTORSAND SuBcoNTRdCTORS 


After a contractor is authorized for access to TSCA CBI, the 
contractor's employees must individually request TSCA CBI access authority. 

All necessary forms are available from the EPA project officer. If 
necessary, the forms can also be obtained from the OPW DCO. 

1. AUTHORIZING ACCESS. 

a. COMPLETING AND SUBMlTTlNG THE FORMS. Each contractor 
employee who is applying for TSCA CBI access must complete the following 
forms: 

1) Form 7740-6,"TSCA CBI Access Request, Agreement, and 
Approval" (Appendix 1). 

2) SF-86,"Questionnairefor Sensitive Positions" (Appendix 3). 

3) FD-258,fingerprint chart (two originals) (Appendix 4). 

4) 	Form 7740-25, "TSCA CBI ADP User Registration Form," if 
online access to a TSCA CBI system or data base is required 
(Appendix 2). 

The completed forms must be submitted to the contractor DCO. 
After reviewing the forms for accuracy and completeness, the contractor will 
forward the forms to the EPA project officer. The EPA project officer will 
review the forms and forward them to the OPPT DCO. 

The project officer will either sign line 20 of the general access 
request form to signify approval of TSCA CBI access or will disapprove 
access. The project officer will submit the approved forms to the OPPT DCO 
for review and approval. After completing the review, the OPFT DCO will 
sign the forms and may submit them to the TSCA security staff and the IMD 
director for final approval. 
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b. MINIMUM (MBI).BACKGROUNDINVESTIGATION All contractor 
employees who are granted access to TSCA CBI will be required to 
successfully complete an MBI to maintain TSCA CBI clearance. MBI 
investigations are conducted by the U.S.Office of Personnel Management at 
the request of the EPA Inspector General. The EPA project officer or work 
assignment manager must ensure the MBI investigation requirement is placed 
in the official statement of work. 

c. INDIVIDUALACCESS FILES. The contractor’s facility DCO is 
responsible for establishing an access file for each contractor employee in his 
or her organization who is granted authority to access TSCA CBI. The file 
will contain a copy of all forms or other documentation related to the employe
e’s TSCA CBI clearance. If required by personnel regulations, a copy of the 
SF 86, “Questionnaire For Sensitive Positions” should be kept in the 
employee’s official personnel file. The access files will be maintained in 
alphabetical order by employee name and stored with the TSCA CBI collection 
of records. The OPFT DCO will maintain the Individual Access Files for 
contract employees who are located at EPA headquarters. 

d. SECURITY BRIEFING IS REQUIRED. It is the responsibility of the 
requesting official to ensure that employees (1)read this manual and (2) attend 
a security briefmg on procedures for handling TSCA CBI documents. 
Employees must attend a briefing on TSCA CBI security procedures before 
they are allowed access to TSCA CBI. The briefing, given orally or presented 
on video, is presented weekly by the OPPT DCO, or it can also be presented 
by a facility DCOs. If employees attend a briefmg presented by a facility 
DCO, it is the facility DCO’s responsibility to provide their names to the 
OPPT DCO. 

e. APPROVALFOR TSCA CBI ACCESS OR WAIVER FOR IMMEDIATE 
ACCESS. The OPFT DCO will add the contractor employee’s name to the 
TSCA CBI authorized access list when the contractor employee is approved 
for CBI access. The OPFT DCO will notify the contractor employee’s DCO 
of approval by sending-the contractor DCO the TSCA CBI authorized access 
list. 

15 
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A waiver may be granted by the Director, Information Management 
Division which will allow a contractor and/or contractor employee(s) access 
to TSCA CBI before receiving final approval from the OPFT DCO when all 
of the following conditions are met: the requesting official has determined that 
immediate access is necessary, the required form(s) have been completed and 
submitted to the OPPT DCO, the employee(s) have attended the security 
briefing, the facility at which the employee(s) is working has been inspected 
and approved by the TSCA security staff, and the Federal Register Notice has 
been submitted for publication. 

f. TSCA CBI AUTHORIZED ACCESS LIST. After contractor employees 
are approved for TSCA CBI access, they are listed on the TSCA CBI 
authorized access list. The list provides the names of people cleared for TSCA 
CBI access, including TSCA CBI computer access, and the date on which their 
access expires. Questions about whether a particular person has TSCA CBI 
access that can not be answered by consulting the Authorized Access List 
should be directed to the OPPT DCO. The OPPT DCO provides copies of the 
access list monthly to DCOs. 

2. REQUIREMENTS FOR MAlNTAlNlNG ACCESS. 

a. GENERALINFORMATION. Each year, contractor employees who are 
authorized to access TSCA CBI must follow certain procedures to maintain 
their access. The procedures are listed below in the order in which they must 
occur. 

b. DOCUMENTAUDIT PROCEDURE. The contractorDCO will furnishthe 
contractor employee with a report listing all documents that the DCO’s manual 
or automated inventory log shows as charged out to that employee. The 
employee must reconcile the report by (1) verifying that he or she has the 
listed documents in his or her possession and signing the Document 
Reconciliation Certification (Appendix 22), (2) notifying the DCO that he or 
she does not have the documents and indicating on the Document 
Reconciliation Certificationthat the documents are not in his or her possession, 
or (3) indicating on the Document Reconciliation Certification that no 
documents are charged out. If the DCO fails to locate any documents, he or 
she must follow the procedures discussed in Chapter 5. 
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After the DCO reviews the Document Reconciliation Cerification, 
he or she will file a copy of the certification form in the employee's Individual 
Access File. 

c. SCHEDULWG AN ANNUAL SECURITY BRIEFING. After the document 
audit procedure is completed, the next step is for the employee to attend a 
security briefing. The contractor's facility DCO is responsible for scheduling 
annual security briefings for employees; the DCA is authorized to give the 
DCO the required briefing and sign the EPA Form 7740-28. If management 
has not appointed a DCA, the project officer must certify (by memorandum to 
the OPPT DCO) that the DCO has read the security manual briefing materials 
or viewed the TSCA CBI training video and sign the EPA Form 7740-28. 

d. FAILURETO ATTEND AN ANNUAL SECURITY BRIEFING. Contractor 
employees will lose their authorization for access to TSCA CBI if they fail to 
attend a security briefing within a year of their last briefing. The OPPT DCO 
will notify an employee's requesting official of the suspension. If the 
employee does not attend an annual security briefing within 30 days from the 
date the suspension notice was issued, the OPPT DCO will on the 30th day 
terminate the employee's TSCA CBI authorization and deactivate the 
employee's electronic card key for accessing TSCA CBI secure storage areas, 
along with all computer access authorization, including user identifications and 
passwords. It is the responsibility of the requesting official to ensure that the 
employee completes the paperwork connected with TSCA CBI termination (see 
section E of this chapter). 

e. REAPPLYING FOR TSCA CBI ACCESS. If an employee has been 
removed from the TSCA CBI authorized*accesslist, he or she must reapply 
for TSCA CBI access. To reapply, the employee must follow the procedures 
in section D.1 of this chapter. Contact the OPPT DCO for specific 
instructions before submitting renewal forms. 

17 




TSCA CBI SECURITY MANUAL 	 7 0 0 0  
4/95  

E. PROCEDURErS FOR ZIWM1NAI;INGACCESS Iy) 
15CA CBI POR CONlJRACTORE m m m E S  

1. GENERAL INFORMATION. Authorization to access TSCA CBI must 
be terminated when: ' 

The contract is completed, terminated or in suspense. 

Employment of the contractor employee is terminated. 

Contractor employee's duties that require access to TSCA CBI 
are terminated. 

The contractor employee fails to attend the annual security 
briefing. 

The contractor employee breaches the terms of the 
Confidentiality Agreement of EPA Form 7740-6, "TSCA CBI 
Access Request, Agreement, and Approval. " 

The MBI provides information about the contractor employee 
based on which the IMD director determines that access will 
not be granted. 

2. REQUIREMENTS FOR TERMINATING ACCESS. 

a. FORM 7740-18. When a contractor employee's TSCA CBI 
clearance is suspended, relinquished, or revoked, he or she must complete 
EPA Form 7740-18, "Confidentiality,Agreement for Contractor Employees 
Upon Relinquishing TSCA CBI Access Authority" (Appendix 10). The 
employee's requesting official and DCO are responsible for ensuring that the 
employee completes the form within five days after the employee's TSCA CBI 
access authority is canceled. 

The employee must submit the completed form to his or her 
requesting official, who sends it to the OPPT DCO. The requesting official 
must also send a copy of the completed form to the facility DCO for placement 
in the employee's TSCA CBI Access File. 

18 
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b. DOCUMENT AUDIT PROCEDURE;‘ After receiving Form 7740-18, the 
facility DCO will furnish the contractor employee with a report listing all the 
documents that the CBITS system, DAPSS system, and the facility DCO’s 
inventory log show as being in the contractor employee’s possession. The 
contractor employee is responsible for returning these documents. All of the 
returned documents ’must be re-entered @to the collection of records before 
any individual TSCA CBI document charged out to the terminating employee 
can be reissued to another TSCA CBI-cleared employee. 

c. DCO RESPONSIBILITIES AFTER DOCUMENT AUDIT IS COMPLETED. 
After the document reconciliation is complete, the facility DCO will: 

Request that the OPPT DCO remove the employee’s name 
from the TSCA CBI authorized access list. 

Inform the employee’s DCO that the employee is no longer 
authorized for TSCA CBI access. 

Request the OPPTDCO to invalidGe the employee’s electronic 
entry card access for EPA headquarters TSCA CBI secure 
storage areas. 

Change the combinations to locks for any TSCA CBI secure 
storage containers to which the employee had access. 

d. MISSINGDOCUMENTS. The facility DCO must assume a TSCA CBI 
document is missing when it is not received within 30 days of issuing the 
contractor employee the list of items charged out to him or her. The 
procedures for reporting these documents as missing are in Chapter 5. 

The OPPT DCO will direct IMD’s TSCA Systems Section to 
invalidate the employee’s TSCA CBI computer user identification code and 
passwords for all mini, or micro computer systems to which the employee had 
access. When the TSCA Systems Section completes the invalidation, the 
section must provide written confirmation to the OPPT DCO. 

19 
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e. CONTRACTOR EMPLOYEE RESPONSIBILITIES. Employees who are 
relinquishing their TSCA CBI access authority are responsible for returning all 
TSCA CBI documents and magnetic media in their possession to the facility 
DCO. Employees who are terminating their employment must return to the 
OPPT DCO all electronic entry cards for EPA headquarters facilities. EPA 
project officers are responsible for ensuring that all electronic entry cards 
issued to contractor employees are returned to the OPPT DCO. 

F. PROCEDURES FOR TILRMINAATIING ACCESS 
To TSCA CBI FOR COiWUACTORs 

TERMINATING ACCESS TO TSCA CBI WHEN A CONTRACT ENDS. 

On the day a contract is completed or access to TSCA CBI ends 
under the contract’s terms, the contractor DCO must inventory the TSCA CBI 
materials that the CBITS system, DAPSS system, and the DCO’s manual or 
automated inventory log show as being at the contractor’s facility. The 
contractor DCO must provide the written inventory to the EPA project officer 
within 30 calendar days. The EPA project officer must provide a copy of the 
results to the OPPT DCO and the TSCA security staff. The contractor DCO 
must collect all TSCACBI materials and document control materials, including 
logs and cover sheets, that are in the company’s possession. The contractor 
must transfer the materials to the TSCA CBI cleared project officer (or other 
cleared official, i.e. DOPO,WAM) within 30 calendar days. The EPA 
Project Offlcer will forward the reconcilled documents to the OPPT DCO 
within 30 days for inclusion into the official Agency file. 

The EPA project officer will review the materials and reconcile the 
returned materials with the inventory provided by the contractor DCO. The 
EPA project officer then transfers the materials to the OPPT DCO with 
instructions for appropriate disposition. 
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G. AUTHORlUNG 031;IER FEDERAL AGENCIES 
FOR ACCESS TO 25CA CBI 

TSCA provides that under cetain circumstances other Federal 
agencies may receive access to TSCA data. Specifically disclosure of TSCA 
CBI to another Federal agency is permitted when the information is necessary 
for the other agency (1) to perform work for EPA, (2) to perform its duties 
under any law for the protection of health or the environment, or (3) for 
specific law enforcement purposes. All persons contemplating disclosure of 
TSCA CBI to Federal agencies should review 40 CFR $9 2.209 and 2.306. 

1. GENERAL PROCEbU-RESFOR EPA OFF1 

CBI TO ANOTHER FEDERAL AGENCY 

When an EPA office is having another Fede 

requires access to TSCA CBI, EPA generally takes the initiative in arranging 

to disclose the information to the other agency. The first step to allow 

disclosure is for the EPA office that is involved to contact the IMD director. 


The IMD director will notify the other agency that (1) the 
information that will be disclosed is CBI and was acquired under the authority 
of TSCA and that (2) any unauthorized disclosure of the information may 
subject the other agency’s employees to the criminal penalties in Section 14(d)
of TSCA (see Chapter 5 of this manual). 

When EPA discloses TSCA CBI to ahother agency to perform work 
on behalf of EPA as described in 40CFK $ts2:209(c) ande2.306(h),no notice 
to affected businesses is required. The IMD director will notify the agency 
performing the work whether access is approved. 

a. AGREEMENTNOT TO DISCLOSE TSCA CBI. The agency that will 
receive TSCA CBI must provide a written agreement that it will not disclose 
TSCA CBI. 

b. EXCEPTIONS-TO AGREEMENT NOT TO DISCLOSE TSCA CBI. A 
Federal agency does not have to provide a written agreement that it will not 
disclose TSCA CBI under any one of the following circumsbnces: 
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The agency has statutory authority both to compel production 
of the information and to make the proposed disclosure, and it 
has furnished affected businesses with at least the same notice 
that EPA would provide under EPA’s regulations. 

The agency has obtained the consent of each affected business 
prior to the proposed disclosure. 

The agency has obtained a written statement from the EPA 
general counsel or an EPA regional counsel that disclosure of 
the information would be proper under EPA regulations. 

c. TSCA CBI ACCESS AT EPA FACILITIES. Once approval for access 
has been granted, designated employees of the other Federal agency can obtain 
access to specified TSCA CBI on EPA premises. The procedures for 
individual employees to obtain clearance for TSCA CBI access are explained 
in sections A and B of this chapter. 

d. TSCA CBI ACCESS AT OTHER FEDERALAGENCIES. When a Federal 
agency is allowed access to TSCA CBI on its premises, the Federal agency 
must appoint a facility DCO and must provide a secure environment before 
documents will be transferred. 

e. HOW TO ASSIGN A DCO. The requesting official or the facility 
manager in charge of the facility to which TSCA CBI will be transferred must 
nominate a facility DCO and an alternate DCO. The nomination, submitted 
in writing to the OPPT DCO, must include the name, telephone number, 
electronic mail number, fax number, and mailing address of both nominees. 
The OPPT DCO will decide whether to approve the nomination. The 
requesting official or the facility DCO can also nominate document control 
assistants (DCAs) to assist the DCO in his or her day-to-day duties. DCAs 
can perform the same duties and responsibilities as the DCOs (Le. DCAs can 
annually brief the DCO and sign the EPA Form 7740-28). 

2. PROCEDURES FOR ANOTHER FEDERAL AGENCY TO REQUEST 
ACCESS TO TSCA CBI. These procedures must be followed by Federal 
agencies that are requesting access to TSCA CBI (1) to perform duties under 
any law for the protection of health or the environment or (2) for a specific 
law enforcement purpose. 
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a. SUBMIT A WRITTEN REQUEST. To obtain access to TSCA CBI, a 
Federal agency must submit a written request to the IMD director at least one 
month before access is need4. The request must state the specific information 
to which access is requested, why access is necessary (this is the official 
purpose and will be%oneof the two reasons stated in the preceding paragraph), 
and provide supporting details. The request must be signed by an agency 
official whose authority is at least equivalent to that of an EPA division 
director. 

b. AGREEMENTNOT TO DISCLOSE TSCA CBI. The agency that will 
receive TSCA CBI must provide a written agreement that it will not disclose 
TSCA CBI. 

c. EXCEPTIONSTO AGREEMENT NOT TO DISCLOSE TSCA CBI. A 
Federal agency does not have to provide a written agreement that it will not 
disclose TSCA CBI under any one of the following circumstances: 

The agency has statutory authority both to compel production 
of the information and to make the proposed disclosure, and it 
has furnished affected businesses with at least the same notice 
that EPA would provide under EPA's regulations. 

The agency has obtained the consent of each affected business 
prior to the proposed disclosure. 

The agency has obtained a written statement from the EPA 
general counsel or an EPA regional counsel that disclosure of 
the information would be proper under EPA regulations. 

d. NOTICETO AFFECTED BUSINESSES. Before EPA allows another 
Federal agency access to TSCA CBI, EPA must provide written notice to 
affected businesses except as stated in section G.l above. The notice must be 
given at least 10 calendar days before access takes place by Federal Register 
notice, telegram, or eertified mail (return receipt requested). IMD will 
prepare the notice, which must include 

The identity of the agency to which TSCA CBI access is being 
allowed. 
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The official purpose for the access. 

Whether access is authorized only on EPA premises or also at 
the other agency’s facilities (see section 3 of this chapter). 

, 


The type of information that will be disclosed. 


The period of time for which access to TSCA CBI is being 
authorized. 

3. 	 EPA‘S PROCESS FOR APPROVING TSCA CBI ACCESS FOR 
OTHER FEDERAL AGENCIES. The IMD director will review requests for 
TSCA CBI access from other Federal agencies and will notify the agencies’ 
requesting officials whether TSCA CBI access is approved. If access is 
approved, the IMD director will notify the other agency that (1) the 
information that will be disclosed is CBI and was acquired under the authority 
of TSCA, and that (2) any unauthorized disclosure of the information may 
subject the other agency’s employees to criminal penalties allowed under 
Section 14(d) of TSCA. 

a. TSCA CBI ACCESS AT EPA FACILITIES. EPA prefers that TSCA 
CBI materials remain on EPA premises. When this is not practical. EPA will 
consider allowing access at another agency’s facility. 

Once approval for access has been granted, designated employees of 
the other Federal agency can obtain access to specified TSCA CBI on EPA 
premises. The procedures for individual employees to obtain clearance for 
TSCA CBI access are explained in sections A and B of this chapter. 
Employees of other Federal agencies are not allowed to remove from EPA 
premises anv documents, notes. or corresDondencecontaininp TSCA CBI and 
must not discuss TSCA CBI with individuals not authorized for TSCA CBI 
access, TSCA CBI must be transferred from an EPA DCO to a 
Facility/Agency DCO. 
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b. TSCA C6I ACCESS AT OTHER FEDERALAGENCIES. Before EPA will 
grant access at another agency's facility, a facility DCO must be in place. The 
requesting official or the facility manager in charge of the facility to which 
TSCA CBI will be transferred must nominate a facility DCO and an alternate 
DCO. The nomination, submitted in writing to the OPPTDCO, must include 
the name, telephone number, electronic mail number, fax number, and mailing 
address of both nominees. The OPPT DCO will decide whether to approve 
the nomination. The requesting official or the facility DCO can also nominate 
document control assistants (DCAs) to assist the DCO in his or her day-to-day 
duties. Other provisions that must be in effect are the following: 

The Federal agency must have security procedures and 
standards in place that equal or surpass those set forth in this 
manual. 

0 	 EPA's TSCA security staff must inspect and approve the TSCA 
CBI storage facilities at the Federal agency. The inspection is 
to be arranged by the official requesting TSCA CBI clearance 
for his or her agency. 

The Federal agency must appoint a facility DCO before 
documents will be transferred. 

The official requesting TSCA CBI access authority for his or 
her agency must provide a written statement of the agency's 
security procedures for handling TSCA CBI. The statement 
should state whether (1) the security procedures in this manual 
have been adopted by the agency without change or (2) how the 
security procedures being used at the agency differ from those 
set forth in this manual. The written statement must be 
provided to the TSCA security staff. 
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4. 	 REQUESTS FOR ACCESS TO TSCA CBI FROM CONGRESS OR 
THE GENERAL ACCOUNTING OFFICE. EPA, Federal and contractor 
employees must notify the IMD director immediately when they receive a 
request from Congress or the General Accounting Office for information that 
requires access to TSCA CBI. Pursuant to 40CFR 2.209, TSCA CBI access 
is allowed only when the request is made by the Speaker of the House, the 
President of the Senate, a chairman of a committee or subcommittee, or the 
Comptroller General. All document access will be provided by the OPPT 
DCO, who will record all transactions on a Federal Agency, Congress, and 
Federal Court Sign Out Log (Appendix 20). 

NOTICETO AFFECTED BUSINESSES. Before EPA allows access to TSCA 
CBI by Congress or the General Accounting Office, EPA must provide written 
notice to affected businesses. The notice must be given at least 10 calendar 
days before access takes place by Federal Register notice, telegram, or 
certified mail (return receipt requested). IMD will prepare the notice, which 
must include: 

Whether access is authorized only on EPA premises or also at 
the other agency’s facilities. 

The type of information that will be disclosed. 

The period of time for which access to TSCA CBI is being 
authorized. 
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CHAPTER 3 

RESPONSIBILITIES 


1. EPA HOLDS EMPLOYEES PERSONALLY ACCOUNTABLE FOR 
PROTECTING TSCA CBI. Proper protective controls must be followed by 
employees of EPA, other Federal agencies, and Federal contractors who have 
access to TSCA CBI whenever they handle, store, or transfer any TSCA CBI. 
EPA holds every employee who has custody of TSCA CBI personally 
responsible for foIlowing proper handling and security procedures. 

Each employee who has access to TSCA CBI is required to (a) 
immediately inform management if he or she discovers that any 
procedure contained in this manual does not provide the proper 
level of protection for TSCA CBI and (b) suggest changes that 
will strengthen those weaknesses. 

Each employee who has access to TSCA CBI is required to 
immediately report in writing any violations of this manual’s 
procedures to his or her immediate supervisor, the TSCA 
security staff, and if applicable, the contractor project officer. 

Employees who have access to TSCA CBI are 

Accountable for all TSCA CBI documents that they receive 
through a DCO or any other employee cleared for TSCA CBI. 

Required to support the programs established by their 
management and DCO for protecting and handling TSCA CBI. 

Required to attend an annual security briefing prior to renewing 
their TSCA CBI clearance and to stay informed of TSCA CBI 
handling controls and security programs. 
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Required to complete an annual audit of all TSCA CBI 
documents charged out to them through a DCO prior to 
completing the annual security briefing and to sign the 
Document Reconciliation Certification (Appendix 22) after 
reconkiling the documents listed on the report. 

Required to maintain TSCA CBI in a responsible manner that 
will not permit access to the data by anyone who has not been 
properly authorized to view TSCA CBI. 

2. 	 DOCUMENT AUDIT PROCEDURES. Each year, every employee is 
required to account for the hard copy TSCA CBI documents in his or her 
possession. This procedure is always the first step of the annual process to 
recertify employees for TSCA CBI clearance. 

The facility DCO will furnish the employee with a list of documents 
that the DCO’s manual or automated inventory log shows the employee has in 
his or her possession. The employee must certify that the documents are in his 
or her possession by signing the certification statement inscribed on the 
document list. The employee must contact the facility DCO immediately if he 
or she does not have any of the documents on the list. 

3. CHECKING OUT TSCA CBI DOCUMENTS. Employees are 
permitted to check out TSCA CBI documents from their facility DCO and to 
keep the documents for up to a year. However, employees should return 
TSCA CBI to the facility DCO as soon as the material is no longer needed. 

OVERDUE MATERIALS. TSCA CBI materials cannot be kept for more 
than one year. Any material kept longer than a year is considered overdue, 
and the facility DCO will noti@ the responsible employee. Materials that are 
not returned to the DCO within 30days of notification are presumed lost. The 
DCO must notify his or her division director of lost materials, pursuant to the 
procedures in Chapter 5. 
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4. 	 DETERMINING WHETHER A DOCUMENT CONTAINS TSCA CBI. 
When an employee produces a document, it is that employee’s responsibility 
to decide whether the document contains TSCA CBI. An employee who is 
unable to determine whether something is confidential should consult with his 
or her supervisor OL DCO. If the issue remains unresolved, the employee 
should consult the chief of the IMD TSCA Information Management Branch. 

5. 	 RECEIPT OF MAIL CONTAINING TSCA CBI MATERIAL. If 
employees receive materials in the mail that are believed to be TSCA CBI, 
even if they are unlabeled, those materials must be taken immediately to the 
facility’s DCO for proper entry into the document tracking system. 

6. REVIEWING AND CHALLENGING TSCA CB1 CLAIMS. An 
employee who encountersa TSCA CBI claim that appears to be invalid should 
bring the issue to the attention of the proper office in EPA. 

EPA employees and Federal employees should contact IMD’s 
TSCA Information Management Branch, which routinely 
conducts program challenges pursuant to CFR 2.204. 

EPA regional employees should contact the TSCA Information 
Management Branch or the Office of General Counsel. 

Contractor employees should contact IMD’s TSCA Information 
Management Branch with any questions about TSCA CBI 
claims. 

a. INFORMAL INQUIRIES. EPA employees are permitted to conduct 
informal inquiries concerning TSCA CBI claims consistent with 40 CFR 
2.204. When an EPA employee believes it to be appropriate, he or she can 
request substantiation of a TSCA CBI claim from a submitter. The request 
should be made by letter. 

EPA employees, especially compliance inspectors, are encouraged 
to obtain guidance for CBI reviews and challenges from the TSCA Information 
Management Branch. In addition, employees are encouraged to become 
familiar with the substantive criteria used to determine confidentiality, which 
are found at 40CFR 2.208. 
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b. FORMALCHALLENGES. The Office of GeneralCounsel is responsible 
for making final determinations concerning challenges to TSCA CBI claims, 
pursuant to 40 CFR 2.205, with two exceptions. Before acting under these 
two exceptions, contact the TSCA Information Management Branch or the 
Office of General Counsel for advice. 

The first exception allows an EPA office to take certain actions 
if the office determines that the TSCA CBI claim is clearly not 
entitled to confidential treatment. The exception is defined in 
40 CFR 2.204(d)(2); "EPA office" is defined in 40 CFR 
2.201(m); the possible actions are defined in 40 CFR 2.205Cf). 

The second exception allows the Office of General Counsel to 
delegate its authority to make final determinations concerning 
TSCA CBI challenges to any EPA attorney in accordance with 
40CFR 2.205(i). 

c. PROCEDURES PERFORMING A CHALLENGE. It is incumbent upon those 
who challenge TSCA CBI claims to act consistently with all TSCA regulations 
--- particularly 40 CFR 2.201 through 40CFR 2.205, 40 CFR 2.208, and 40 
CFR 2.306-and relevant Federal Register notices. The validity of a TSCA 
CBI claim must be carefully considered before an EPA employee asks a 
submitting company to substantiate the claim. IMD and Office of General 
Counsel attorneys should be consulted if any questions or problems arise on 
TSCA CBI issues or challenges. 

B. iWiA?AGERRESPONSIBEJTLES 

IN GENERAL. All managers who are responsible for programs involving 
access to TSCA CBI must ensure that their staff members follow this manual's 
procedures and any other directive that deals with protection of TSCA CBI-
Managers must also ensure that 

Adequate personnel are available to carry out the DCO 
responsibilities under the manager's supervision. 

30 




TSCA CBI SECURITY MANUAL 	 7 0 0 0  
4/95 

Proper physical control measures are implemented in areas 
where TSCA CBI is maintained. 

Subordinate project officers (Pos), delivery order project 
officers (DOPOs), and work assignment managers (WAMs) 
follow proper TSCA CBI security ‘procedures while 
administering contracts. 

They meet quarterly with contractor project officers to ensure 
that contractor staff are following TSCA CBI security 
procedures. 

That all employees under their supervision who are required 
to have access to TSCA CBP maintain a currentclearance for 
TSCA CBI access. 

1. IN GENERAL. DCOs manage their facilities’ document tracking 
systems and oversee the receipt, storage, transfer, and - Iuse of TSCA CBI bya - r ,  *I

employees in their facilities. All facilities &at are authorized for access to 
TSCA CBI are required to have a facility DCO and an alternate DCO, who 
will assume the facility DCO’s responsibilities during his or her absence. 

Facility DCOsmust be approved and trained before TSCA CBI can 
be transferred to any facility. The OPPT DCO ‘is”responcb1efor providing 
training materials and guidance on appropriate document handling procedures 
to all DCOs. 

2. 	 THE DCO MAINTAINS A DOCUMENT TRACKING SYSTEM. The 
receipt, usage, and transfer of TSCA CBI is tracked through a document 
tracking system. All TSCA CBI materials-submitted to EPA, and those 
produced by Federal and contractor employees (except as described in Chapter 
4, section K), are monitored through this system. 
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The DCO is responsible for his or her facility’s document tracking 
system. The DCO must ensure that: 

All manual or automated logs are properly maintained, updated 
and securely stored. 

Document control numbers or unique numerical identifiers are 
assigned to the documents requiring them. 

Proper procedures are followed when using TSCA CBI 
materials. 

The IMD director has approved several manual and automated 
tracking systems for use by Federal or contractor DCOs. Use of one of these 
systems, which are described below, is mandatory. Contact the OPFT DCO 
for additional information about these tracking systems. 

a. AUTOMATEDDOCUMENT TRACKING SYSTEMS. EPA recommends 
that DCOs who oversee a high volume of documents and transactions use 
automated systems to track documents. These systems allow the DCO to track 
a document’s movement from the time it is assigned a document control 
number or received at EPA until the time it is destroyed or transferred to 
another TSCA CBI-cleared facility. 

At EPA headquarters, the OPFT DCO uses an automated system to 
track TSCA CBI documents: The Confidential Business Information Tracking 
System (CBITS). Other DCO(s) use a second automated tracking system, the 
Automated Document Tracking System (ADTS),to track documents at field 
installations. 
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1) Machine-readable bar codes. CBITS tracking system uses a 
machine-readable bar code to track TSCA CBI documents. The 
bar code is affixed to each TSCA CBI document controlled 
through the headquarters CBIC. Bar codes are also affixed to the 
electronic entry identificationcards of employees with TSCA CBI 
access authorization, The OPPT DCO uses these bar codes to 
verify through CBITS that employees are authorized for access 
to TSCA CBI documents. The OPPT DCO also uses these bar 
codes to produce annual audit certification reports for employees' 
completion. 

2) 	Backup for automated document tracking systems. When 
an automated TSCA CBI document tracking system is used, the 
facility DCO must make a backup disk whenever on a regular 
basis. The backup media is TSCA CBI data and should be 
protected as such. Any manual logs that are converted into an 
automated system must be retained until an audit by the TSCA 
security staff verifies the accuracy of the conversion. 

EPA also suggests securing a duplicate set of media (document 
tracking system) off site to allow for recovery of accountability of 
documents charged out, if a disaster such as a flood, fire, or other 
natural disaster strikes. Contact the OPPT DCO and the TSCA 
Security Staff �or assistance in establishing a program. 

3) ADTS extends monitoring capability. ADTS runs on an 
IBM-compatible PC and provides automated tracking, 
accountability, and records-management capabilities for TSCA 
CBI documents stored outside the purview of the OPPT DCO. 
ADTS is available from the OPPT DCO. 
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b. MANUALTRACKING SYSTEMS. Manual tracking systems are 
appropriate for DCOs who are responsible for a low volume of documents and 
transactions. Certain EPA forms must be used in implementing a manual 
tracking system. These forms establish the minimum tracking and control 
requirements for T X A  CBI assigned to facility DCOs. The forms are EPA 
Form 7740-10, "Receipt Log for TSCA Confidential Business Information, 
EPA Form 7740-11, "Inventory Log for TSCA Confidential Business 
Information," and EPA Form 7740-24, "Federal Agency, Congress, and 
Federal Court Sign Out Log" (see Appendices 15, 16, and 20, respectively). 

3. THE DCO MAINTAINS THE INVENTORY LOG. Each DCO must 
maintain an inventory log for TSCA CBI transactions at his or her facility. 
The inventory log must contain the following information: 

The document control number. 

The date on which a document is checked out from the DCO 
and the date on which it is returned. 

The identity of the individual checking out the document. 

If the document will be destroyed, the entry in the disposition 
block of the log must include the date of destruction and the 
identity of the person who will destroy it. 

If the requesting employee plans to transfer the document 
outside the DCQ's jurisdiction, the disposition block of the log 
must include the date and destination of the transfer. 

4. DELIVERING AND RECEIVING TSCA CBI MATERIALS. All TSCA 
CBI materials sent by EPA employees or contractors through the mail or by 
courier must be addressed to and received by a DCO. TSCA CBI materials 
that are hand carried to a facility or generated by employees at the facility 
must be taken immediately to the DCO (see Chapter 4). 
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a. THE DCO MUST REVIEW DOClJMENTS FOR COMPLETENESS. The 
DCO must review all materials received to determine whether they appear 
complete. 

* 	 If the documents do not appear to be complete, the DCO must 
immediately contact the submitter to determine whether there 
is an omission. 

If the materials appear to be complete, the DCO must stamp 
the document as TSCA CBI (Appendix 12). The stamp is 
applied to at least the first page (or the cover, if the document 
has one) and the back of the last page (or back cover, if the 
document has one). The DCO then assigns a document control 
number to the document, if one has not already been assigned, 
and attaches a TSCA CBI cover sheet (Appendix 13) to the 
front of the document. The DCO must write the document 
control number on the first page of the document. 

b. THEDCO MUST MAINTAIN A RECEIPT LOG. Each document received 
by a DCO must be recorded in an automated or manual receipt log (Appendix 
15). The DCO must record the following items in the receipt log: 

The document’s document control number (if a document 
control number has not been assigned, the copy number 
assigned by the DCO should be recorded). 

The date on which the document was received by the DCO. 

The submitter’s name if the document was received directly 
from the submitter, the author’s name if the document was 
generated by a Federal or contractor employee, or the facility
DCO’s name if the document was received from another 
facility authorized for TSCA CBI access. 

The number of pages contained in the document. 
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A brief description of the document (e.g., "an engineering 
report on PMN-Y" or "letter from company X on PMN-W"). 

5. 	 STORAGE OF TSCA CBI MATERIALS. DCOs are responsible for 
ensuring that employees at their facilities are storing documents properly. This 
manual establishes storage procedures in Chapter 4, section B. 

The DCO supervises the storage of TSCA CBI materials in secure 
storage containers or in a centralized secure storage area (e.g., the CBIC at 
EPA headquarters). The sole exception to this is when an employee's duties 
require that he or she be assigned individual responsibility for a specific secure 
storage container(s) (i.e. Mosler safe) within an office. 

6. MAINTAINING RECORDS OF LOCK COMBINATIONS. The facility 
DCO must maintain a record of the lock combinations on rooms and containers 
in which TSCA CBI materials are stored. The DCO must also store each 
combination individually in a sealed envelope. These envelopes should be 
opened only in emergencies. 

At EPA headquarters, there are a number of facility DCOs. Their 
recordkeeping responsibilities break down as follows: 

Each division in OPPT has a DCO who is responsible for 
keeping a list of combinations for TSCA CBIstorage containers 
and rooms controlled by the division. 

The OPPT DCO maintains a list of combinations (1) for 
containers and rooms assigned to IMD and (2) for all 
containers and rooms in OPPT that don't fall under any specific 
division's control. 

At EPA headquarters, DCOs in offices other than OPPT 
maintain a list of combinations for TSCA CBI storage 
contakers and rooms controlled by their offices. 
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FMSD keeps a master list of combinations for all TSCA CBI 
locks at EPA headquarters. 

7. CONDITIONS FOR CHANGING LOCK COIWB"lhl~Tl0NS.The DCO 
is required to change lock combinations (1) every 12 months, (2) each time a 
person who knows a combination relinquishes his or her TSCA CBI access 
authority, (3) when a container is put into or taken out of operation, and (4) 
if there is a known or possible compromise of TSCA CBI data in the 
container. At EPA headquarters, DCOs notify FMSD,which changes the 
combinations. 

8. UPDATING THE TSCA CBI AUTHORIZED ACCESS LIST. Each 
DCO bears responsibility for keeping the TSCA CBI authorized access list 
current. By the 15th of each month, facility DCOs must notify the OPPT 
DCO of any employees within their jurisdictions who should be added or 
deleted from the list. 

9. 	 THE DCO MONITORS AND 'CONTRCILS WHO O'BTAINSTSCA CBI 
MATERIALS. The steps for obtaining TSCA CBI materials are described 
below: 

0 

0 

0 

0 

0 

The employee requests a specific TSCA CBI document from 
his or her DCO. 

The DCO locates the document in the TSCA CBI storage files 
or obtains it from a another DCO, employee, contractor, or 
submitter. 

The DCQ notifies the employee that the document is available. 

When the employee arrives to pick up the document, the DCO 
verifies that the requesting employee is authorized for access to 
the document. 

The DCO logs the document out to the employee using an 
automated or manual inventory log. 
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10. THE DCO MONITORS OVERDUE TSCA CBI MATERIALS. TSCA 
CBI materials may not be checked out from a centralized TSCA CBI storage 
facility for more than one year. DCOs must monitor the inventory log for 
TSCA CBI materials. that have not been returned within the one-year period. 
The DCO is responsible for notifying employees and their supervisors of 
overdue materials. This is done by distributing to the employee and his or her 
supervisor a list of all TSCA CBI documents charged out to the employee 
before the annual security briefing and TSCA CBI access recertification are 
accomplished. 

If the employee does not return the overdue materials to the DCO 
within 30 days after notification, the DCO must assume the materials cannot 
be located. The DCO must notify his or her division director that the materials 
are lost, pursuant to the procedures in Chapter 5. 

11. THE DCO ASSISTS EMPLOYEES IN DETERMINING WHETHER 
DOCUMENTS CONTAIN TSCA CBI AND IN SANITIZING DOCUMENTS 
FOR PUBLIC DISCLOSURE. The responsibility for determining whether 
documents contain TSCA CBI rests with the document’s author (see Chapter 
4, section L). The DCO’s role is to provide guidance to the author in making 
the determination. Employees who are unable to determinewhether something 
is confidential should consult with their supervisor or DCO. If the issue 
remains unresolved, the employee should consult the chief of the IMD TSCA 
Information Management Branch. The DCO also instructs document authors 
in how to sanitize a TSCA CBI document if the document is going to be 
released to the public. 

12. THE DCO SUPERVISES THE REPRODUCTION AND 
DESTRUCTION OF TSCA CBI MATERIALS. The DCO is responsible for 
controlling and documenting the reproduction and destruction of TSCA CBI 
materials. TSCA CBI materials except for working papers as discussed in 
Chapter 4, can be reproduced or destroved only bv the DCO or by a DCA 
assigned to the task bv the DCO. In the latter case. the DCO must supervise 
the activity. Specificprocedures for reproduction and destruction are set forth 
in Chapter 4, sections N and 0. 
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13. THE DCO CONTROLST 

BETWEEN FACILITIES: I'"u; 

materials between facilities. The first applies to materials that are already 

recorded in the document tracking system. If the document is in an 

employee's possession, the employee must first return the document to his or 

her facility DCO. The DCO records the date the document is being sent and 

the name of the DCO who will receive it in the Inventory Log. The DCO also 

inserts a transfer receipt in the second envelope. The transfer receipt identifies 

the package's contents. The recipient DCO will sign the transfer receipt and 

return it to the sender. 


The second procedure applies to new materials that are not recorded 
in the document tracking system. In these cases, the document's author must 
stamp the document as TSCA CBI and attach a TSCA CBI cover sheet to it. 
The author then takes the document to his or her DCO who (1) logs the 
document into the receipt log, (2) assigns it a document control number, and 
(3) records the date the document is being sent and the name of the DCO who 
will receive it. 

PACKAGING AND ARRANGING TRANSFER OF TSCA CBI MATERIALS. 
Specific information on packaging and arranging transfer of TSCA CBI 
materials is provided in Chapter 4, section F. 

14. THE DCO ASSISTS EMPLOYEES WITH OBTAINING AND 
MAINTAINING TSCA CBI ACCESS AUTHORITY. DCOs are responsible 
for assisting employees with their TSCA CBI access authority. Procedures for 
this are set forth in Chapter 2. 

15. THE DCO IS RESPONSIBLE FOR ASSISTING WITH EMPLOYEE 
DOCUMENT AUDITS. When an employee is undergoing TSCA CBI 
recertification or is terminating his or her access to TSCA CBI, the DCO must 
give the employee a report listing all the documents that the CBITS system, 
DAPSS system, and the automated or manual inventory log show as being in 
the employee's possession. All of the returned documents must be re-entered 
into the collection of records. 
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16. EACH YEAR, THE CONTRACTOR DCO MUST PERFORM AN 
INVENTORY OF HARD-COPY TSCA CBI DOCUMENTS. Before July 31 
of each year, each contractor DCO must inventory all hard-copy TSCA CBI 
materials in the DCO’s document tracking system. 

\ 

The DCO must compare the TSCA CBI documents in the 
receipt log with the transactions listed in the inventory log. 
This is accomplished by comparing the document control 
numbers. 

The DCO must inventory the documents in his or her 
possession. These documents are listed in the receipt log, but 
not in the inventory log. 

The DCO must review the status (e.g., destroyedor transferred 
outside the DCO’s facility) and location (e.g., checked out to 
an employee) of materials listed in the inventory log. 

The DCO must locate any documents that have been checked 
out for more than one year. 

The DCO must review the status of documents indicated in the 
inventory log as having been destroyed. 

Prior to October 1 of each year, the DCO must submit a 
written inventory to his supervisor. By October 1, the 
supervisor must submit the report to the TSCA security staff. 

NOTE: The procedures in Chapter 5 must be followed if there are any TSCA 
CBI materials that cannot be located. 

17. WHEN DCOS TERMINATE THEIR EMPLOYMENT OR RELINQUISH 
THEIR DCO RESPONSIBILITIES. The procedure that must be followed 
when DCOs terminate their employment or relinquish DCO responsibilities are 
the same for DCOs at EPA headquarters, regional offices, other Federal 
agencies and contractor facilities. 
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TSCA CBf MATERIALS MUST BE INVENTORIED.The outgoing DCO and 
the incoming DCO must jointly perform an inventory of TSCA CBI materials 
in the outgoing DCO’s collection of records. Both parties must certify the 
inventory before the outgoing DCO departs. The incoming DCO should retain 
a copy of the inventory for audit purposes and forward a copy to the OPPT 
DCO. If any TSCA CBI materials cannot be located during the audit, the 
incoming DCO must follow the procedures in Chapter 5 .  
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CHAPTER 4 

PROCEDURES FOR USING AND 


PROTECTING TSCA CBI MATERIALS 

\ 

All procedures discussed in this chapter apply to employees of EPA, 
other Federal agencies, and contractors, unless otherwise specified. 

A. MARgING lMATeRlsALs AS TSCA CBI 

1. TSCA CBI COVER SHEETS MUST BE PLACED ON MATERIALS. 
A TSCA CBI cover sheet, EPA Form 7740-9 (Appendix 13), must be affixed 
to all TSCA CBI hardcopy materials. All other materials &e. diskettes, 
samples. etc.) must have TSCA CBI labels attached (Appendix 23). 

2. THE PHRASE TSCA CBI MUST BE STAMPED ON MATERIALS. 
TSCA CBI materials must be marked with a stamp that identifies the materials 
as TSCA CBI (Appendix 12). The author of the materials is responsible for 
stamping the document. The stamp must be placed on the front of the first 
page (or on the cover, if the document has one) and on the back of the last 
page (or back cover, if the document has one). The author may choose to 
stamp additional pages of the document. If the document is a copy or is 
received from outside EPA, the DCO is responsible for stamping the 
document. 
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B CBI mcuiuEms 
OuTsalE OF SECURE STORAGEAREAS 

1. EMPLOYEE RESPONSIBILITIES, IN GENERAL. Employees using 
TSCA CBI are responsible for ensuring that no unauthorized disclosure of that 
information occurs. One way of guarding against this is for employees to use 
TSCA CBI only in secure storage areas (described below). If employees take 
TSCA CBI outside of the secure storage areas, they must (1) maintain constant 
control over the TSCA CBI documents in their possession, (2) return the 
TSCA CBI documents to the DCO, or (3) store the documents in a TSCA 
CBI-approved storage container. 

2. 	 PROCEDURESFOR USING TSCA CBI DOCUMENTS OUTSIDE OF 
SECURE STORAGE AREAS. Employees who are using TSCA CBI 
documents outside of secure storage areas must never Ieave the documents 
where people not authorized for TSCA CBI access might gain access to them. 
When a TSCA CBIdocument outside a secure storage area is in an employee's 
possession and is not in use, the employee must place the document in an 
approved storage container. 

a. TWO TYPES OF CONTAINERS ARE APPROVED. Two types of 
containers are approved for TSCA CBI storage: 

Metal file cabinets with locking bars and three-way changeable 
combination locks. 

GSA-approved Class 6 security containers. 

b. OPEN/CLOSE SIGNS. The employee must affix a magnetic openklose 
sign to each container so the status of the security container is visible at all 
times. The employee must place the "open" sign on a container when it is 
opened and the "close" sign on a container when it is closed. 
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If the container has multiple drawers with separate combinations, 
each drawer must have an open/close sign affixed to it, to show the individual 
condition of each drawer. The facility DCO is responsible for reviewing all 
containers under his or her purview to ensure that the proper sign is affixed 

\to them. 

C. MORETHAN ONE PERSON CAN USE A STORAGE CONTAINER. A 
storage container may be used by more than one person to store TSCA CBI 
materials. In these cases, each person using the storage container must be 
authorized for access to all types of TSCA CBI stored in the container. Each 
person should be assigned a separate storage space within the storage container 
and is responsible for any TSCA CBI that he or she stores there. 

3. 	 PROCEDURES FOR USING TSCA CBI DOCUMENTS INSIDE 
SECURE STORAGE AREAS. Facilities in which a large volume of TSCA 
CBI is used will usually contain one or more secure storage areas. For 
example, at EPA headquarters, the CBIC is a secure storage area. Secure 
storage areas are used as TSCA CBI work areas, storage areas for TSCA CBI, 
or both. Only employees who are authorized for access to TSCA CBI are 
allowed to enter secure storage areas; personnel who are not cleared for access 
to TSCA CBI must be escorted (at all times) by an employee who is cleared 
for access to TSCA CBI. When an employee is working in a secure storage 
area, it is recommended that TSCA CBI be stored in an approved container 
while not in use, but it is not required. The TSCA security staff is required 
to maintain a record of the locations of all TSCA CBI secure storage areas. 

TSCA CBI-CLEAREDEMPLOYEES MUST ACCOMPANY UNAUTHORIZED 
PERSONS INSIDE SECURE STORAGE AREAS. If persons not authorized for access 
to TSCA CBI must enter a secure storage area for any reason, they must sign 
a visitor’s log and be accompanied at all times by a TSCA CBI-cleared 
employee. 
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The IMD director can designate secure storage areas in EPA facilities, 
other Federal facilities, or contractor facilities when the volume and frequency 
of TSCA CBI use justifies it. The steps to obtaining approval for a secure 
storage area are: 

1. 

2. 

3. 

4. 

5. 

The facility DCO establishes a secure storage area that meets the security * 
requirements established in this manual. 

The facility DCO writes a memorandum to the OPME director asking 
that the TSCA security staff inspect the secure storage area and that it be 
approved for use. The memorandum is submitted to the DCO’s division 
director, who sends it to the OPME director. 

The TSCA security staff inspects the secure storage area. The staff will 
require security improvements, if needed. 

After the TSCA security staff approves the secure storage area, the 
facility DCO must designate an employee to assume responsibility for the 
secured area. This employee is usually the DCO or a DCA. This 
employee’s responsibilities include monitoring the area to ensure that only 
employees authorized for TSCA CBI access have access to it and 
ensuring that the devices that secure the area are operating properly. 

If the secured area functions as a centralized storage area, the facility
DCO will maintain the document tracking system for the materials stored 
in the area. (The OPFT Confidential Business Information Center 
(CBIC) is the central repository for TSCA CBI documents maintained at 
Headquarters; the CBIC is a contract operation.) 

D. SECURING ANAREd 

SECURE STORAGE AREA REQUIREMENTS. Secure storage areas must 
be secured by (1) a pin tumbler lock, (2) an intrusion alarm, and (3) an 
electronic card entry system or a changeable push-button door lock. 
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1. MAINTAININGSECURITY OF LOCK COMBINATIONS. DCOS are 
responsible for controlling access to lock combinations (see Chapter 3, section 
C.6). DCOs are allowed to disclose combinations only to employees with 
TSCA CBI access authorization and a need to review the TSCA CBI materials 
stored in the containers or rooms. 

2. ELECTRONICCARD KEYS CAN BE USED TO ACCESS SECURE STORAGE 
AREAS. Card keys are often used to ingress secure storage areas. The DCO 
can issue card keys to employees with TSCA CBI access authorization and a 
need to review the TSCA CBI materials in the secure storage area. 

Employees must use their card keys each time they enter the 
secure area, even if they enter the room at the same time as 
others. They are prohibited from loaning their card keys to 
other employees. 

If an employee needs to enter the secure storage area and does 
not have a card key or does not have it with him or her, the 
DCO or DCA must determine whether the individual is 
authorized for access to TSCA CBI. To do this, the DCO 
consults the TSCA CBI authorized access list. If the employee 
is authorized for access, the DCO must require the employee 
to sign a visitors’ log (Appendix 14) before entry. The DCO 
must retain all visitors’ logs for future reference. 

A person who is not authorized for access to TSCA CBI may 
gain entry to a secure storage area after he or she signs the 
visitors’ log and is escorted at all times by a TSCA CBI cleared 
person. 
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E. PROCEDURES FOR OBTAuvlzG TSCA CBI 

An employee who is authorized for access to TSCA CBI can obtain a TSCA 
CBI document 

\ 

From the CBIC or other centralized storage facility by 
contacting the DCO. 

From another employee within the same facility. 

From another facility through the DCO. 

1. HOW TO OBTAIN TSCA CBI FROM THE CBIC OR OTHER 
CENTRALIZED STORAGE FACILITY. An employee who wants to obtain 
TSCA CBI materials from the CBIC (OPPT cleared employees only, other 
cleared personnel must have their DCO obtain the required TSCA CBI 
materials from the CBIC) or other centralized TSCA CBI storage facilities 
must do so through his or her DCO. The DCO will verify that the employee 
is authorized fdr access to TSCA CBI, and will then retrieve the requested 
documents from the storage facility and log them out to the requestor through 
the facility's document tracking system. TSCA CBI documents can be kept 
for up to one year or the expiration of the employee's clearance, whichever 
comes first. However, employees are encouraged to return documents as soon 
as they are no longer needed. 

a. SAFEGUARDINGTSCA CBI DOCUMENTS. Employees must safeguard 
all TSCA CBI documents in their possession. To meet this mandate, they are 
required to (1) return the TSCA CBI documents to the centralized storage 

facility at the end of each day, (2) store the TSCA CBI documents in an 
approved storage container, or (3) work in and maintain the documents in a 
secure storage area. 
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b. OBTAINING A RECEIPT FOR RETURNED DOCUMENTS. It is not the 
responsibility of the DCO or DCA to generate a log-in receipt. When 
returning TSCA CBI documents, an employee can prepare a receipt (an 
employee may fill out EPA Form 7740-26 for this purpose and mark out the 
word permanent in the title of the form) for the DCO to sign and return to the 
employee or to the employee’s designee. These receipts can smooth the 
reconciliation of document records that is required during the annual audit 
prior to TSCA CBI recertification. (Reminder to DCOs/DCAs: If you sign 
a receipt for documents, you must ensure that you have received the 
documents indicated on the form before signing.) 

c. TRANSFERRINGTSCA CBI MATERIALS BETWEEN A DCO AND 
PERSONS UNDER HIS OR HER SUPERVISION IN A CENTRALIZED SECURE STORAGE 
AREA. Transfers inside a secure storage area between a DCO and anyone 
whom he or she supervises are exempt from document transfer logging and 
loan receipt requirements provided the TSCA CBI material does not leave the 
centralized secure storage area. 

2. 	 HOW TO OBTAIN TSCA CBI FROM ANOTHER EMPLOYEE 
WITHIN THE SAME FACILITY. Employees who want to obtain a TSCA 
CBI document from its author or owner located in the same facility can request 
the documents directly. The author or owner must verify that the intended 
recipient is authorized for access to TSCA CBI. To verify TSCA CBI access, 
the author or owner should consult the TSCA CBI authorized access list, 
which is available from the facility DCO. The author or owner can transfer 
the materials by hand delivery or through his or her facility DCO. Materials 
that are delivered by hand must be given directly to the recipient. Inter-office 
mail must never be used for such transfers. TSCA CBI materials must 
never be left unattended in an in-box or on the recipient’s desk, unless within 
a secured storage area. 

NOTE: Contractor employees are restricted to transferring TSCA CBI 
documents through their facility DCOs. 
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KEEPINGRECORDS ON TRANSFERS- If a transfer is made through the facility 
DCO, the DCO will record the transfer in the document tracking system. If 
a transfer is made by hand delivery, the owner or author of the transferred 
document can choose to obtain a signed loan receipt indicating that the transfer 
was completed (Apgendix 17). These loan receipts should be retained until the 
documents are returned. If a document is transferred and no loan receipt is 
obtained, the owner or author of the document will be held responsible and 
accountable for the document. 

Transfers between DCOs for different organizations within the same 
facility, e.g., transfers from the OPPTDCO to an OPPT division DCO, must 
be recorded in the document tracking system. 

F. PROCEDURES FOR T M S m W N G  TSCA CBl 
TUAN E M P L O ~ EA T A N D ~ R ~ F A c I ~ ; ~ T Y  

1. IN GENERAL. TSCA CBI materials can be transferred to an employee 
at another facility as long as that employee is authorized for access to TSCA 
CBI. These transfers of TSCA CBI materials must be conducted through 
facility DCOs, in accordance with the procedures set forth below. This 
ensures that the materials are properly logged out by the DCO. Before any 
TSCA CBI materials may be transferred to another facility. the facility DCO 
must notifv the receivinf DCO that the materials will be sent. 

2. 	 PROCEDURES FOR TRANSFERRING TSCA CBI MATERIALS. 
TSCA CBI materials can be transferred to an employee at another facility in 
one of four ways: 

The DCO can send the materials certified mail through the 
U.S.Postal Service, return receipt requested. 

The DCO can appoint a TSCA CBI-cleared employee to deliver 
the materials directly to the facility DCO. 

The DCO can arrange delivery by a courier or by the U.S. 
Postal Service Express Mail when approved by the immediate 
supervisor. 
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0 	 The DCO can transfer the materials via facsimile (see section 
G of this chapter). 

a. PROCEDURES FOR SENDING OR RECEIVING TSCA CBI MATERIALS 
THROUGH THE U.S.  POSTAL SERVICE. &I employee who wants to mail TSCA 
CBI material to an EBA or Federal employee must provide the material to his 
or her DCO. The exception to this is that OPPT employees who are mailing 
TSCA CBI material to a contractor employee must work through the OPPT 
DCO. The DCO will send the TSCA CBI material certified mail, return 
receipt requested. Regular first class mail must never be used to transfer 
TSCA CBI. 

1) TSCA CBI materials must be double-wrapped. The DCO 
must double-wrap TSCA CBI'that will be delivered by the U.S. 
Postal Service. The DCO must label the inner wrapping with the 
recipient DCO's name and the statement, "TSCA Confidential 
Business Information -- To Be Opened by Addressee Only." The 
DCO must label the outer wrapper with the name and address of 
the recipient DCO and a return address. The outer wrapper 
should be free of any indications that the package contains TSCA 
-CBI. 

2) 	Receipt of contents. The DCO must include a receipt 
(Appendix 18) identifying the contents of the package. The 
Permanent Transfer Receipt for TSCA Confidential Business 
Information (Appendix 18), when used properly, will not contain 
TSCA CBI information; therefore, the DCO has the option of 
either placing the form on the outside of the inner envelope or 
within the inner envelope. This form can also be used as a 
temporary transfer receipt for multiple documents; line out the 
word permanent and write temporary in its place. The recipient 
DCO will sign the receipt of contents and return it to the sender 
within five days of receipt. 

b. PROCEDURES FOR HAND DELIVERY OF TSCA CBI MATERIALS. 
TSCA CBI material must be provided to the DCO for proper logging 
(including the preparation of EPA Form 7740-26, Permanent Transfer Receipt 
of TSCA Confidential Business Information) before a TSCA CBI-cleared 
person is permitted to hand carry the material to its destination. The person 
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carrying the materials must protect it at all times in accordance with the 
security procedures for transferring TSCA CBI as set forth in this chapter. 
The receiving DCO must sign EPA Form 7740-26 and return a copy to the 
sending DCO. 

C. PROCEDURES FOR TRANSMllTlNG TSCA CBI MATERIALS BY COURIER 
OR U.S. POSTAL SERVICE EXPRESSMAIL. With the approval of an 
employee's requesting official, the DCO can use a courier service or the U.S. 
Postal Service Express Mail to transfer TSCA CBI materials. The general 
guideline for use of these services is that time must be of the essence. Unlike 
certified mail, neither of these services requires each person handling the 
package to sign for it as it changes hands. 

TSCA CBI materials must be double-wrapped. The DCO 
must double-wrap TSCA CBI that will be delivered by a 
courier service or by the U.S. Postal Service. The DCO must 
label the inner wrapping with the recipient DCO's name and 
the statement, "TSCA Confidential Business Information -- To 
Be Opened by Addressee Only." The DCO must label the 
outer wrapper with the name and address of the recipient DCO 
and a return address. The outer wrapper should be free of anv 
indications that the gackage contains TSCA CBI. 

Receipts are necessary. The DCO must include a receipt 
identifying the contents of the package (see page SO). The 
recipient DCO wilI sign the receipt and send it back to the 
sender to veri@ receipt and contents. The DCO must also 
obtain a receipt from the courier service employee who picks 
up the package. All receipts should be retained by the sending 
DCO for auditing. 
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d. TRANSFEROF TSCA CBI TO 1NDuS"RY. There will be occasions 
that industry will request a copy of their submission to the Agency which 
contains TSCA CBI. In order to received a copy, industry must submit a 
notarized letter on corporate stationary which is signed by a corporate officer 
indicating the person .authorized to received the copy. The submission must 
be double wrapped as described above and is sent certified mail via the U.S. 
Postal Service, certified mail (indicating the person to receive the copy) return 
receipt requested. The Agency may also initiate correspondencewith industry 
which includes TSCA CBI. The same procedures are required except for the 
notarized letter. 

G. PROCEDURES FOR Rh!CEMNGAMI SENDlNG 
F A C S W S  (F-S) T&ATC O ~ ~ 

TSCA CBI 

1. PROCEDURES FOR SENDING OR RECEIVING FAXES BETWEEN 
PERSONS AUTHORIZED FOR ACCESS TO TSCA CBI. The following 
security transmission provisions must be followed when transmitting any 
TSCA CBI by facsimile equipment: 

Only a DCO or DCA is permitted to send a fax containing 
TSCA CBI, and only a DCO or DCA is permitted to receive 
the transmission. 

Before a DCO or DCA sends a fax containing TSCA CBI to 
another DCO or DCA, the sender must veri@ the employee's 
access authority by consulting the TSCA CBI authorized access 
list. 

During transmission, the DCOs sending and receiving the 
document must completely control the fax machine. They must 
ensure that no one who is not cleared for TSCA CBI views the 
document. 

Fax machines that contain internal memory are authorized for 
transmission of TSCA CBI between EPA, its contractors, and 
other Federal agencies. After transmission is completed, the 
sending and receiving DCO must turn off the fax machines in 
order to ensure that no TSCA CBI data remains in memory. 
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Transmission of TSCA CBI is restricted to individually-
controlled fax machines. Fax machines located inside secure 
storage areas are preferred. Central fax receiving centers are 
not authorized to receive TSCA CBI. 

\ 

The DCO sending the fax is responsible for ensuring that the 
number dialed is correct by verifying the number on the fax 
transmission confirmation receipt. He or she must attach the 
receipt to the document that was faxed and place the document 
in the official document file. 

2. 	 WHEN INDUSTRY OFFICIALS OR INDUSTRY SUBMITTERS 
REQUEST THAT TSCA C XED TO THEM. Employees of EPA 
and of EPA contractors who are cleared for TSCA CBI can transmit TSCA 
CBI documents to industry officials or submitters. Prior to transmission, the 
employee must veri9 that the recipient is authorized to receive a company's 
TSCA CBI (industry must submit a notarized letter on corporate stationary 
which is signed by a corporate officer indicating the person authorized to 
received the copy). 

The employee must notify the recipient prior to transmission that the 
confidentiality of the fax transmission cannot be guaranteed, that EPA's trans
mission lines are not secure, and that the message will not be scrambled by 
encryption equipment. 

The employee sending the fax must completely control the fax 
machine and ensure that the transmission is not viewed by anyone not cleared 
for TSCA CBI. The sender must confirm that the fax transmission was 
completed successfully by obtainbg the fax transmission confirmation receipt 
and attaching it to EPA Form 77&12, "Memorandum of TSCA CBI 
Telephone Conversation" (Appendix 19). The employee must send all of these 
documents to the facility DCO for the official document file. 

53 




TSCA CBI SECURITY MANUAL 	 7000 
4/95 

3. WHEN AN INDUSTRY OFFICIAL OR INDUSTRY SUBMITTER 
ASKS TO FAX TSCA CBI TO EPA. When someone external to EPA wants 
to send TSCA CBI via fax transmission, he or she must be notified that EPA 
can not guarantee the confidentiality of the transmission. At or prior to 
transmission, the employee who will receive the transmission must notify the 
sender that EPA’s transmission lines are not secure and that no encryption 
equipment will be used to scramble the message. Immediately upon receiving 
the fax, the employee must provide it to the facility DCO for entry into the 
receipt log. 

4. WHEN AN INDUSTRY OFFICIAL OR INDUSTRY SUBMITTER 
REQUESTS EPA TO FAX TSCA CBI TO THEIR LOCATION. When 
an industry official (including the technical contact) requests the Agency to fax 
TSCA CBI to their location, it is the responsibility of the sender (Agency) to 
notify industry (receiver) that EPA’s transmission lines are not secure; that no 
encryption equipment will not be used to scramble the message; and that 
industry is responsible for guaranteeing the proper procedures have been take 
for safeguarding the TSCA CBI on the receiving end. 

H. DISCUSSLNG TSCA CBI ON TBE llZLEPHOm 

1. TELEPHONE CALLS WITH EMPLOYEES AUTHORIZED FOR TSCA 
CBI ACCESS. Federal employees and contractor employees with TSCA CBI 
access authority are allowed to discuss TSCA CBI on the telephone with other 
Federal employees or contractor employees with TSCA CBI access authority. 
Both parties to a telephone call are responsible for verifying that the other is 
authorized for TSCA CBI access. To do so, the employees should consult the 
TSCA CBI authorized access list. The individual who initiates a discussion 
that includes TSCA CBI must indicate that the conversation involves TSCA 
CBI. 

2. 	 TELEPHONE CALLS WITH SUBMITTERS. Federal and contractor 
employees with TSCA CBI access authority are allowed to discuss TSCA CBI 
on the telephone with a submitter employee when all of the following 
conditions are met: 

54 

. 




4/95  
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0 
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The Federal or contractor employee must verify that the 
submitter employee is authorized by his or her company to 
discuss TSCA CBI. This can be done by checking the PMN 
technical contact block or other written documentation. 

\ 

The Federal or contractor employee must verify the identity of 
the submitter employee to whom he or she is speaking. 

The Federal or contractor employee must inform the submitter 
employee that the telephone lines are not secured. 

The Federal or contractor employee must verify that all Federal 
and contractor employees on the line are cleared for TSCA CBI 
access and relay that information to the submitter employee. 

The Federal or contractor employee must state to the submitter 
employee that discussion of TSCA CBI with a TSCA CBL
cleared Federal or contractor employee on the telephone does 
not constitute a waiver of any claim of confidentiality. 

The Federal or contractor employee must inform the submitter 
employee that any further idormation provided in the telephone 
conversation can be claimed as confidential. 

TELEPHONELOGS. Federal and contractor employees must keep a 
telephone log of all phone calls with submitters. The phone log must be kept 
on EPA Form 7740-12,"Memorandumof TSCA CBI TelephoneConversation 
(Appendix 19). After every conversation with a submitter, Federal and 
contractor employees must provide their telephone logs to the DCO, who will 
log them into the document tracking system. All headquarters telephone logs 
for individual TSCA CBI materials must be inserted into the CBIC's official 
file for PMN chemicals and existing chemicals. 

3. 	 VOICE MAIL SYSTEMS ARE NOT SECURE. The Federal or 
contractor employm must ynder no circumstance8 leave messages containing 
TSCA CBI on voice mail. 
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I. l ! i Z Z ~ O A ? I CiM54I.L CANNOT BE USED TO 
lTRANsMlTTSCA CBI 

Use of the EPA electronic mail system or any other electronic mail 
system to transmit TSCA CBI information is not authorized. 

J. USE OF TSCA CBI AT llZEVZDE0 CONFERENCES 

TSCA CBI can be displayed and discussed during tele-video 
conferences conducted between EPA headquarters and EPA regional offices. 
The employee who arranges or schedules the tele-video conference is 
responsible for ensuring that all TSCA CBI security procedures are followed 
during the conference. These procedures include the following: 

The employee must verify that everyone who attends the tele
video conference is cleared for TSCA CBI. 

The employee must ensure that both conference rooms are 
secured to prevent unauthorized persons from entering the 
conference rooms during the tele-video conference. .-. 

The employee must arrange for use of compressed video 
encryption during transmission, if it is available. For 
information about tele-video encryption, contact the Security 
Officer of the EPA National Data Processing Division; 
telephone (919) 541-4013. 
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K. PROC'URES FOR l 5 W D U . G  lWCllWiWTS 
AND OTaER IuAmW PRODUGED BY 

E M P ~ Y E E SUSING TScd CBILWCViWNTS 

1. NEW TSCA CBl DOCUMENTS. Documents and other materialsprodu
ced by Federal and contractor employees using TSCA CBI documents 
frequently contain TSCA CBI themselves. If a newly created document 
contains TSCA CBI data, the document's author must stamp it as TSCA CBI, 
cover it with a TSCA CBI cover sheet (EPA Form 7740-9), and take it to the 
facility DCO to be logged into the document tracking system at the employee's 
facility. Personal working papers are sometimes exempt from the logging 
requirement (see subsection 3 of this section). The DCO will assign the new 
TSCA CBI document a document control number, which must be written on 
front of the TSCA CBI cover sheet (EPA Form 7740-9) and on the front of the 
first page of the document. The DCO will then enter the document into the 
receipt log and log the document out or retain it for storage. 

2. 	 NEW NON-CONFIDENTIAL DOCUMENTS. An employee who 
plans to produce a non-confidential document by sanitizing TSCA CBI 
must arrange for the chief of IMD's TSCA Information Management 
Branch to review the document. The employee should contact the 
chief a t  least 10 working days prior to release of the document. It is 
the responsibility of the TSCA Information Management Branch chief 
to ensure that the sanitization techniques maintain the confidentiality 
of the TSCA CBI data sources. (For more information, see section L 
of this chapter.) 

3. PERSONAL WORKING PAPERS. The notes, outlines, and drafts 
belonging to an employee who is working with TSCA CBI are considered his 
or her personal working papers. As long as these papers remain in the 
employee's possession, they are exempt from logging requirements. When an 
employee transfers his or her personal working papers to another employee, 
however, certain security procedures must be followed. 
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a. TRANSFERRINGPERSONALWORKING PAPERSTO ANOTHER EMPLOYEE. 
Before allowing another employee within the same facility to acquire a 
document that is a personal working paper, the author must take the document 
to his or her facility DCO. The DCO will assign a document control number 
to the document and log it into the document tracking system. Once the 
document has been logged into the system, the author can transfer it by hand 
delivery or through the DCO. A document that is delivered by hand must be 
given directly to the recipient. Inter-office mail must never be used for such 
transfers. TSCA CBImaterials must not be left unattended in an in-box or 
on the recipient’s desk, unless in a secure storage area. 

NOTE: Contractor employees are restricted to transferring TSCA CBI 
documents through their facility DCOs. 

b. KEEPINGRECORDS ON TRANSFERS. If the transfer was made through 
the facility DCO,the DCO will record the transfer in the document tracking 
system. If the transfer was made by hand delivery, the owner or author of the 
transferred document can choose to obtain a signed loan receipt (Appendix 17) 
indicating that the transfer was completed. These loan receipts should be 
retained until the documents are returned. If a document is transferred and no 
loan receipt is obtained, the owner or author of the document will be held 
responsible and accountable for the document. 

PERSONALc. PHOTOCOPYING WORKINGPAPERS.See N. 2. of this 
chapter. 

d. TRANSFERRINGPERSONAL WORKING PAPERS TO A TYPIST. A 
document can be provided to a typist without being logged into the document 
tracking system if the typist is in the author’s division or equivalent office and 
is authorized for access to TSCA CBI. When the typist completes the job, he 
or she must return the typed and the original document to the author. 

If the author sends the document io a typist outside of his or her 
division, the transfer niust be logged into the document tracking system by the 
facility DCO. If the typist sends the document to anyone other than the 
author, the transfer must be logged into the document tracking system by the 
facility DCO. 
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The author must keep a record of transfers to typists until all 
personal working papers and TSCA CBI materials transferred 
are returned. 

All the materials used in typing documents containing TSCA 
CBI, including word processing disks, ribbons, carbons, and 
waste paper, must be treated as TSCA CBI. TSCA CBI 
procedures must be used to store these materials and to destroy 
them. 

e. PROCEDURES FOR STORING PERSONAL WORKING PAPERS. Personal 
working papers must be stamped as TSCA CBI, covered with a TSCA CBI 
cover sheet (EPA Form 774049,and otherwise used, stored, and handled like 
any other TSCA CBI document. The exception to this is that personal 
working papers are exempt from logging requirements as long as they remain 
in the possession of their author. 

f. PROCEDURES FOR DESTROYING PERSONAL WORKING PAPERS. The 
author of a personal working paper is authorized to destroy such TSCA CBI 
documents that have never been assigned a document control number. The 
procedures for destroying TSCA CBI are discussed in section 0 of this 
chapter. 

L. 	 CREATING NON-CONFIDENTIAL MATERIALS 
FROM TSCA CBI DOCUMENTS 

1. IN GENERAL. The responsibility for determining whether documents 
contain TSCA CBI rests with the document's author. Until the determination 
is made, the author must treat materials produced from TSCA CBI documents 
as TSCA CBI. 

2. NON-CONFIDENTIAL DOCUMENTS. Documents that meet any of the 
following conditions may be non-confidential: 


TSCA CBI data are not included in a new document or are 
deleted fiom an existing document. 

TSCA CBI data are replaced with non-confidential data or 

59 

97 



TSCA CBI  SECURITY MANUAL 	 7 0 0 0  
4 /95  

descriptive terms (masked or aggregated data). 

The data or terms used are derived from TSCA CBI data but 
are not themselves confidential. 

\ 

The submitting company has dropped its claim of confidenti
ality for the information in the document or EPA has 
determined that the claim is not valid. 

a. WHEN TSCA CBI DATA ARE REPLACED WITH NON-CONFIDENTIAL 
DATA OR DESCRIPTIVE TERMS. An employee who plans to produce a non
confidential document by aggregating TSCA CBI must arrange for the chief 
of IMD’s TSCA Information Management Branch to review the document. 
The employee should contact the chief 10working days prior to release of the 
document. It is the responsibility of the TSCA Information Management 
Branch chief to ensure that the aggregating techniques maintain the 
confidentiality of the TSCA CBI data sources. 

b. WHEN A SUBMITTING COMPANY DROPS ITS CLAIM OF 
CONFIDENTIALITY. When a company drops its claim that informationsubmitted 
to EPA is TSCA CBI,documents containing that information can be made 
available to the public. Before making a document publicly available, the 
document’s author or his or her facility DCO must obtain a written statement 
from the company that the claim has been dropped and the document must be 
declassified (see section M of this chapter). 

M. PROCESS FOR DECLASSIMNG TSCA CBI 
MAmm 

HOW TO DECLASSIFY TSCA CBI MATERIALS. The process for 
declassifying TSCA CBI materials consists of five steps: 

1. The employee determines that materials are no longer confidential. 

2. The employee brings the materials to his or her DCO and presents 
the DCO with evidence that they contain no TSCA CBI. If the employee has 
determined from studying a document that it contains no TSCA CBI,he or she 
must provide a written explanation to the DCO. If the submitting company 
has dropped its TSCA CBI claim, the employee should present the DCO with 
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the submitter's written relinquishment of the claim. Further questions about 
whether a document contains TSCA CBI should be brought to the chief of 
IMD's TSCA Information Management Branch for resolution. 

\ 

3. After being presented with evidence that a document contains no 
TSCA CBI, the DCO must cross out all TSCA CBI markings on the document 
and remove the document cover sheet. 

4. The DCO must inscribe the document with the statement "Contains 
no TSCA CBI," sign the document, and date it. 

5.  The DCO must log the document out of the document tracking 
system. In the disposition box on the inventory log, the DCO must enter that 
the document contains no TSCA CBI. 

N. REPRODUCTION OF TSCA CBI M2UNWUS 

1. IN GENERAL. Only a DCO or an employee acting under the supervision 
of a DCO is allowed to photocopy TSCA CBI materials. Photocopying of 
TSCA CBI materials should be limited to the maximum extent possible. 
TSCA CBImaterials can be reproduced only at copying machines located in 
secure storage areas or in non-secure locations that the TSCA security staff has 
approved for TSCA CBI duplication. 

2. 	 EMPLOYEE'S ROLE. Employees are permitted to photocopy (at a 
machine which has been approved by the DCO)their personal working papers 
and documents for use at meetings (see section P of this chapter). In all other 
cases, employees must present the materials they want photocopied to the DCO 
or DCA. The DCO or DCA will photocopy the materials for the employee. 

3. 	 DCO RESPONSIBILITIES. The DCO is responsible for photocopying 
materials for employees. The DCO is responsible for obtaining the TSCA 
security staffs approval-forany non-secure TSCA CBI photocopy locations at 
the DCO's facilities. The DCO is responsible for destroying excess or 
unusable copies (see section 0 of this chapter). 

a. CONTROLOF COPIES. The DCO is responsible for the control of all 
copies of a TSCA CBI document. The cover sheet on the original must not 
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be copied for use with the copy. The copies must be stamped by the DCO as 
TSCA CBI and covered with a TSCA CBI cover sheet (EPA Form 7740-9). 

The DCO must log the copies into the document tracking system and 
assign document control numbers or copy numbers to the copies. The copies 
should be marked with the same document control number as the original and 
with a copy number, e.g., 1of 3, 2 of 3, 3 of 3, etc. The exception to this 
are personal working papers that are being photocopied for use in a meeting. 
(Personal working papers are discussed in section K of this chapter.) 

b. DISTRIBUTING COPIES TO OTHER EMPLOYEES. Two options exist for 
distributing copies of TSCA CBI documents to other employees. The first 
option is that the DCO will log each copy out to the individual who is 
receiving it. The second option is that the DCO will log all of the copies out 
to the originator; the originator then loans the copies to other employees and 
obtains signed loan receipts (Appendix 17) indicating that the transfers were 
completed. These loan receipts should be retained until the documents are 
returned. If a document is transferred and no loan receipt is obtained, the 
owner or author of the document will be held responsible and accountable for 
the document. 

C. AUTHORIZINGUSE OF OTHER PHOTOCOPYING MACHINES WHEN 
MACHINES IN SECURE LOCATIONS BREAK DOWN. The DCO can authorize the 
photocopying of TSCA CBI materials at machines outside of secure locations 
if all machines in locations approved for duplicating TSCA CBI materials are 
inoperable. During the photocopying of TSCA CBI materials, the non-secured 
machine must be dedicated to the task, and the DCO or DCA must directly 
supervise the machine. Only employees with TSCA CBI access may be 
present while TSCA CBI materials are being photocopied. After copying is 
finished, the operator must pass three blank copies through the machine to 
ensure that any impressions on the image surfaces of the machine have been 
erased. If a machine 'm a non-secure location malfunctions while TSCA CBI 
materials are being copied, the facility DCO must ensure that the machine is 
directly supervised by an employee with TSCA CBI access until it is repaired 
or that an employee with TSCA CBI access inspects the machine's paper path 
and image surfaces to retrieve any materials containing TSCA CBI that are 
caught in the machine. 
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0. PROCEDDURES FORDESTROYING TSCA CBI 
m m m .  

1. IN GENERAL. The procedures for destruction of TSCA CBI materials 
apply to all materials containing TSCA CBI, e.g., draft documents, telephone 
records, typewriter ribbons, computer printouts, diskettes, tapes, microfiche, 
and any other TSCA CBI materials logged into a document tracking system. 
The procedures do not apply to personal working papers that are in the 
possession of their author. 

2. WHO IS PERMITTED TO DESTROY TSCA Cfjl MATERIALS. 

a. EPA AND FEDERALEMPLOYEES. only the facility DCO or OPPT 
DCO is permitted to destroy TSCA CBI materials. Federal employees wishing 
to have TSCA CBI materials destroyed must take them to their facility’s DCO. 

b. CONTRACTOR EMPLOYEES. Contractor DCOs are allowed to destroy 
TSCA CBI materials after obtaining written permissionfrom their EPA project 
officer. 

3. 	 DESTRUCTION METHODS. TSCA CBI materials such as papers, 
documents, or printouts must be shredded. All other materials, including 
microfiche, typewriter ribbons, and magnetic media must be burned, 
degaussed, or chemically destroyed. If EPA regional and field ofice DCOs 
are unable to meet these requirements for destruction of microfiche, magnetic 
media, and typewriter ribbons, they must institute a memorandum of 
understanding (MOU)with another Federal Agency who can meet the 
requirements or contract out the function indicating the requirements in the 
statement of work or work assignment. 

4. 	 DOCUMENTING DESTRUCTION. The destruction of a TSCA CBI 
document that has been entered into the document tracking system must be 
documented. The DCO must enter information about the destruction of the 
document into the inventory log (Appendix 16) and mark through the original 
entry in the receipt log (Appendix 15). (At one time, the DCO was required 

63 



TSCA CBI  SECURITY MANU= 	 7 0 0 0  
4/95 

to keep a destruction log, but that requirement has been dropped. For your 
convenience during audits, you may want to annotate in your receipt Iog that 
the document was destroyed, i.e. shredded). 

The TSCA CBI cover sheets in use prior to May 1993 must be 
inscribed by the DCO with (1) the destruction date, (2) the location at which 
the document is destroyed, and (3) the DCO's name. The TSCA CBI cover 
sheets must then be placed in the appropriate file for storage (e.g., at EPA 
headquarters a cover sheet should be placed in the CBIC file for that 
document). The process does not apply to the TSCA CBI cover sheets that 
have become effixtive with publication of the revised manual (dated 1/93). 

P. USB OR DISCUSSION OF TSCA CBI DURING 
MEElTNGS 

1.  WHAT IS CONSIDERED A MEETING? The procedures discussed here 
apply to scheduled gatherings of five or more people at which TSCA CBI is 
discussed. The procedures do not apply to informal discussions between a 
supervisor and an employee or between fewer than five employees working on 
a matter concerning TSCA CBI. 

2. 	 PROCEDURES FOR CIRCULATING DOCUMENT COPIES AT A 
MEETING. 

a. PERSONAL WORKING PAPERS. The author of a TSCA CBI document 
may circulate photocopies of the document at a meeting without logging the 
document into the document tracking system if all of the following conditions 
are met: 

The author attends the meeting, ensures all personnel attending 
the meeting are cleared for access to TSCA CBI, and is present 
when the document is discussed. 

The author collects all copies of the document at the end of the 
meeting. 

The author submits all copies of the document for destruction 
after the meeting. 
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The author numbers the copies (i.e., 1 of 6, 2 of 6, etc.) 
before distributing them and checks to make sure that all copies 
are returned at the end of the meeting. 

b. DOCUMENTSTHAT HAVE BEEN LOGGED OUT TO AN EMPLOYEE. An 
employee who has possession of a TSCA CBI document is permitted to 
photocopy the document and circulate the photocopies at a meeting (see section 
N of this chapter) if all of the following conditions are met: 

The employee attends the meeting and is present when the 
document is discussed. 

The employee collects all copies of the document at the end of 
the meeting. 

The employee submits all copies of the document for 
destruction after the meeting. 

The employee numbers the copies (Le., 1 of 6, 2 of 6, etc.) 
before distributing them and checks to make sure that all copies 
are returned at the end of the meeting. 

TSCA CBI materials can be reproduced only at copying 
machines located in secure storage areas or in non-secure 
locations that the TSCA security staff has approved for TSCA 
CBI duplication. 

3. 	 PROCEDURES FOR DISCUSSINGTscd CBi DURING MEETINGS. 

a. MEETINGCHAIRPERSON'S DUTIES. The meeting chairperson is 
usually the person who has scheduled and organized the meeting. If a 
chairperson has not been identified, one must be selected at the beginning of 
the meeting. The chairperson is responsible for ensuring that only people 
cleared for TSCA CBI-access are in the room during discussion involving 
TSCA CBI. If necessary, the chairperson should consult the TSCA CBI 
authorized access list to verify TSCA CBI clearance. 

The chairperson must also secure the room at the end of the meeting. 
This includes cleaning all chalkboards, *taking any unneeded TSCA CBI 
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materials to the DCO for destruction (except personal working papers), and 
clearing the room of any information that could lead to disclosure of TSCA 
CBI. 

h. RECORDS‘OFMEETING MUST BE TREATED AS TSCA CBI. The 
chairperson must remind those who attend the meeting that they must treat as 
confidential any notes which contain TSCA CBI taken at the meeting. Notes 
taken at the meeting are considered personal working papers. They do not 
have to be logged into the document tracking system as long as they remain 
in their originator’s possession. However, if the originator wants to transfer 
possession of the notes to someone else, the notes must be submitted to the 
DCO, who will assign them a document control number and log them into a 
document tracking system. 

A meeting attendee must obtain permission from the chairperson to tape 
record a meeting. Such recordings may contain TSCA CBI and must be 
treated like any other TSCA CBI materials. 

1. IN GENERAL. It is sometimes necessary for a Federal or contractor 
employee authorized for TSCA CBI access to carry TSCA CBI materials while 
traveling. If it is impractical to return to work to pick up the materials before 
departure or to drop them off after return, the employee can obtain permission 
from his or her immediate supervisor to take the materials home. 

2. 	 MAINTAINING SECURITY FOR TSCA CBI MATERIALS WHILE 
TRAVELING. Any employee who travels with TSCA CBI materials is 
responsible for maintaining proper security for the materials. The facility 
DCO must log the materials out to the employee before the employee leaves 
the facility. 

a. STORING TSCA CBI MATERIALS WHILE TRAVELING. While traveling 
by plane or other pubiic conveyance, the employee must keep the TSCA CBI 
materials in his or her possession. TSCA CBI materials cannot be checked 
with lu-. 

If the employee is traveling by car, he or she should store TSCA 
CBI materials in the locked trunk en route. However, TSCA CBI materials 
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The most Secure place to store TSCA CBI materials while traveling 
is with the facility DCO at the location that the employee is visiting. When 
this is not possible, the employee is permitted to store TSCA CBI materials 
overnight in a hotel safe, if the employee obtains a receipt from the hotel 
management. TSCA CBI materials placed in a hotel safe must be in a sealed 
envelope with no indications on the outside that the envelope contains TSCA 
CBI. If no receipt is available, the employee must keep the TSCA CBI in his 
or her possession. 

b. TRANSFERRINGPOSSESSION OF TSCA C6I MATERIALS WHILE 
TRAVELING. Sometimes, an employee will be assigned to carry TSCA CBI 
materials for transfer to another location. After logging out the materials, the 
DCO at the employee's facility must double-wrap the materials for transfer 
(see section F.2.a. of this chapter). Immediately upon arrival at the 
destination, the employee must take the wrapped TSCA CBI materials to the 
facility DCO. The DCO will unwrap the materials and log them into the 
document tracking system. 

R. WOR&IINGw131111 lllccA CBI AT A PERSONAL 
RESIDENCE 

Normally, employees are not permitted to take TSCA CBImaterials to 
their homes. Under special circumstances, such as recuperation from a long-
term illness, a division director or a supervisor of equivalent authority may 
grant permission for an EPA employee to use TSCA CBI materials at home. 
The supervisor must provide a complete justification supporting the action to 
the IMDdirector. A plan for protecting the TSCA CBImaterials while at the 
employee's residence must also be provided to the IMD director. All normal 
security precautions in this manual must be followed, and the TSCA security 
staff will inspect and approve the residence before any TSCA CBI materials 
are sent there. 
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1. IN GENERAL. EPA takes appropriate precaution to safeguard TSCA 
CBI materials that ake entered into or manipulated by computers. In addition 
to meeting the security requirements of this manual, EPA follows agency 
information security protection guidelines in protecting TSCA CBI materials. 
Any computer security plan developed for TSCA CBI information must, at a 
minimum, meet the requirements found in this manual. 

2. SETTING UP A LOCAL-AREA NETWORK (LAN). A LAN, linking 
the personal computers of a small workgroup, can be used in the processing 
and storage of TSCA CBI data. For further information contact the OPPT 
TSCA Security Staff. 

3. 	 USING PERSONAL COMPUTERS (PCs) TO WORK WITH TSCA 
CBI DATA. TSCA CBI-cleared EPA employees, Federal employees, and 
contractor employees can use TSCA CBI data on a PC, subject to the 
restrictions in this manual. 

a. PROCEDURES FOR USING TSCA CBI DATA ON A Pc. The employee 
must retain exclusive control over the operation of a PC and printer while 
working on a PC. The employee must ensure that the PC screen is not viewed 
by anyone who is not authorized for access to TSCA CBI. If the employee 
leaves the PC for any reason, he or she must terminate the computer session 
as described in (d) below. 

b. PROCESSING AND STORING TSCA CBI DATA ON DISKETTES AND 
DETACHABLE HARD DISKS. Diskettes and detachable hard disks are preferred 
for storage of TSCA CBI data. Employees can obtain diskettes for TSCA CBI 
storage from a local supply source using the Government credit card. An 
employee can use any diskette to store TSCA CBI information after labeling 
(see appendix 23 for label examples, the OPPT DCO will provide the label 
format in Wordperfect upon request) it as containing TSCA CBI. 
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Hard disks can be used to process and store TSCA CBI data under 
limited conditions: 

TSCA CBI data can be processed on a PC's fixed hard disk 
when the PC is located in a secure storage area. 

If an employee is working with TSCA CBI data on a PC with 
a fixed hard disk in an unsecured area, the employee must 
erase the hard disk at the end of each session and verify the 
erasure. To erase the hard disk, the employee must use an 
approved utility program at the end of each session. Contact 
the TSCA security staff for a list of approved utility programs. 

Detachable hard disks can be used to store TSCA CBI data, 
and their use is encouraged. The hard disks must be removed 
from the PC after each session, unless the PC is located in a 
secure storage area. 

C. MAINTAININGSECURITY FOR DISKETTES, MAGNETIC MEDIA, OPTICAL 
DISK, AND DETACHABLE HARD DISKS CONTAINING TSCA CBI DATA. The 
procedures for storing TSCA CBI hard-copy materials apply to storage of 
diskettes, magnetic media (magnetic tape and data cartridge), optical disk, and 
detachable hard disks (see section B of this chapter). When disks are no 
longer needed or are damaged, they should be given to the DCO for 
destruction (see section 0 of this chapter). 

d. TERMINATINGA TSCA CBI Pc SESSION FOR PCS LOCATED OUTSIDE 
SECURE STORAGE AREAS. Proper terminationof a P c  session involving TSCA 
CBI data consists of the following steps: 

1) The employee should transfer the TSCA CBI data to a diskette, 
magnetic media, optical disk or detachable hard disk. 

2) The employee should verify that the transfer was completed. 

3) 	 The employee should ensure that a backup file does not exist for the 
TSCA CBI that was processed during the session. 
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4) 	 The employee should remove the diskette, magnetic media, optical 
disk or detachable hard disk from the PC. 

5) 	 The employee should erase the data from the hard disk using an 
approved program. 

6) The employee should verify that the erasure has taken place. 

7) The employee should turn off the PC. 

e. SECURITY PROCEDURES FOR Pc PRINTOUTS OF TSCA CBI DATA. 
The security procedures for storing TSCA CBI hard-copy materials apply to 
storage of TSCA CBI data that is printed on a PC printer and to storage of the 
printer’s ribbon (see section B of this chapter). An employee using a printer 
with internal memory, such as a laser printer, must turn off the printer 
after each TSCA CBI printing session and verify that no TSCA CBI data 
remain in the printer’s memory cache or buffer. 

4. MINI COMPUTERS. Mini computers can be used to process TSCA CBI 
data if they are approved by the TSCA security staff. To obtain approval, the 
facility DCO must prepare a security plan describing (a) how TSCA CBI data 
would be protected during processing and (b) how access to the mini computer 
would be restricted. The plan should be submitted to the TSCA security staff. 

SECURITY CONTROLS FOR TSCA CBI DATAON MINICOMPUTERS. At 
a minimum, the mini computer must be located inside a TSCA CBI secure 
storage area. Additional hardware and software controls should supplement 
the physical security controls. No dial-in access to this type of computer will 
be approved unless proper software or hardware encryption devices are in 
place. The security plan must adhere to all requirements of this manual. For 
further details, contact the TSCA security staff. 

5. 	 SECURITY FOR TSCA CBI DATA STORED ON CONTRACTOR’S 
COMPUTERS. EPA-contractors cannot place TSCA CBI on a mainframe 
computer system, mini computer system, or shared-logic computer system 
without written authorization from EPA. A contractor’s computer system and 
site must be inspected and approved by the TSCA security staff before the data 
can be transferred. 
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;I . r h r  . 
Authorized EPA contractors who use TSCA CBI must follow all 

computer security requirementsestablished for EPA. Contractors are allowed 
to use standalone PCs for processing TSCA CBI by adhering to the procedures 
contained in this manual. 

\T*D m p m .  o F p H Q p ~ ~ & ~- % 

mTERIIALs 

1. PHOTOGRAPHS CAN BE CLAIMED AS TSCA CBI. When a 
company claims that photographs taken during EPA inspections and plant visits 
are TSCA CBI, the film must be shipped to the OPPT DCO for processing 
and development. Processing or development by a private or commercial 
laboratory is prohibited. 

The film should be labeled as TSCA CBI, double-wrapped, and 
prepared for shipment following the same procedures used for shipment of any 
other TSCA CBI media (see section F of this chapter). It should be sent to 
OPPT DCO, Information Management Division, (7407) EPA, 401 M St. 
S.W., Washington, D.C. 20460. The O&T‘ DCO will arrange for 
development and return photographs and negatives to employees within 30 
days. If faster turnaround is required, the OPPT DCO should be contacted to 
arrange special handling. 

2. 	 VIDEO TAPES CAN B“E CLAIMEC$ “AS**’I’”SCX*.e&l.‘ If ah EPA 
employee utilizes video equipment during an inspection or plant visit, and the 
company wishes to claim the tape as TSCA CBI, the tape should be handled 
and controlled as any other TSCA CBI material. 

I . ,i , , ” 
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CHAPTER 5 

REPORTING AND INVESTIGATION OF 

VIOLATIONS OF PROCEDURES, LOST 


DOCUMENTS AND UNAUTHORIZED 

DISCLOSURES 


All employees who are authorized for TSCA CBI access are required 
to follow this manual’s procedures, which secure TSCA CBI from 
unauthorized public disclosure. They are responsible for reporting (1)possible 
violations of security procedures, (2) the loss or misplacing of TSCA CBI 
materials, and (3)any unauthorized disclosure of TSCA CBI materials. 

The security procedures in this manual are enforceable by 
administrativepenalties, set forth in this chapter. The OPME director advises 
the employee’s division as to the applicability of these penalties. 

A. EIW?WYEE REPORTING PROCEDURES 

1. ORAL REPORT MUST BE MADE WITHIN ONE WORKING DAY. 

a. Any TSCA CBI-cleared employee of EPA or another Federal agency 
must provide oral notice to his or her division director within one working day 
if he or she thinks it is possible that 

TSCA CBI security procedures have been violated. 

TSCA CBI materials have been lost or misplaced. 

An unauthorized person has obtained access to TSCA CBI data. 

b. Contractor employees must provide oral notice of the above to their 
project officer. 
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2. 	 WRITTEN REPORT MUST BE MADE W'iTf4Ifi TWO WORKING 
DAYS. Within two working days, the employee must follow up the oral 
report with a written report. EPA or Federal employees must provide the 
written report to their division director. Contractor employees must provide 
the written report to'their project officer. 

The written report must describe (1) the possible violation of 
procedures, (2) the unauthorized disclosure of TSCA CBI,or (3) the materials 
believed lost or misplaced. It must also include a description of any relevant 
circumstances or facts known by the employee. 

The employee or his or her supervisormay examine files and discuss 
the matter with other individuals to try to determine what occurred. However, 
only the TSCA security staff is authorized to conduct interviews, review logs, 
and carry out a detailed investigation. 

EMPLOYEE'SDIVISION DIRECTOR OR PROJECT OFFICER'S DUTIES. The 
employee's division director or project officer must review the employee's 
report and provide any additional comments or information that may be 
relevant. The division director or project officer must forward the report to 
the -0PME director within two working days of receiving it. If the division 
director or project officer reviews the employee's report and determines that 
no violation of procedures, loss of TSCA CBI, or unauthorized disclosure has 
occurred, the division director or project officer is not required to forward the 
report to the OPME director. 

The OPME director will review the employee's written report and 
unless the OPME director concludes that no violation of procedures, loss of 
TSCA CBI or unathorized disclosure has occurred, will request an 
investigation by the TSCA security staff. 
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1. WHEN POSSIBLE VIOLATION OF THIS MANUAL'S SECURITY 
PROCEDURES HAS OCCURRED. The OPME director must notify the 
TSCA security staff of any alledged violation of this manual's procedures. In 
such a case, the OPME director will (1) direct the TSCA security staff to 
investigate the reported violation, and (2), after the investigation, notify the 
supervisors of the affected employee(s) of the range of appropriate sanctions. 
Supervisors are responsible for imposing sanctions. 

The OPME director will also confer with the affected employee(s) 
supervisor(s)to identify procedures for handling, using, or storing TSCA CBI 
materials that will prevent recurrence of violations. 

2. 	 WHEN TSCA CBI MATERIALS CANNOT BE ACCOUNTED FOR. 
The OPME director will immediately review the employee's report of lost or 
misplaced TSCA CBI documents and decide whether evidence indicates that 
the TSCA security staff should begin an investigation. 

NOTIFICATIONTO THE SUBMITTING COMPANY. The OPME director must 
notify the IMD director that TSCA CBI data is missing. The OPME director 
must provide a written notice to the company within four working days of 
receiving the employee's report. The written notice must identify the lost or 
misplaced document and state the date on which it was discovered to be lost 
or misplaced. 

3. 	 WHEN UNAUTHORIZED DISCLOSUREOF TSCA CBI MATERIALS 
MAY HAVE OCCURRED. The OPME director will immediately review the 
employee's report that TSCA CBI may have been disclosed to someone who 
is not authorized for access to it. He or she will determine whether evidence 
indicates that the TSCA security staff should begin an investigation. 

a. NOTIFICATIONTO THE SUBMITTL"ITIN COMPANY. If the TSCA 
security staff's investigation determines that it was likely an unauthorized 
disclosure occurred, the OPME Director must notify the affected company. 
The OPME director must provide a written notice to the company within four 
working days of receiving the TSCA Security Staff's report. The written 
notice must contain a description of the TSCA CBI that may have been 
disclosed and the date of the disclosure. 
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b. NOTIFICATIONNOT R;EQUIRED. If the TSCA Security Staff's 
investigation determines that it was unlikely that an unauthorized disclosure 
occurred, no notice is required. 

c. EPA OFnCE OF INSPECTORGENERAL.If the TSCA security 
staffs investigation reveals any evidence of a knowing and willful 
unauthorized disclosure of TSCA CBI, the matter must be immediately 
transferred to the EPA Office of Inspector General. 

C. 	 PENALTYGUIDELINES FOR VIOLATION OF THIS 
MANUAL'S PROCEDURES 

The OPME director is responsible for enforcing the procedures in 
this chapter. It is up to him or her to assess the possible breach of TSCA CBI 
security or procedures and determine an appropriate action, which can include 
recommending administrative penalties or referral for criminal charges. 
Responsibility for implementing the OPME's recommended action rests with 
the division director of an EPA or Federal employee or, for contractor 
employees, with the division director who requested TSCA CBI access for the 
contractor. 

The purpose of the penalties described in this chapter is to prevent 
or discourage the recurrence of violations. Penalties imposed or actions taken 
must be fair, consistent, and well-reasoned. 

1. DETERMINING THAT A VIOLATION HAS OCCURRED. The 
OPME director reviews the employee's written report and the TSCA security 
staffs report on its investigation to determine whether an employee has 
violated this manual's procedures, lost TSCA CBI or disclosed TSCA CBI to 
an unauthorized person. 

2. 	 DETERMINING AN APPROPRIATE ACTION. If a violation has 
occurred, the OPME director must notify the individual's division 
director that a violation has occurred and explain the potential 
administrative penalties and corrective actions. Actions can include 
one or both of the following: (1) administrative penalties and (2) 
corrective actions. 
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To determine an appropriate action the relevant Director must 
weigh: 

0 	 The seriousness of the violation and the potential for 
unauthorized disclosure of TSCA CBI because of the 
violation. 

e The degree of the employee's error. 

0 	 Whether the individual has previously committed a 
similar violation. 

0 	 Whether the individual has previously committed any 
other violation. 

e 	 The frequency with which the individual uses or handles 
TSCA CBI in the course of fulfilling his or her duties. 

3. CORRECTIVE ACTIONS. The OPME director should recommend 
corrective actions when (1) an administrative penalty would be too -
severe a remedy and (2) the corrective action is likely to  prevent or 
discourage future violations either by the individual or by other 
individuals. 
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4. 	 ADMINISTRATIVE PENALTIES. The OPME director should 
recommend that an administrative penalty is appropriate if an 
individual was grossly negligent or if the individual has previously 
incurred a prior violation, even if the violation was not serious. 
Administrative penalties are listed below. 


NATUREOF 
OFFENSE 

CBI is not 
compromised 
and breach is 
unintentional 

CBI is 
compromised 
but breach is 
unintentional 

Deliberate 
procedural 
violation* 

* This category covers only deliberate procedural violations that do 

1ST OFFENSE 

counseling by 
supervisor to  
oral reprimand 

oral or written 
reprimand to 
5-day 
suspension 

30-day 
suspension to  
removal 

2D OFFENSE 

Oral reprimand 
to written 
suspension 
within same 
calendar year 
as 1st offense 

l-day to  5-day 
suspension 
within same 
calendar year 
as 1st offense 

removal 

3D OFFENSE 

~ 

1-day 
suspension to  
removal 
within same 
calendar year 
as 2nd 
offense 

7-day 
suspension to 
removal 
within same 
calendar year 
as 2nd 
offense 

not result in the unauthorized disclosure of TSCA CBI. If OPME's 
investigation reveals any evidence of the knowing and willful 
unauthorized disclosure of TSCA CBI, the matter will be immediately 
referred to the EPA Office of Inspector General. 
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5. CRIMINAL PENALTIES. The OPME director must notify the EPA 
Inspector General if an individual willfully disclosed TSCA CBI to any 
person not authorized t o  receive it. The individual who disclosed 
TSCA CBI may be\liabIe under Section 14(d) of TSCA (15 U.S.C. 
2613(d) for a fine of up to $5,000 and/or imprisonment for up to one 
year. In addition, disclosure of TSCA CBI or violation of the 
procedures cited above may subject an individual to disciplinary action 
with penalties ranging up to and including dismissal. 

The purpose of taking a corrective action is to  prevent or dis
courage future violations. Corrective actions may be procedural, 
instructional, or disciplinary in nature. Such actions include training, 
revision of work procedures, removal of the individual's name from 
the TSCA CBI authorized access list, and other options. 

6. OPME DIRECTOR CAN ALSO RECOMMEND THAT NO ACTION 
BE TAKEN. The OPME director has the option of recommending that 
no action be taken if fault cannot be ascribed t o  any individual or a 
modification of TSCA CBI handling procedures would yield no greater 
level of protection to TSCA CBI. 
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administrative penalties 7-8,71-77 
.. 

aggregation of TSCA CBI 38,5840 


annual briefing 6,7,15,16,27 


audit of documents ii,6-9,16-20,27-28,32-33,39,41,47 


Authorized Access List 5-8, is,17,37,46,48-49,52-53,54,65,76 

automated document tracking systems 5,8,16,19,31-33 


backup for automated document tracking systems 33 


bar codes 32-33 


broken reproduction machines 61-62 


CBIC v ,vii,viii,1,s,32-33,36,44,45,46,47,55,63 

CBITS 5,8,18-19,32,39


* 

certified mail 49-52 

challenging TSCA CBI claims 29-30,5940 

computer access authority 3-7,9,15-17,62,67-70 

Congressional access 25 

Congressional Access Log 25,Appendix 20 

Contractors and Contractor employees i,vii, 1,lO-20,27-31,35,37,43,48,50,54

55,62,70,71,74 

copies 60-64 

copy numbers 61,64 

corrective actions 74-77 
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couriers vii,34,4942 


creating new TSCA CBI documents 28-29,38,56-58 


creating TSCA non-CBI documents 38,56,58-59 


criminal penalties 1,20,23,74-77 


DCO relinquishes responsibilities 40-41 


declassifying TSCA CBI materials 59-60 


destruction of TSCA CBI materials vii,34,38,62-63,65 


Destruction Log 63 


Director, Office of Pollution Prevention and Toxics vii 


Division Director 10,14,22,28,38,45,67,71-74 


Diskettes 43,62,67-69 


Document Control Assistants v,vii,29,31-33,38-40,46-47,49,55-58,60-63,65-66 


Document Control Officers @COS) v,vi,v&3-9,12-22,24-25,27-41,43-53.55-63,65


66,68-70 


document control numbers 32,40,61 


document tracking system v,vii,29,31-33,38-40,46-47,49,55-58,60-63,65-66 


double-wrapping TSCA CBI materials 50-52,66,70 


electronic entry cards 9,19 


electronic mail 13,21,24,55 


facsimiles containing TSCA CBI, sending and receiVing 52 


final confidentiality determination 29-30,38,60 
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forms 

TSCA CBI Access Request, Agreement and Approval, 
7740-6: 3,7,17, Appendix 1 


TSCA CBI ADP User Registration, 7740-25: 4,14, Appendix 2 

Standard Form 86: Questionnaire for Sensitive Positions: i,4,14, Appendix 3 

Fingerprint chart, FD-258: 14, Appendix 4 

Request for Approval of Contractor Access to TSCA CBI, 


7740-17: 10, Appendix 6 

Contractor Information Sheet: i,12, Appendix 7 

Confidentiality Agreement for US Employees Upon 


Relinquishing TSCA CBI Access Authority, 

7740-16: 8-9, Appendix 9 


Confidentiality Agreement for Contractor Employees Upon 

Relinquishing TSCA CBI Access Authority, 

7740-18: 18, Appendix 10 


Employee Separation or Transfer Checklist, 
3110-1: 9, Appendix 11 


Receipt Log for TSCA CBI, 7710-10: i,33,35,39,40,53,56,63, Appendix 15 

Inventory log Log for TSCA CBI, 7710-11 i,6,8,16,18-20,28,33-34,37,39


40,60,63, Appendix 16 

Federal Agency, Congress, and Federal Court Sign-out 


Log, 7710-13: 25, Appendix 20 


guiding principle 1-2 


hand delivery 48-50,57 

hard disks 67-68 


hard-copy TSCA CBI vii,39-40,68-69 

hotel safe, storage of TSCA CBI in 66 


IMD Director iii,vii,10-12,14,17,20,23,25,32,45,67,73 

individual access files 4,6,14,16 

Inventory; inventory log Log for TSCA CBI i,6,8,16,18-20,28,33-34,37,39

40,60,63, Appendix 16 


language, required contract 11, Appendix 8 


loan receipts ii,49,57,61 
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local area network 67 

lock combinations 9,36,46 

lost documents (materid?) 28,38,71-73 

luggage, storage ofTSCA CBI in 66 

mailing TSCA CBI 13,21,24,50 

maintaining access authorization 3-8,13-16,31,38-39 

managers’ responsibilities 30 

manual tracking systems 33 

manual updates 2,Appendix 21 

meetings 60,63,65 

meeting chairperson 65 

mini computers 4,69 

Minimum Background Investigation v, 14 

missing documents 9,19 


monthly access listing 5,15 


new documents 28,34-35,56 


notice to affected businesses 11,20,23,25 


OPPT DCO vi,vii,viii,4-10,12,14-21,3
1-33,36-37,49,62,68,70 

other agencies, authorizing for TSCA CBI 2-3,20-24,27,40,43,52 

overdue documents (materids) 28,37-38 


PCS 4,67-68,70 


personal working papers 56-58,60-63,65 


photographic materials 70 




TSCA CBI SECURITY MANUAL 

printouts 62,69 


project officer ii,vii,viii,10-14,16,19-20,72 


Receipt Log i,33,35,39,40,53,56,63,Appendix 15 

\ 

relinquishing TSCA CBI access authority i,8-9,18-19 

reporting violations 8-9,27,71,75 

reproduction of TSCA CBI materials vii,38,60-61,64 

requesting officials viii,4-8,10,15-18,21-22,24 

residences, use of TSCA CBI in 66-67 

return of TSCA CBI to a DCO 8-9,18-20,28,43,48 

return receipts 12,23,25,49-5032 

ribbons and microfiche 58,62,69 

sanitizing documents 38,56 

secure storage areas viii,7,9,17-18,36,43-48,52,57,60,64,68-69 

security briefing 4-8,15-17,27-28,38 

storage containers 9,11,19,36,43-44,48 

storage of TSCA CBI materials 1,2,7,11,31,35-37,45,63,67-69 

subcontractors vii, 10-13 

submitter drops claim 29-30,60 

telephone discussion of TSCA CBI 53-55 

telephone logs ii,53-55, Appendix 19 

tele-video conferences 55-56 

termination of access i,6-9,16-19,39 

terminology vii-x 
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transfer of TSCA CBI between employees 7,17,48-49,57-58,65 


traveling with TSCA CBI materials 65-66 


TSCA CBI Labels Appendix 23 

, 


TSCA CBI Stamp i,35,39,43,56,58,61 

TSCA CBI Cover Sheets i,35,39,43,56,58,60-61,63 


TSCA Security Staff iii,ix,10-23,41,55,57,61-63,65,66,69,7011,14-15,19,24


25,27,33,40,45-46,60-61,64,67-70,72-74 

typing TSCA CBI materials 58 

unaccounted for TSCA CBI materials 6,9,16,19,28,38,49,57,62,71-72 

unauthorized disclosure of TSCA CBI materials 7,20,23,43,71-74,76 

video-tapes 5,15-16,70 

violations of this manual’s procedures viii,ix,7,27,71-72,74,77 

Visitors Log i,45,47 

waiver for immediate access 5,15 



- - -  

TSCA CBI Security Manual Appendix 1 
6 

Veare read Privacy Act Statement and in.tructlonr on rsvwre,before completina thir f o n .  I=orrn appmved OM6 No. 20750075 Approval expirei 01-31-95 

United,Stqfes Environmental Protection Agency 
Washington, DC 20460

&EPA TSCA CBI Access Request, Agreement and Approval- a *-1 

Section I.-Access Request 
.Namo (Lart. Rrrt, MI) 2. Social Security Numbor 3.T e b p h o ~Numbor 

\ 

0. Requeator (Agency/Offka/Diwrion/Branch) 5. Document Control Officer (DCOI 6 DCO Telephone Number 

I I 
7 TSCA Section8 for whtch OCCe.8 I8 

required. Check all that apply. Use blank ALL -0R- 4 5 6 8 12 13 21 
space to reque#t other rectionr not llated. - - - - - 

3. 	Ju8tIfiffiatbn for TSW OCCOa8. Other 
Seloct appmpriato cod. from in.truotiono on A B C 0 List Juatifwation on 
nwnr rid.. (Check OM or OM that apply.) - - - -reverie side 

I I I I 

11. Contract Number 12. �PA Projwt Offffior 13. �PA Project Officor Telephone 

U U I L h t  Rorent OPPT Barcode OR Baroodo 

IJ. 1 , 

Homo Division (24 hour .ooerd 0th.r Dlvisbn8 (6A.M.- 8P.M. only) ACCe88 to =IC Only IMD (DCO and IMD Cornputor Rmr.I I /
1 1 

! I
I 

16. L i l t  OPPT onas by Division and Room Numbor for whbh Alann Activ.ticrn/DerUvatbn Autkofkf i8 wqwrted. 

e = *  P d f 1Section IV. - Confidentiality Agreement6 ~ 
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Paperwork Reduction Act Notice 
The public q m i n g  burden for this collection of information is estimatedtoaverage.E4houn p r  response. ' h i s  estimate includes time for reviewing inm&ms, 

glthehg md mainmining the needed dam, and canpleting and reviewing thecollectiondinformation.Send comments regarding the burdenestimate or any other as
ofthis colldm of infmrtionto the chief,InformationPolicy Branch (PM-223).US E n v i m m t a l  Pmecticn Agency. 401 M S m k  SW, Washingtom DC 20460, and 
to theOfficeof Infomution and Regulatory Affun, Office of Managanent and Budget, Washington. DC 20503, marked ATTENTION: Desk Officer for EPA. 

Privacy Act Statement 
Collecticn of the informationon this form is a & o M  by scction 14 of the Toxic SubstancesC m m l  Act (TSCA) 15 USC 2613. EPA uses this information 

to maintain record ofthose prrons cleared for access toTSCA Confidmtial Business Information (CBI) and to maintain the security of TSCA CBI. 

ji 
Disclosureof thisinformation may be madetoOffice ofPollution Prcv&ti&~(OPPT)c&t&bn ffl o&rto carry cat functims for EPA comptible with purpose 

for which thisinformationis collected, toother Federalagencies when they psscss TSCA CBI andneed tovenfy clearana to EPA and EPA contractoremployees for access; 
to the Dcprtment of Justice when related to litigationor anticipated litigation involving the m r d s  or the subject matter of the records; to the appropriate Fedull,State OT 

local agency charged with enforcing a statue or reguhticn. violation of which is indicatedby a record in this s y s m :  where necessary, to a State, Federa1,ar locat agency 
mainthing infamrtim pertinCnt tohiring. rumtion.or clearanceof an anployee, 1eUing ofa concraa. or issuanceof a grant or other magistrate or administrative tribunal; 
tooppoamg carnadm the m e of scnlmentnegotiations:and to a member of G m g n r a  acting on behalf of M indivdupl to whan records in this system penain 

Fumiahing the information cn this form. including your SOcLl SecurityNumber. ia volunuly. but failure todo so wi l l  preventyou from being given access to 
TSCA CBI and willrhdmmake impossible the p r f ~ n n ~ ~ eof m y  task which q u i n a  rcasr to TSCA CBI. 

Instructions for 
Section I - To be completed by all 
1. List Full Nm e  
2. List SocialSecurity Number 
3. List Telephone number of person in item 1 
4. List Full Acronym of Requesting Office (ie. EPA Office in 
which the indivdual works or for contractor employees, the EPA 
Office with whom thecontract is with) 
5. List the immediate Document Control Officer for the office in 
which the individual works 
6. List the telephone number of the Document Control Officer 
7. Check theTSCA Sectionsfor which access is requested or 
check ALL if applicable 
8. Cirlce the appropriate Access Justification Code 
A. Employee is an EPA employee or EPA contractoremployee 

whose work assignments involve the New andlor Existing 
Chemical Programs of TSCA. Hence access to the TSCA sections 
listed in item 7 of thisform isrequired in performance ofhisiher 
duties. 

B. Employee is an EPA empbyee or EPA conlractor employee 
whose work entails the administrationof computer system 
howing TSCA CBI. Hence access to the TSCA sections listed in 
item 7 of thisform is required.
C. Employee is an EPA employee or EPA contractoremployee 

whose work entails physical security or maintenancefor TSCA 
CBI secure storage areas. Although employee will not actually 
work with any TSCA CBI materials, access to the TSCA sections 
listed in item 7 of thisform is required. 
D. List Justification here 

Section II - To be completed by Contractor Employees only
9. 	 Llst bmployer's name 
load.List Employer's address 
11. List Contract number 
12. List EPA Project Officer's name 
13. List EPA Project Officer's telephone number 

wm Cornoletion 

Section III - To be completed by HQ Federal and HQ 

Contractor employees only

NOTE:These procedures apply only to employees requiring 

access to OPPT Secure Storage areas. All othersfollow 

standard Agency procedures. 

14. Check either box a, b, c or (c&d) for EPA ID badge or 
Conaactor Building Pass. If box c is checked, write in badge 
number. 
a. Yes - Check if new employee getting first EPA ID Badge. 
(New programmed badge and barcode) 
b. Need Replacement - Check if replacement ID Badge is 
needed (replacement badge and barcode) 
c. No - Existing badge needs programming. List IDBadge no. 
d. Need Barcode - Check if existing badge does not have an 

OPPT barcode on it. (OPPTbarcodes are for logging documents 

out of the OPPT Confidential Business Information Center only) 

15. Check and list OPPT secured areas for which access (via 

"RUSCO"electronic door control system) is required. List 

Division acronyms for the requested areas. 

Home Division - List Division in which employee works 

Other Divisions - List other OPFTDivisions for which 

unrestricted daytime access is requested 

CBIC Only - To be checked for those who only need to access 

theConfidential Business Information Center. 

IMDAreas - Employees who need to regularily access the IMD 

Document Control Office Suite should circle DCO in the fourth 

block. Only IMD staff and contractors who work in IMD 

computer rooms should circle IMD Computer Rooms. 

16. List OPPT areasby Division and Room numbers for which 

Alarm Activation/Deactivatitionauthority is requested. Generally, 

this is emdovees home Division onlv. 

Section IV - To be completed by all 

17. Employee Signature(must be origmal) 
18. Signature Date 
Section V - To be completed by all 
19. Enter date employee attended TSCA CBI Security Brieifiig 
20. Immediate Su&&or/EPA Project Officers name and sign 
21. Date of signature 

Section VI - To be comdeted bv OPPTSecurilv 


I 2 4  
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PLEASE READ THE INSTRUCT~CWXYN THEWEVERSE SIDE BEFORE COMPLETING THIS FoFHf 

4. 	 O f f i i i i s M m n - (Foi'EPA empbym only) 5. -8s (Street or P.O. Box) 
.. .' 

6. Tebphono Number (indude u o ~e) , ,  , 7.w 

8. EPARqion 0. EPA MJ1Code 10. SQr 11. zipcadc 

24. OoCwMnt CanW OMor N u n  (Tvpo or print): 
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sodon I: mlon - Chock all approPrl.1. boxrs. ,
Thia sodion g i m  tho mor an expbnrtion d each action. 

[ ] Aa6ign New Id and Initial P a s s 4  

Checkthis hem 1tho Wkmt doer no(have MaMnm or IAN .cams. 
Ccmpbte JI tema In Wbn 11. exopt 2 and 15. F a  Mainlmmo amas. 
tho wet murt a b  r o q u  -68 to m but om system: thorolon 'Add 
U u r  to Accoums. mut Jy, bo dmk.d. Th. dorind syaem(r) WNCh tho 
uaor me& aQcIy rhould k idontllw In W i  111. 

[ I  AddUurloAccarnb 

Check thia L m  Itho u u r  Jndy hm amas to tho hidramo. 
Complet. JI tom$ in Sodbn II. oxopt 14.Th. d e w  rystrm(r) which 
the usernoodaamushodd be Miin mion111. 

[ 1 Update Uaer Infomution 

Ckdc this Item 1 theuaor fwd6to UPQte eqhyment intonnation. 
Complete .I(appihbb intynationin M i o n  11, indudhg item 2. Rem 
13.14,and 15. in Section II n..dno(be ampbted. 

[ ] Debt. UI.r lrom Account8 

Check thb Item 1 tho ulc)r no lmger no& access to geci(iiayslem(s). 
The uwrwil na(kW o l d  tmm tho hrdmn.butwill bo dobtedlmn 
the system ldrntitkd in Wlon 111. Themton. complrle s.dion 111 and 
item 1.2.and 3 in sed#n II. 

[ 1 Debte Ussr lrom aI  System 

Ckdc this item Y the user no longer Medr a- to tho M a i n l m  and 

LAN hardwan. This should be chedwd when a penonterminatr 

employment a no longer needs 

access to any TSCA system. 


Socibn I: U s u s  Asalgnd to 

Thia mionnten to tho appkmt'r actual employment duly station. (Le. I4 tho w i  

is a omtmctor and w u h  at an �PA tadlii. tho addre88 inlomation is the �PA sile.) 


Hrm 1: EmerIhenamedtheuaerstobeaddedto,or 
debled 'rom tho 8yst.m. uu the !aa name. 
fhl namo. and middb i n b l  I-. 

Hem 2 For mainfmm won.enter tho threo chirnder 
uwdd -nod to tho wer identilii in Hem 1 
.bcm. li tho u l r  nooda a uaodd. bave this item 
bML Uurldramnc4c.quimdfaLANuun. 

Item 3: Mu tho W r  rmpky.r or c#npny mmo. 
Item 4: Mu tho d(&.dMJon.hneh, a d  Udbn d 

Iho uaor. Thi  q#ka loEPA enrpbym only. 
Item 5: Mu tho W r  nuokp ddnn. 
Item 6: ~aeriho mots t o m  number. 
Itrm 7 ~rthouaer'sMWImail ingdty. 
Item 8: Enter tho W s Region. 
Item 0: E n t r  tho W s ma1 code. 
Item 10: Enter tho user's Pdw mailing state 

abtmvisfpn. 
Item 11:  Enter tho user's 5 or Qdigrmailing zp mde. 
Item 12: Sen-exprPnrtoy 
Item 13: Enter Ip.r Mling dale. Cirde all sections ol TSCA 

which tho wer is auMed to access. 
'Item 14: C W  the bbok which the task tho u l r  will peertom. 

Item 15: Enter tho date on which tho user wll no longer 
need access. 

T COPY AVAILABLE 

Socikn Ilk 'ISCA - Thb redkn Conrains a adbdmd hardwan and aystems to aams. Each reghitratiarlonn akws u8om to reqmacts= to twoMeinframe 
andtwo LAN. Each hardwam typo iidenllfbdby$ w).lich should be entered in this Sectii .  Use the list bekw to assist you in seledingthe desired T$A 
h a m  and s y s t w  to .cElsa. 

Item 16d 1 7  	 Enter tho MainIrame h a m  cod.to which aaosr is rsqueated. Only w cod.should be entered per item. To -in access to the ISM 4381 
Cdid.ntiSl (CBI) Pmdudbn. ontor cod.A. To a#.m acQI I  to tho lieM ESggoO NonCont i i t ia l  (NCBI) Produdionand Oevobpmmt .enter 
cod.8. 

Items 16a d 17r: 	 Enter tho Maintram momlo which accou h nqwrl.d. Only on syalom rhwld be entered psr item. The aystems on ttm IBM 4381CBI 
Maidramo an: CICIyCCID Fadlhy (CCF). CAIR, CCID. CHEMD. CICIS. CUS, DAW:  OMIS; PENTA, SATS, TUPS. Levd e(a). and Batch 
Retrieval(BR) 

The aystemcr on tho ESggOO NC81 Produdion am:CECATS, CICIS, Batch Retrieval (BR) and MITS. 

Tho systems on the ES8000 NC81 Devolopmenl an: ClClyCClD FadMy (CCF). CAIR, CCID, CHEMD, CICIS. CUS. DAPSS, DMIS. PENTA. 
SATS. TUPS, Levd �4.). MITS, CECATS. and Batch Retrievsl(E@. 

Items 186 19: 	 Enter Ihe LAN hPrdwsn code to which &cess ia requested. Only one cod.shoold be entered. To obtain access to the CBITS LAN, enter mde C. 
To obtain acams to the AdministrativeLAN, enter cod.0. To obtain access to the 1- Procasing LAN, enter code E. To obtain access to the 
New C W i I  LAN. enter cod. F. 

FaNCC and Opentions Stan:,To obtain maintram access. sekd the approprimte hardware code and enter the lour character a m n t  number nthe Wnlrame 
systm to Amsn (law).field. 

Socibn N - 91gMWn Aulhorfy (Rqulrd botorr Prowsslng): No request will be pIopcessedw i t w  the pIoper signaturn. 
, 

Itrm0 l h w h  and 23 nhould t o k  -ted by tho Requsirtlngotlkialwho is aulMed to w v e  q u e &  This pe- sharld be the supervisocd the applicant 
I i e d  in Itom 1 d Seaicn II. 

H e m  24 lhfcqh27shar# to be canpk(edby the b n m t  C a r d  O f t i i  d tho m i n t  Wed in item 1 d MiII. 

s.ctkn V - Sbnrmn (For W m m e  rnd LAN Coordl~tor'rUr): Thi seaion ahould be csmd.ted by tho Minlranw and LAN C d i n a t o t  ody. 
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Questionnaire for Sensitive Positions(For 


Read this information carefully. Follow the instructions fully or we cannot process your form. 


\ 

W h y  dowe need the information youwi l l  give usand how 
wi l l  we we it? 

The U.S.Governmenthas conducted background investigations
for over 50 years. It doea this to eatablish that applicants for or 
lncumbente in sensitive poeitiona, either employed by theGov
ernment or working for the Government under contrad, am 
eligible for a requid eecurity clearanca or for performing
sensitive duties, We use the information from this form 
primarily aa the basis for an investigation that will be used to 
determine your eligibility for a national eecurity paeition. 

The information you give us is for Ofiscial Uee Only; we will 
protect it fmm unauthorized diqloeure. Authorized diacloeurea 
include the Privacy Act Routine Usee shown on this form. The 
information you provide in reeponee to question 25a on we of 
illegal drugs will not be provided for use in any criminal pro
ceedlinga against you 

Giving us the information we ask for is voluntary. However,we 
may not be able to completeyour investigation,or completeit in 
a timely manner, if you don't give ua each itemof information we 
laquest.This may a f k t  yourplacement or clearance prospects. 

What authority do we havetonsk youfor the information 
requested 011 this form? 

The US.Government ia authorized to ask for this information 
under Ekmtive Order 1 W ,seetion 21% of title 4,U.S.codh;
parfa 5,732. and 736of ntle 5, Code of Federal Regulations,and 
otherstatutea authorizingbackgmundinvestigationa We aak for 
your Social security number to keep our mrda accurate, 
because other people may have the same name and birth date. 
Executive Order 9397 ale0 asks Federal agerich to UBB thie 
number to help identify individualsin agency mrda. 

What is the investigativepmcew? 

Backgmundinvestigatiomfor nationalsecurity am conductedto 
develop information showwhether q-nga pereonis leliable, 
trustworthy, of good conduct anmaracter, and loyal to the 
United S t a h . .  The infbrmation you provide on this form, 
including any speeiflcagency inatructions of Qtmtion lk.,and 
any other special inetructions, is confinmed by investigation.
Your current employer must be contacted,even if you indicated 
on your SF 171, or other form, that you do not want the present
employer contacted In addition to the ti^^ on thie form, 
inquiry ale0 is made about a pemn's adherence to security 
requimnenta, mental or health dieorders, di6honeat conduct,
sexual misconduct, vulnerability to blackmail, or coercion,
fdsi5catjon,misepmentation and any other behavior,activities, 
or aseociationa that tend to show the person is not reliable, 
trustworthy,or loyal. 

An interview with you is amormal part of the inveatigative 
pmeao. This Personal Subject Interview is generally the h t  
step in the investigation, and is conducted under oath, a&
mation, or unsworn declaration. It pmvides you the opportunity 
to update, clarify, and explain more completely infomation on 
your form, which o h n  helps to completeyour investigationfaat
er. 

If your investigationrequires a Personal Subject Interview, you
mll be contacted in advance by telephone or mail to arrange a 
time and locatlon for the interview. It is important that h 
interview be conducted aa soon as poaaible aRer you are mn 
tatted, Poetponemente wll delay the plocesmng of your mves 
tigation. Declining an intewiew may mult in your investigahon
being delayed or caneled. 

You will be asked to bring i&nGcation with your p~ctuteon It,
suchaa svalid Statedriver'e license, to the interview. The= are 
other documents you may be asked to bring to venfy your
identityaa well. "hew include: Qcumenbtion of any legal name 
change; Social Securityd andlor birth certificate. 

Documents that verify any sigmI3cant claims or activitiea may 
ale0 be requested, for example: alien registration; natudzatlon 
certificate, originals or certified copiea of college transcripts or 
&pes ;  high echo01 diploma; profeesional licen&e) or 
certificate(s); military diecharge oertifiatah) (DDForm 214); 
maniage eertificatde); passport; and/or busineea license(8). You 
alm may be asked to bring documents that permn to 
information provided in your answem to questions on the form 
or other mattern quiring specific attention. These matters 
include: termination or diecharge h m  employment;delinquent
loansor taxes, bankruptcy,judgments, liens, or other finanad 
obligations;and m t s ,  convictions, probation and/or parole. 

Who d e r  a dnal determination? 

Ffnal determination on your eligibility for a national eecunty
position and your being granted a cleatarrceis the respombdity
of the OPM or the Federal agency that regueatwl your
investigation. You may be provided the opportunityto pemnaily
eqlain, refbte, or clarify any information before a final decision 
is ma& 

How ir thir form oqpaized? 

This form hae two parts. Part 1 aeb for background
information, including when you have lived, gone to echool, and 
worked. Part 2 ashabout your activities and such mattem as 
fkinp from ajob,criminal historyreeod, useofillegal dmga and 
alcohol consumption. In answering Part 2, you should keep in 
mind that your anewe= to queatione am conaidemd together 
with the information obtainedin the investigation to reach an 
appropriate a4udication for a sensitive position. 

What are the penalties for inaccurateor falee statements? 

The U.S.criminal Code provides that knowingly falsifying or 
concealing a material fktf a felony which may result in fin-
of up to $lO,oOO, or 5 para imprisonment, or both. In addition, 
Federal agencies generally fh,do not grant clearance, or 
diequalifyindividualswho havemateriallyand deliberatelyfalsi
fied these forms, and thie remains a part of our permanent
mlrd for futureplacements. Becausetheposition for which you 
are being consided ie a sensitive one, your trustwodmess is 
a wry important consideration in deciding your eligibility for 
eecurity clearance. Your pmpecte of placement or clearanceam 
better if you answer all @OM truthfully and completely. In 
the QHU%B of an interview with a Federalofficial you wll have 
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TSCA CBI Security Mmual 
adequab apportunity to arplainm y  inf~nnatioaYOUgive US on 
the form and make yoUra>mmmt.+ofthe n w p d  

H o w b t h e S F 1 7 1 u r e d d & t h i r i b ~ ?  

For oomptitive civil serviceporitianS, a copy ofthe Application
for FederalEmployment(SF 1711, or a form provided to you,will 
be a-hed to the SF 86. For certein other and contrmcbr 
positions, the SF 171L not required. YOUwiUbe a d v i dby the 
OffijQB amiBting you. 

How in thisform illled out? 

1.Follow the in&u&om of ths p e m  who gave youths form* 

and any other supplementay idormation fhiahed by that 
person to aesht p u  in completion of the fonn. Find out how 
many copiee of the brm you BIB to turn in. Youmuat mgn and 
date, in ink, the original and each oopy you oubmit. 

2. You will need a continuation shedb), SF 86A,ifinthe laat 16 
yeam you haw lived in more than 6 rsridemeq amnded more 
than 3 achools, or had more than 7 emplopenWeelf~pIoy
rnente/unemploymmta 

Ifadditional qmce b n e e d 4  use a blank piece of paper. Each 
blank p i a  of paper you use must containyourname and Social 
Security number at  the top of the page. 

7700 
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3. Type or kgiily print your anmvem. We cannot mpt your
form ifit b not legible. 

4. You mu& use the Sbte (abbnwiatiom) b ted  in the box 
below when you fill out your form. 

6. The6-digitpoetalZIP& am neededto speed the pmQeeing
of your inveotigatim. The a c e  that provided you with the form 
will &t you in ampleting the ZIP codes. 

6. Whenever "City(County)"is ehown in an addrees block, alno 
pmviQ in that block the name of thecountty when the address 
b outside the United Statea. 

7. When pmviding daw,you may um numbem 1-I2to indicate 
month if you don't betieve you have enough epeoa to wribe the 
man*, and for the m e  rewon,foryear you may rhow the last 
hM numbm in the year. Forexample, June 8,1967, could be 
o h m  aa W 7 ,  or Januay 1984 could be shown aa lf84. 

Ifyou have any guestions, eall the ofece that gave j'ou the form. 
Be e m  to eign and data the certification statement on page 9 
and amplete the releaae on paee 10. Any form that am not 
completed accordingto these inotmctiona willbe xetumd This 
will delay the praceaaingof pur ~888. 



TSCA CBI Security Manual Appendix 4 	 7700 
1 I93 

1 MIOOLf I O  I Lllllf  

1 1 Y U U  



TSCA CBI Security Mmul 

EST COPY AVAILABLE 

FEDERAL BUR�AU OF INVESTIGATION 
UNJTED STATES DEPARTMENTOF JUSTICE 

I .  COOP 

THE LINES BETWEEN CENTER OF 
LOOP AND DELTA MUST SHO* 

2. WHORL 

t 
1 

THESE LINES RUNNING BETWEEN 
DELTAS MUST BE C l E A R  

3. ARCH 
I 

-. 

ARCHbC 4 A V E  NO OELTAS . 

WASHINGTON, D.C. 20537 

APPLICANT 

10O I T A I N  CLASSIFl4ILE FINGERPRINTS 

I 

1 
3 
4 

S 
6 

7 

8 


USE I L A C I  PCINTER 5 INK 


OIS'RIOUTC IN* EVfNL1  ON I N K I N G  H A I  


WASH A N 0  ORY FINGEIS THOROUGHLY 


aOtL FINGERS F I Q U  NAIL TO NAIL  A N 0  AVOID AlLOWING FINGERS TO SLIP. 

8E SURE IMPPI IS IONS A R f  MCOROEO INCORRECT ORDfR 

IF A N  4 H P U T A r l O N  Om O E F O R W W  MAKES I1I H C O S U U f  r O P l l N 1  4 FIWGER Waf  A COTATK*r 10 THAT EFFfC l  


I N  T W 6  INOIVIOUAL FINZED 8LOCK 


IF 5OMf  PH1II:AL C3NO:TlON M I U E S  11 I M ~ O S S W L f1 0 0 8 T A I N  PfRFECT IMP1~55ION$UNMRM Sftn THAT C A N  8f 

O I r A l N E D  WITH A IrW3 STAPLE0 IS rHf CARO f *PLAINING rH f  ClQC'JYST4nCfS 


EXAMINE THf COU*Lf 1 f O  P I I N I S  T O S f f  iF T H f V  C A N 6 f C l A S S l ~ I f O  I E 4 I I N G ~ M * O I W T ~ C D ( G t 1 P R I N T S  

FALL INTO THE P4rTERNS SHOWN ON fH1S CAS0 fOTHER PATTERNS OCCUR I N F v f W L V  A M  ARC -1 S H O W N  M E W  

THIS CARD FOR USE BY: LEAVE OACE & A M  
I LAW ENZOlCE'CfNT 4CENCIES IN FINGERPRINTING APPLI. 
CANTS FOR LAW ENFORCEMENT POSlTlONS * 

I OFFICIALS CIF S T A I E  A N 0  LOCAL G O V E R N U F N R  MI PUR. 
POSES OF E Y P l O V H f N '  LICENSING A N 0  PERMITS AS AUTWOR 
IZfO BY STATE S l r T U T E S  A N 0  APPROVED 8 V  THf AlTORNEr 

INSTRUCTIONS 
.I P m u s  wusr FmsT 8~ CWKMED THROUGH rwf A C P ~ O .  
*QlAlE <TAT( IOEN1ICiCAIION I U R E A U  4 N 0  ON0 WOSf L l N G f I .  

'Q141T5 FOR WWCW NO OISOU4LIFYING WCORO HAS 8 fEN COUNO 

LOCALLT SHOillD I�SUIMll'lD FOR F I I  SEARCH 

I PRIVACY 4CT OF >a74 fP  L V3.5795 IIEOJ$Cf5 WAY CEOERAl 

STATE OR L O C I (  AGENCIES INFORM INDIVIOUALS WWOSE m l A 1  
ifCURlTY N U U 8 f O  IS PEQUESTfD W Y f  WFI SUCM OIYLOSU*C IS 

H A N 3 4 f O R Y  OR VOiaJNlARY MSIS OF 4 U T Y O R l N  -011 SUCH 

IOL IC ITATION A N 0  USES WHICH WILL 8E M A 0 1  Of If 

'3 IOENTITV OF PRIVATE C O N l V A C ~ b R SWOULD I�3K)WN 

IN SPACE EMClOVfR 4 N O  ADDRESS Wf C O N T W I U f 6 .  6 IHf 
YAM� OF THt AGENCY S U I W T T I N G  1Mf FINGERP@INT CARO 10 
'WE F I I  

4 F I I  N U M I E R  If SNOWW SMOULO A L W * I )  IfFURNISHED IN 

APPROPQIAT~s r A c f  

UISCELL4NEOUS NO RECORD O T H f l  4 R M f D  W R C f S  N O  
'ASSPORT NO :PP! 41'EN REGISTRATION NO 411 WIT Sf. 

C V I I T V  CARO HO .PSI SELECTlVf S f I V l C f  N O  'SI1 V f T t I A N S  
4 O M I N l f T R A ~ I O NCLAIM NO IVA). 
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SUEUECT: Requert for Building Pa8r 

FROM: 	 Ann M. 
security and Property Management Br8nch 

Building pas8er are intend4 only to identify contractors 
entoring one of tho EPA Headquarter8 building. and at. not intended 
for contt8ctor8 to u8e a8 identific8tion to cash chock(., enter 
other, govomr.nt facilities, obtain airlfno tickot8, tent vehicle8 
OL:0bt.h hotel te8eWatiOlt8. 

Building pa8888 Will be issued Only to COntr8CtOr mplOy8.S
who work on-aito for 24 hours or more 8 uaek. Manageront personnel
who potiodicrlly visit on-rite peraorinol rh.11 not be irsud 
Building Pasrer. Project officers whose p ~ r 8 0 m . l  ar. on-site less 
than 24 hour8 a week must provido a memorandu.- 2xplafning the need 
Cor a building pas% 

C O U t i O r 8  Shall not b* iSSU8d building paSS.8. 

All information must be typad or neatly printed on the request
form. I f  the printed namo o f  the Project Officer cannot be read,
the form will be returned without action. .. I -

The Pas8 and ID Office is open from 8 : 3 0  an to 3 : 3 0  pm, Monday
through Friday and operates on a first COO. first sew8 b a s i s .  
Individual8 requiring building pas8.s should either bring the 
Request for Eufldinq Pam with them olt mail it to the Security
Office (Pn-213). Form8 will be maintainod in a suspanse file tor  
30 days aft.* it i s  received and then returned to sender indicatrnq
that no action wa8 taken. If a request for a building pass  is 
handcatrid by tho applicant, it shall be valrd o n l y  f o r  30 days
from tho dato it is signd by the Project Officer. 

Quostions should be addressed to the Security Management
Section at 382-6352. 
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FROU: 

Project Officer 

TO: 	 H. Brook8 Harlin, Chief 
Security Managemant Saction 

I understand as Projact Offiear, I am responsible for 
t e tr iav ing  th8 abova building parr(a8) should: 

1. 	 The individual(s) transfat  or t a m i n a t e  and RO lonqar
requirw accass. 

2 .  	 Tha individual(8) n8.d for  accass  to EPA ba chanq8d to 
10.. than 24-hours a weak. 

3 .  The contract axpires. 

m'8 ID YDICblR 
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&EPA 
United Stator Environment4 Rotoction AQMCV 

Waohin ton, D.C. 20480 
Request for Approval of Contractor Access 
to TSCA Confidential Business Information 

Iequesting Official I Signature 1 Date 

ritle and Office \ 

:ontractor and contract number (if modification) 

I. Brief description of contract, including purposes, scope, length, and other important detailr. (Continue on the back of this form 
if necessary) 

II. What TSCA C81 will be required, and why? (Continue on back if necessary) 

II. Will computer access to TSCA CBI be required by the contract? If so, explain why and to what extent on the back of this form. 

If you approvo thio roquoot; thio offico will initiato procoduto* to onour. complince with tho 'TSCA-C8I Socurity MMU.~". 

Approval of the Director, OPPT Information Management Division 

4pproved (Signature) Date 

�PA Form 7740-17 [Rov. 9-92). R q h c r o  EPA Form 7710-15.. which io oboolote. 

133 
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&ERA 
CONTRACTOR JNFORMATION SHEET 

iCONTRACTOR TSCA cCBI ACCESSflRANSFER 
i e.-* _ I - I 

i

1. Contractor Name ( l i t  all subcontracton on separate cwrbauw information sheets) 2. Contract 3. Prime 

4. Corporate Address \ 

6. List Previous Contract Number if renewal 

a) Name 

7. �PA Project 
Officer 

8. �PA DOPOiWAM 

9. EPA Task Mgr. 

10. Contractor 
Project Officer 

11. Contractor DCO 

12. Contractor Alt. 
DCO 

Number 
Sub 

5. Site Address (where TSCA CBI will be stored) 

b)Soc. Sec. No. c) Telephone d) AddresslMail Code 

13. Description of duties to be performed by contractor that require TSCA CBI access (use attachment if necessary): 

14. By Section of TSCA, type(s) of data to be accessed: 

15a. Will CBI be 15b. If CBI will transferred to 16a. Has a contractor Security 
transferred off �PA a site other than listed in Cedif i t ion Statement been 
site under contract? item 5 above, list site. approved by TSCA.Security Staff? 

( Y W  ( Y N )  

17. Desired Date for 18. Access desired until 19. Contract Expiration Date 
access to commence what date? 

~~ - _  

21. EPA Project Officer Signature and Date 

Please return this form wlth a copy ot: 

16b. TSCA Security Staff 
Facility Inspection Date. 

20. Is contract 
renewable? 

1. Statement of Work, 2.. EPA form 7740-17, 3. C81 Clause from contract, and 4. Security Certiflcatlon Statement 
to: US.EPA,TSCA CB1 Access Staff, TS-790,401 M Street, SW, Washington, DC 20460 

(202-2651532) 

PA Form 7740-27 (1Ol92) 



Section L Appendix:8 ( a )  

L.XX ACCESS TO TSCA CONFIDENTIAL BUSINESS INFORMATION 
(EP52.235-100) (AUG 1993) 

In 0rd.r to perform duties under the contract, the 

Contractor will need to be authorized for access to Toxic 

Substances Control Act (TSCA) Confidential Business Information 

(CBI). The Contractor and some or all of its employees working
under the contract will be required to follow the procedures
contained in the security manual entitled "TSCA Confidential 
Business Infomation Security Manualm. These procedures include 
applying for TSCA CBI access authorization for each individual 
working under the contract who will have access to TSCA CBI,
execution o f  confidentiality agreements, and designation by the 
Contractor of an individual to serve as a Document Control 
Officer. The Contractor will be required to abide by those 
clauses contained in EPAAR 1552.235-70, 1552.235-71, and 
EP52.235-120 that are appropriate to the activities set forth in 
the contract. 

Until EPA has inspected and approved the Contractor's 
facilities, the Contractor may not be authorized for TSCA CBI 
access away from EPA facilities. 



Appendix 8 

DATA SECURITY FOR 	 TSCA CONFIDENTIAL BUSINESS INFO-TION 
(EP52.235-120) (AUG 1993) 

The Contractor shall handle Toxic SubStanceS Control Act 
(TSCA)confidential business information (-1) in accordance with 
the contract clause entitled "Treatment of Confidential Business 
Informationn and "Rcreening Business Information for claims of 
confidentiality." 

(a) The Project Officer (PO) or his/her designee, after a 
written determination by the appropriate program office, may
disclose TSCA CBI to the contractor necessary to carry out the 
work required under this contract. The Contractor shall protect
all TSCA CBI to which it has access (including CBI used in its 
computer operations) in accordance with the following
requirements: 

(1) The Contractor and Contractor's employees shall 
follow the security procedures set forth in the TSCA CBI Security
Manual. The manual may be obtained from the Director,
Infomation Management Division (IMD), Office of Pollution 
Prevention and Toxics (OPPT), W.S. Environmental Protection 
Agency, 401 M Street, SW, Washington, DC 20460. Prior t o  receipt
of TSCA CBI by the Contractor, the Contractor shall submit a 
certification statement to the Director of the EPA IMD, with a 
copy to the Contracting Officer (CO) ,  certifying that all 
employees who will be cleared for access to TSCA CBI have been 
briefed on the handling, control, and security requirements set 
forth in the TSCA CBI Security Manual. 

( 2 )  The Contractor shall pennit access to and 
inspection of the Contractor's facilities in use under this 
contract by representatives of EPA's Assistant Administrator for 
Administration and Resources Management, and the TSCA Security
Staff in the OPPT, or by the EPA Project Officer. 

(3) The Contractor Document Control Officer (DCO)
shall obtain a signed copy o f  EPA Form 7740-6, "TSCA CBI Access 
Request, Agreement, and Approval" from each of the Contractor's 
employees who w i l l  have access to the information before the 
employee is allowed access. In addition, the Contractor shall 
obtain front each employee who will be cleared for TSCA CBI access 
all information required by EPA or the U . S .  Office of Personnel 
Management for EPA to conduct a Minimum Background Investigation. 

(b) The Contractor agrees that these requirements
concerning protection of TSCA CBI are included for the benefit 
of, and shall be enforceable by, both EPA and any affected 
business having a proprietary interest in the information. 

(c) The Contractor understands that CBI obtained by EPA 

under TSCA may not be disclosed except as authorized by the Act, 




and that any unauthorized disclosure by the Contractor or the 
Contractor's employees may subject the Contractor and the 
Contractor's employees to the criminal penalties specified in 
TSCA (15 U . S - C - 2613(d)). For purposes of this contract, the 
only disclosures that EPA authorizes the Contractor to make are 
those set forth in the clause entitled Treatment of confidential 
Business Information.n 

(d) The Contractor agrees to include the provisions of this 
clause, including this paragraph (a), in a l l  subcontracts awarded 
pursuant to this contract that require the furnishing of CBI to 
the subcontractor. 

(e) A t  the request of EPA or at the end of the contract, the 
Contractor shall return to the EPA PO or his/her designee, all 
documents, logs, and magnetic media which contain TSCA CBI. In 
addition, each Contractor employee who has received TSCA CBI 
clearance will sign EPA Form 7740-18, "Confidentiality Agreement
for Contractor Employees Upon Relinquishing TSCA CBI Access 
Authority". The Contractor DCO will also forward those 
agreements to the EPA IMD, with a copy to the CO, at the end of 
the contract

(f) If, subsequent to the date of this contract, the 

Government changes the security requirements, the CO shall 

equitably adjust affected provisions of this contract, in 
accordance with the "Changes" clause when: 

(1) The Contractor submits a timely written request

for an equitable adjustment; and 


( 2 )  The facts warrant an equitable adjustment. 

137 
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Appendix 8 (b) 
Section K 


X.XX’ CONTROL AND’ SECURITY OF:TSCA CONFIDENTXU BUSINESS 
INFORMATION 

(EP52.235-105) (AUG 1993) 

The offeror certifies that-

-- the Contractor and its employees have read and are 
familiar w i t h  the requirements for the control and security of 
TSCA CBI contained in the manual entitled “TSCA Confidential 
Business Information Security 14anua1R. (See also EP52.235-120 
elsewhere in this solicitation.) 



Appendix 8 (c) 
TREATMENT OF CONFIDENTIAL BUSINESS INFORMATION 

(1552.235-71) (DEVIATION) (AUG 1993) 

(a) The Project Officer (PO) or  his/her designee, after a 
written determination by-theappropriate program office, may
disclose confidential business information ( C B I )  to the 
contractor necessary to carry out the work required under this 
contract. The contractor agrees to use the CBI only under the 
following conditions: 

(1) The Contractor and Contractor's employees shall 
(i) use the CBI only for the purposes of carrying out the work 
required by the contract; (ii) not disclose the information to 
anyone other than properly cleared EPA employees without the 
prior written approval o f  the Assistant General Counsel for 
Contracts and Information L a w ;  and (iii) return the CBI to the PO 
or his/her designee, whenever the infomation is no longer
required by the Contractor for performance of the work required
by the contract, or upon completion of the contract. 

( 2 )  The Contractor shall obtain a written agreement to 
honor the above limitations from each of the Contractor's 
employees who will have access to the information before the 
employee is allowed access. 

(3) The Contractor agrees that these contract 
conditions concerning the use and disclosure o f  CBI are included 
for the benefit of, and shall be enforceable by, both EPA and any
affected businesses having a proprietary interest in the 
information. 

( 4 )  The Contractor shall not use any CBI supplied by
EPA or obtained during performance hereunder to compete with any
business to which the CBI relates. 

(b) The Contractor agrees to obtain the written cansent of 
the CO, after a written determination by the appropriate program
office, prior to entering into any subcontract that will involve 
the disclosure of CBf by the Contractor to the subcontractor. 
The Contractor agrees to include this clause, including this 
paragraph (b), in all subcontracts awarded pursuant to this 
contract that require the furnishing of CBI to the subcontractor. 
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Confidentiality Agreement for United States Employees
Upon Relinquishing TSCA CBI Access Authority 

In accordancewith my official duties as an employee of the United States, Ihave 
had access to Confidentia! Business Information under the Toxic Substances 
Control Act (TSCA, 15 U.S.C. 2601 et seq.). I understand that TSCA Confidential 
Business Information may not be disclosed except as authorized by TSCA or 
Agency reguIations. 
I certify that I have returned all copies of any materials containing TSCA 
Confidential Business Information in my possession to the appropriate docu
ment control officer specified in the procedures set forth in the TSCA Con
fidential Business Information Security Manual. 
I agree that I will not remove any copies of materials containing TSCA 
Confidential Business Information from the premises of the Agency upon my 
termination or transfer. I further agree that I will not disclose any TSCA 
Confidential Business Information to any person after my termination or 
transfer. 
I understand that as an employee of the United States who has had access to 
TSCA Confidential Business Information, under section 14(d)ofTSCA(15 U.S.C. 
2613(d))Iam liable for a possible fine of up to $5,000 and/or imprisonment for 
up to one year if I willfully disclose TSCA Confidential Business Information to 
any person. 
If Iam still employed by the United States, Ialso understandthat Imay be subject 
to disciplinary action for violation of this agreement. 
Iam aware that Imay be subject to criminal penalties under 18 U.S.C. 1001 if I 
have made any statement of material facts knowing that such statement isfalse 
or if Iwillfully conceal any material fact. 

Name (Please type or print) EPA ID Number 

Signature Date 

�PA Form 7740-16 (10-85) Replaces �PA Form 7710-17, COPY 1 -TSCA SECURITY STAFF 
which is obsolete. 
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Privacy Act Statement 

Collection of the information on this form is authorized by Section 14 of the Toxic 
Substances Control Act (TSCA), 15 USC 2613. EPA uses this information to maintain 
a record of those persons cleared for access to TSCA Confidential Business Information 
(CBI) and to maintain the security of TSCA CBI. 

Disclosure of this information may be made to Office of Pollution Prevention and Toxics 
(OPPT) contractors in order to carry out functions for EPA compatible with the purpose 
for which this information is collected; to other Federal agencies when they possess 
TSCA C6t and need to verify clearance of EPA and EPA contractor employees for 
access; to the Department of Justice when related to litigation or anticipated litigation 
involving the records or the subject matter of the records; to the appropriate Federal, 
State, or local agency charged with enforcing a statute or regulation, violation of which 
is indicated by a record in this system; where necessary, to a State, Federal, or local 
agency maintaining information pertinent to hiring, retention or clearance of an employee, 
letting of a contract, or issuance of a grant or other magistrate or administrative tribunal; 
to opposing counsel in the course of settlement negotiations; and to a member of 
Congress acting on behalf of an individual to whom records in the system pertain. 

Furnishing the information on this form, including your Social Security Number, is 
voluntary but may prevent the contracting organization from being given access to TSCA 
CBI and may therefore make impossible the performance of any task which requires 
access to TSCA CBI. 



--- 
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md R a . c r A a S t # ~on rmwm Men,crrcdrrngmU lam. 1193 

Unread Stma IEnwwmauU
wrriingla #:r0140 

*gmer 

Confidentialitv.Aareement for Contractor Emalovsas r--#

Unon Relinauis%inaTSCA CBI Access Authoritv 
I 

As an employee of the contractor/subcontractor named above per
forming work for the United States, Ihave been authorized access to 
confidential business information (C81) submitted under the Toxic 
Substances Control Act (TSCA) (15 USC Section 2601 et seq.). This 
access authority was grantedto me inorder to perform my work under 
the contract number cited.above. 

I understand that TSCA CBI to which I have had access under the 
contract may be usedonly for the purposesof performingthe contract. I 
also understand that TSCA CBI may not be disclosed except as autho
rized by TSCA or �PA regulation. 

I certify that Ihave returned al l  copies of TSCA C81 materials in my 
possessionto either the appropriate document control officer specified 
in the �PA-approved security plan in effect at my company or an EPA 
TSCA document control officer. 

t agree that 1 will not remove any copies of materials containing TSCA 
CBI from the premises of my company or from EPA premises upon my 
relinquishmentof TSCA CBI access authority. Ifurther agree that Iwill 
not disclose any TSCA CBI to any person after my relinquishment of 
TSCA CBI access authority. 

Iunderstand that as a contractor employee who has been authorized 
access to TSCA CBI, under Section l q d )of TSCA (15 USC 2613(d))I am 
liable for a possible fine of upto 56,OOO and/or imprisonmentfor upto 
one year if Iwillfully disclose TSCA CBI to any person. 

If Iam sti l l  employed by the contractor, Ialso understand that Imay be 
subject to disciplinary action for violation of this agreement. 

Iam awace that Imay be subject to criminal penalties under 18 USC 
Section 1001 if Ihave made any statement of material facts knowing 
that such statement is false or Iwillfully conceal any material fact. 
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L 

Unlted States EnvironmentalProtectionAgency Social Security Number 
Washington, Dc 20460&EPA - - I 

Part 1. To Be Completed by Employee 
Employee Name Current Organizationand Location EffectiveDate 

Employee Separation or Transfer Checklist 

'Type of Action Address (Fowardhng or that of gaining Government unlt or agency)
-1 Separation from Government ' 

I Transfer to Other Government Unit I 
Reason tor Leaving 

C 
Part 2. ResRonsible Officials Must ComRlete All items in this Part 

Please clear the abovenamed employee. Final salary payment and application for retirement will be delayed until clearance is completed. 

Item 
Advance Leave 
LWOP/Health Benefits 
Outstanding Travel Advance 
Outstandina Travel VoucherI -

IP~yroi l / l ravel 
GTR/Airline Ticket 
Diners' Club (TM)Credit Card 
Permanent Change af Station Requirements 

lmprest Fund 

Jury Outy Fees 

Salary Checks 


Personnd 
Training Termination Statements 
Completionof Employment Agreements 
Library Issuances

OthU 
' Security Termination Statements 

Audiovisual Equipment 
EPA ID Card 

Security/ KeysFacilities 
Parking Permit 
Special Credentials 

Clearance 
Yes No Signature and Date 

I

I 
~ 

-

Part 3. Certification and Clearance 
The Administrative Officer/Supervisor must certify that the above-namedemployee has accounted for the Items llsted below. 

Clearance Clearance 
item Yes No Item y n  NO 

Personalproperty C81documents 

Telephonecredit cards NCC computer user ID 

Propmy passfes) 1 U.S.-Government-IssuedCredit Card(s) 

SF-44, Purchase Orders I I Official Passport (lf yes,phone OIA/Passport Owice) 

7 


Not Cleared (Explain under Remarks) 

Remarks 

CerUflcrtion 
I certify that tho statements I havr made on this form and all attachmentsthereto are true, accurate, and complete. I acknowledge
that any knowingly false or misleading statement may be pucishableby fine or imprisonmentor both under applicable law. 

I certify that dl U.S. Governmentproperty (includingan official passport) and records have been returned (Signature) Date 

I 
Personnel Offlce Afflrmrtlon of Clearance 

'Signaturrof Servicing Personnel mica Titie Date 

. _  

EPA Form3110.1 (Rev. 2-88) Previous editions are obsolete. 	 Original . . , . Personnel 
Coov . . . . . Pavroll193 




, 

Privacy Act Statement 
Authority 
Social Security Number. Executive Order 9397 dated November 22,1943. 

Forwarding Address: Reorganization Plan Number 3 of December 2,1970. 

Purposes and Uses 
Social Security Number: Disclosure by you of your Social Security Number (SSN) is voluntary. It will 
be used to properly identify your records on file with the US. EPA in various program areas from which 
you are obtaining certification of clearance. The information gathered will be used only as needed to 
complete the clearance process as required by EPA Order 3110.5A. 

Forwarding Address: Disclosure by you of your forwarding address is voluntary. It will be used in 
forwarding official papers or appropriate information, and to mail documents to you or to a gaining 
Govern ment unit or agency. 

Effects of Nondisclosure 
Social Security Number: Withholding the SSN will cause a delay in the separation process ormay result 
in your not being cleared for separation. 

Forwarding Address: Withholding the forwarding address will cause a delay in the separation process 
or may deter your receipt of outstanding paychecks or other authorized documents. 

EPA Form 3110-1 (Rev. 2-88) . 
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Appendix 12 

DOES NOT CO!'<ilThlN NATIONAL 
cFCURlTY INFOFIMATION (E.O. 12065, 



. .  . . .  

. . .  

. .  

. . .  
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. .  
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. . .  . . .  
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. .  

. .  

. .  
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bntcr Document Control Number or 
Bar CodeTSCA CBI Security Manual ; ; i ] ]  Appendix 13 

. . . . .  

, United States Environmental Protection Agency 
Washington, DC 20460SEPA I 

locument Description IDate 

CONFIDENTIAL 

TOXIC SUBSTANCES CONTROL ACT 

CONFIDENTIAL BUSINESS INFORMATION 

Does not contain National Security Information (E.O.12065) 

The attacheddocumentcontainsConfidentialBusinessInformationobtained 
under the Toxic Substances Control Act (TSCA 15 U.S.C. 2601 et seq.) 
TSCA Confidential Business Information may not be disclosed further or 
copied by you except as authorized in the procedures set forth in the TSCA 
Confidential Business Information Security Manual. 

If you willfully disclose TSCA Confidential Business Information to any 
person not authorized to receive it, you may be liable under section 14(d)of 
TSCA (15 U,S.C. 2613(d))for a possible fine up to $S,OOO and/or impnson
ment for up to one year. In addition, disclosure of TSCA Confidential 
Business Infomiation or violation of the procedulzs cited above may subject 
you to disciplinary action with penalties ranging up to and including dis
missal. 

CONFIDENTIAL 
. .. . .. .  . .  . . .  
..I
. . .. .. . .. . .  . .  . . .. . .. .. ... . . .. .. . .. . .. . .. . .. . .. .. . .. . .. . .. . .. .. . .  

. .  

. .  

. .  

. .. .. .. .. .  

. .  . .  

. .  

. .  

. .  

. .  

. .  

. .. .  

. .  . .  . .  . .  . .. .  

. .  , .  

. ., .  . .  

. . .  

. . .. . .. . .. . .. . .  . . .
‘ .  
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L 

United States Environmental Protectron Agency 

Washington. DC 20460


,&EPA TSCA CBI Visitors Lon 

Individual’s Name Organization Date Time Purpose of Vislr 

\ 

I 


I I 


i 

~ 

I 


I 


1
I 

1 1 


I
I 


I 


~ I 


, 
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United States Environmental Protection Agency 
Washington, DC 20460 

t \ 

SEPA Permanent Transfer Receipt for TSCA 
Confidential Business Information 

I acknowledge receipt of the following documents containing 

1. DCN/Copy Number 

2. DCN/Copy Number 

3. DCN/Copy Number 

4. DCN/Copy Number 

5 .  DCN/Copy Number 

' 6. DCN/Copy Number 

7. DCN/Copy Number 

8. DCN/Copy Numkr 

Date of transfer 

TSCA Confidential Business Infoxmation. 

Description 

Description 

Description 

Description 

Description 

Description 

Description 

Description 

Name of Sending DCO/DCA 

Signature of Recipient DCO/DCA 

INSTRUCTIONS 

1. To be used only for permanent transfer of TSCA CBI. Transfers must be made by a 
DCO/DCA. 

2.The sending DCODCA must keep the original of this form after it has been signed and 
returned by the recipient DCODCA. The Recipient DCO/DCA must keep a copy of the 
receipt after returning the original to the sending DCODCA. 

EPA Form 7740-26 (10/92) ' /Io 
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United States Environmental Protection Agency 
Washington. DC 20460 

Temporary Loan Receipt for TSCA 
Confidential Business Information 

I acknowledae receipt of the following documents containing
TSCA Confidentia Business Information. 

. OCNKopy Number 

,.DCN/Copy Number 

'. DCN/Copy Number 

'. DCN/Copy Number 

1. DCN/Copy Number 

1. DCNICopy Number 

'.DCN/Copy Number 

)ate Loaned 

lame of Recipient 

Description 

Description 

Description 

Description 

Description 

Description 

Description 

Name of Lender 

Signature of Recipient 

Instructions 
1. To be used only for temporary transfer of TSCA 
CBI. Transfers for more than thirty (30)days must 
be made through a DCO. 
2. The lender must keep the original of this form 
after it has been completed and signed by the recip
ient, and give the copy to the recipient. 
3. The lender must give his or her copy of this form 
to the recipient when the recipient returns the doc
ument(s)to the lender. The recipient should destroy
both copies. 

EPA Form 7740-14 (10-85)Replaces EPA Form 7710-44, which IS obsolete 
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United States Environmental Protection Agency
Washington, OC 20460GEPA Memorandum of TSCA CBI Telephone Conversation 

~ *Xu" *w* s. .", A II. EPA CmployeWI2iiritX2aii+Gi " 

Name of Employee - . *  Date 

Organization Time 
\ 

Call is Name 

I
Number organization II'I 

Ill. Concerning what TSCA CBI? 

IV. Content 

�PA Form 7740-12 (10-85) 
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Revised December 1990 

QUESTIONNAIRE FOR 
O.M.B.No.3206037 

U.S.Offced Personnel Manaaement SENSI~VEPosinoNs NSN 75(040634-#36 
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Fill in your full address for every place you have lived beginning with the present (#l)and working backward 15 years..If you anended schd away from your permanent residence, list the address you lived at while attending schod. 
For any address in the past 3 years: 
- List a petson who knew you at that address, preferably someone who still lives in that area. 
- If address listed is "General Delivery." a Rural Route, or Star Route, provide directions for locating the residence on an attached 

continuationsheet, and show the block 1. 

To I 
Name ol Person Who Kmwr You Street Address Apt. X Clry (Counvy) stale ZIP cod4 elephone Number 

I I I I I  0 

MoortvYeer MwrtNyear Code Name of School Degree~Oiploma'Other[show earn degree MontWYear 

#l and date recerved rl Code2) 
To 

Street Address and City (Country) of School State ZIP Code 

i I i I I 
Name of P e w  Who Knew You I Sweet Address and City (Country) I State I ZIP Code Telephone Number 

MonrtvYesrMontWear cod0 NameolSchool Degree/OiplMna/Other (show ea& degree MonttuYew 
tJ2 and date received it Code 2) 

To 
I I I I 

ZIP codeS t w t  Address and City (Counoy)of schod 

Name of P e w  Who K n e w  You Street Address and City (Country) 

nAonevYesrMontWYear Code NameofSchool 

#3 
To 

Street Address and City (Country) of School 

Name of Person Who K n e w  You [ Street Address and Clty (C0unW-y) 

State 

t I  f I I I  
State ZIP Code Telephone F'. lber 

I I I I l (  1 
DegrewDiploma/Orher [show ea& degree MonttuYear 
and dare recemd il Code 2) 

State ZIP Code 

I I  I l l 1I State [ ZIP Code I Telephone Number 
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Fill in your employment activities. beginning with the present ( t i )  M d  working backward 15 yoerr. INCLUDE: 

all full-dme work all paid work self-employment
all part-time work active military duty all periods of unemployment 

IN THE NUMBERED ACTIVITY SECTION USE ONE OF THESE CODES IN THE cdbE BLOCK: 
1 - Active military duty stations E - State Government (Non- 7 - Unemployment (Enter name 9 - other2 - National GuardlResewe federal) employment
3 - U.S.P.H.S. Commissioned Corpb 6 - Self-employment (Enter 

of person who can verify) 

4 - Other Federal employment business name and/or name 
8 - Federal Contractor (list Con-

of person who can verify) 
tractor, not Federal agency) 

FOR EACH ACTIVITY SECTION, provide information requested. For example, ifYOU had worked at XY Plumbng In Denver, CO, for 3 
separate periods of time, you would enter dates and information concerning the mOst recent Derlod of employment first, and prowde dates, 
positiontitles, and S U p e W b r S  for the two DreVioUS Deriods Of employment in the appropriate M o c k s  below that information. (FW IoCBIIwIa 
oumde the U S ,  shw ay and cwoty ) 

To .i I Tn I 

To I To 
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To I 	 To 

To 

. . .  
IF 

MonfNyM?Monlhlyew Your Posioon Tide 6 Supervisor's Name 

To To 

TO To 1 

-# I , 1 - 1  I 1 - 1  I I 
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List twopeoplo who know you well and live in the United States. 

11 0 

List any activities which you may wish to have considered as reflecting favorably on your reputation lor leadership, responsiblliw, honesty, 
and integrity in tho last 15 yenrr. (Responso Optionnl) 

m To I I 

13 To I I 

a. Do you have any foreign property, business connections, or financial interests? I 
b. Are you now w have you ever been employed by or acted as a consultant 'oca foreign government, firm, or agency? 
c. 	 In the last 15 years, have you had continuing Contact with a national of any foreign country designated by the agency 

instructing you to fill out this form? (NOTE: Ifthe agency wants you to nnswer this question, it will provide you with 
a list of countries.) 

-s I _I * x.avlx '* =i *r I I 
If you answered Yes' to a, b, of c, explain in the space below: 

Ust foreign countrlea you have vlsited, beginning with the most current ( W l )  and working backward 15 yenrr.
Do not lndude countfie8 covered in item8 9, 10, and 11. 

16 YOUR MILITARY HISTORY 
a. Have you served In the United States military? . . . ... . . .. . .. . .. . , . . .. . .. . . . . , ., . , . . . ., , . ., .. . . , , .. , , 

Have you served in the United States Merchant Marine?. . . . .. . . . . . . . .. . .. . . , . , . , .. . .. . . . , . , . . . . .. , .. 
H your a 8 W W  to qUMtiOnS iO "&'GO TO QUESTION 17. 
If your anrwer to question is "yeS."GO TO b. 

b. 	 Starting with the most current (Y1) and working backward, enter informationfor all periods of active service into the table below. 
Mark "0' blodc for Officer or "E"M o d c  for EdistW.-
In the "Code' block. use one of these coder: 
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_ -
Give full names and enter the correct code for all relatives. living or dead, specified below: 

1 - Mother (first) 4 - Stepfather 7 .Stepchild 10 - Stepbrother 13 - Half-sister 16 .Guardian 

2 - Father (second) 5 - Foster parent 8 - Brother 11 - Stepsister 14 - Father-in-law 

3 - Stepmother 6 - Child (adopted also) 9 - Sister 12 - Half-bother 15 - Mother-in-law 


hlon wrr.rlng t ~ k m ~ l  
Country 01 Elrtk Citlzonshlp star.( c o u n t ~ )of Uvlng R01atlv.r 

U 

U 

1 '  I 

2 I 

I .  

I . 

I 

I .  

I 

I 

I 

18 	 YOUR MARITAL STATUS 
Mark m e  of the following boxes to show your current marital status: 

3 - Separated1 - Never married (go to question 19) R4 - Leqally SeparatedR2 - Menid 

b u n w y  d Citizenrhip 

5 - DivorcedR6 -Widowed 

Oats Marr:ed Place Married (Indude munny i f  ourside #?eUS.)  Srate 

if Separaled. Date 01 Separation (MOlDayNr.) IfLegally Separated. Where is me RecDrd Located? Ciiy (Counrry) Snte 

I J 
Address of Current Spouse (Sbwr, city. and wunay if ourside r)~,US.) 

1Q PERSONS UVING WITH YOU 

Stare ZIP Code 

I 

Does the citizen of another country, or a United States atken by other than birth, live at p u r  residence? If "Yes," provide the 
information required below. H a United States citizen by other than birth lives with you, show both "United States" and priw 
muntrv of dtizenshia below. Don't list vour smuse or other relatives YOU wonded in ouestion 17 

N.nrdPmon I Country of cni~~ruhip i Rolationahip 

71 I 
Enter your Social Security Number before going to the next page * I I I 1 . 1  I 1 . 1  I I I I 
Page 6 

I 
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U.S.Office of Personnel Manaaement
-
FPM Chapter 732 (For National Security) 

-- ._ 
20 YOUR SELECTIVE SERVICE RECORD 

a. 	 Are you a male born after Decdmber 31, 1959? If "No,"go to 21. If "Yes;' go to b,--.-_ ~ _ _
b. Have you registeredwith the Selective Service Sysierny il "Yes." ,,r&de y w  ~ C + \ J W , ~ I ~ C ) ~ ~number. ,i"No," show me 

reason for your legal exemption below. 

Regumdon Numbw 
I
Legal Exempaon Expranaoon 

Dab of Diachargo (Man$ a?deYoarh ~ T y p o f  Discharge: I 
b. 	 Have you ever been subject to cwrt-martial or other disciplinary proceedings under the Uniform Code of Military Justice? 

If "Yes,," list any disciplinary proceedingsin the last 15 yean and all courts-mariial. (Indude non-judiaal and Captan's 
mast. etc.) 

egin with the most recent occurrence and go 

1 - Fired from a job 3 - Left a job by mutual agreement following allegationsof misconduct 5 - Left a j?b for other reasons 
2 - Quit a job after being told 4 - Left a job by mutual agreement following allegations of under unfavoraMe circumstances 
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25 ILLEGAL DRUGS AND ALCOHOL Yes No I 
8. 	 In the last 5 years, have you used, possessed,supplied, or manufm'red m y  illegal bugs? When used without a 

presalption, illegal drugs indude marijuana, cocaine. hashish, narcotics (opium. morphine, codeine, heroin, etc.). stimulants 
(cocaine, amphetaminas, etc.), depressants (barbiturates, methaqualone, tranquilizers, etc.). hallucinogenics (LSD, PCP, 
eta). (WE:The infarmcuion you provide in response to this question will nor be provided for use in any criminal 
procedngs against p.). 

b. Have you experienced problems (disaplinaryactions. ewctians, formal oomplaints, etc.) on or off a job from your use of 
illegal drugs or alcohol? \ 

MontNylcumtNyow TypoofSub8!ance 

To 


l'a I 

nr w-ogoring 
1-DefOMODWWtlMM 4 - FBI 
2 - S P N  oepsrmwnt 5 - Troar~y-IN 
3 - Ollicrd Pomomml MaMglcnnt 6 -o(her (Spec@) 
ManrNy~v Agency OdrerAgmcy

cdo 

E X p l ~ t i o n  

I 

coder for Socuny Cleamna R-ed 
0 - Not Required 3 - TOp k f O t  8 - QNonsenrwo 
1- Coofidonttrl 4 - Senmwo Compmrnonted lnfotmatm 7 - L 
Z - S e a e t  5 - QSensitiW e-mer 

Clesrana MCnWsu A ~ e o c y  OCherAgency Clwraf!Ca 
codr code ced. 

b- TOyour knowledge, have you ever had a clearance or access authorization denied, suspended, or revoked, OT have you Yes I No 
ever been debarred from government employment? H "Yes," glve date of action and agency. I 

Monbryw Depcvmrmt or Agency Taking Acnm McncNyeu Deparmrent or Agency Taking A a o n  

I I I 

27 YOUR flNANUAC RECORD Yes No 
a. In tho l u t  5 y ( ~ 1 8 ,h a w  you, or a company ovol which you exerdrsd some control, flied for bankruptcy, been declared 

bankrupt, k e n  subjod to a tax lion, or had I0gg.l judgment n n c k r d  againat you for a debt? H you answered "Yos," 
provide date of lnltlol adon and othr Information rrquestod bekw. 

I I I I I  

I I I I I I  
b. 	 Are you now over 180 days delinquent on any loan of flnvdal obligation? lndude loans or obligations funded or Yes No 

guaranteed by tho Fodorrl Qovwnmmt. (ttm Sf 171, Appfkalion for Fe&ra/ Enployment, MI/ be aftadred, you do 
nor need to repear Fedwsl Gavemmr dellnqumdes. See the insmrcilons headed "How is me SF 171 used wirh 

M O n m / y w  TypeofLmnaWigPbn NunvrAddreu d Creditor or Obligee State ZIP code 
and Acawnt 8 

1 I I I I 1 1 1 1 

I I I I I  

I I I I I I I  

Enter your Social Security Number before going to the next page .,-
A"" * +I , , 1 - 1  , 1 - 1  , , I I 

Page 8 
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a. 	 In the last 15 years, have you been an officer or a member or made a contribution to an organization dedcared to the 
violent overthrow ofthe United States Government and which engages in illegal activities to that end, knowing that the 
organization engages in rudl act iv i t i~with the spedfic intent to further such activities? 

b. In the last 15 years, have you knowingly engaged in any ads or acZvities designedto overthrow the United States 
Government by force? If you answered ”Yes’ to a or b. explain in the spacebebw: 

\ 

questions and any informdon’you wGM like to add. If more space Is rweded than what is provided below, use a blank sheet(s) of paper. Start 
each sheet wim your name and Sod& Security Number. Before each answer, identifythe number of the quesb. 

After completing Parts 1 and 2 of this form and any attachments, you should review ‘youranswers to all questions to make sure the form is 

I read each question asked of me and understood each question. My statements on this form, and any attachments to th. 
form, are true, complete, and correct to the best of my knowledge and belief and are made in good faith. I understand that 
a knowing and will risonment or both. 



TSCA CBI mtr 
S t d u d  Form 86 

Rewrd Dace- loo0 

U.S.- of Pmonnd Mmqamrm

FPM Chapter 732 


UNITED STATES OF AMERICA 
, 


AUTHORIZATION FOR RELEASE OF INFORMATION 

Carefully read thie authorization to release information about you, then sign and date it in ink. 

I Authorize any investigator, special agent, or other duly accredited representative of the U.S. 
Office of Personnel Management, the Federal Bureau of Investigation,the Department of Defense, 
and any authorized Federal agency, to obtain any information relating to my activities from 
schools, residential management agents, employers, criminal justice agencies, retail business 
establishments, or other sources of information. This information may include, but is not limited 
to, my academic, residential, achievement, performance, attendance, disciplinary, employment
history, and criminal history record information. 

I Understand that, for financial or lending institutions, medical institutions, hospitals, health 
care professionals, and other sources of information, a separate specific release will or may be 
needed, and I may be contacted for such a release at a later date. 

I Further Authorize the US. Office of Personnel Management, the Federal Bureau of 
Investigation, the Department of Defense, and any other authorized agency, to request criminal 
record information about me from criminal justice agencies for the purpose of determining my
eligibility for, assignment to,or retention in, a sensitiveposition, in accordance with 5 U.S.C. 9101. 

I Authorize custodians of recorde and sources of information pertaining to me to release such 
information upon request of the investigator, special agent, or other duly accredited representative
of any Federal agency authorized above regardless of any previous agreement to the contrary. 

I Understand that the information released by records custodians and sources of information is 
for official use by the Federal Government only for the purposes provided in this Standard Form 
86, and may be redisclosed by the Government only as authorized by law. 

Copies of this authorization that showmy signature are as valid as the original release signed by 
me. This authorization is valid for two (2) years From the date signed. 
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U.S.Office of Personnel Management For US. with the SF 86, Ou~stiOnndrOkr SondtlvO Posltlons (for NstlanalSocurlty):_. NS 75u)+-6
FPM Chapter 736 SF 85P,Oumtlonnriro for PuMk Trust Pb@ons; 86202 

and 9F 85. Quwtbnn~lrofor Non-Sonsltlve Posltlons 

MoomrYear MomNyear IYour Winon Title & Supervisor'sName MonWfear MonrNYear Your posinon Tide 6 Supervisor's Name 

lo To 

To I To I 
MonthNeu M M W e w  cod. Employer's Name/Ulttary SewiQVUnemploymencor Sdf.Employmen1Venfier Ywr Postnon Tide 

lo 
Employer'sNenfii'sStreet Addrew City (Country) State ZIPCode Telephone Number 

I i i l i  ( ) 
Smet Address of Job Locatm (if diffenmt ban Employer'sAddreu) Clly (Couny) Staa, ZIP coda Telephone Number 

I I l l 1 ( 1 
Supecvisor's Name h Street Address (if ditferent than Job Loa*) City (Country) Stam 1 ZIPcodo TelcphoneNumber 

MMmNear Mmtlvvear Your Posinm Tide 6 Supervisor'sNam MonUvYear MooWfear Your Posioon Title 6 Supervisor'sName 



1/03 TSCA CBI Security M M ~  	 7700 
...a 

YOUR EMPLOYMENT ACTIVITIES (Continued) 
mmearbmear 1- [ Ernployer's NaWMlitary ServiWUnempioymentor Self-Employment Venfter Your  Posinon Tide 

MonWear MMltWear Your Posiuon Title 6 Supervisor's Name 

To 

Tn 

MontNYear MontWear Your Position Tide 6 Supervisor'sName 

To 

To 

MonUvYear MontWear Your Posinoo Tide 6 Supervisor's Name 

To 

To 

MonWear MontWear 

To 

To 

MontNYear MontWear 

To 


To 

MonWear MontWear 

To 

To 

Your Posinon Tide 6 Supervisor's Name 

Your Position Tide 6 Supervisor's Name 

Your Position Title & Supervisor's Name 

I i I 

MonWear MonWear I &de 1 Employer's NamwMliwy Servica/Unempioymentor SelCEmployment Venlier I Your Posinon Tide 

To I 
tmployer's'Vertfier's Street Address Clly (Couny) Stale ZIP Code Telephone Number 

I I l l 1  ( 1 
Sweet Address of Job Locam (if diflennt man Employer'sAdd!-) Clly (CounY) State LIP Code Telephone Number 

f I l l 1  Telephone Number 
Supervisor's Name 6 Street Addresa ( i f  different than Job Locanoo) Clly (Counvy) State 

ZIPCode ( 1 

I I I I I  ( 1 

Tn I I To I 
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1 L INOEL L Y IORS 10 L LltTlC 

I r m y I  



TSCA CBI Security Manu1 

.- AVAILABLE 

FEDERAL BUREAU OF INVESTIGATION 
UNJTED STATES DEPARTMENTOFJUSTICE _ _  

WASHINGTON. O.C.20537I .  LOOP 

THE L INES BETWEEN CENTER OF 
LOOP AND D E L T A  MUST S H O S  

2. WHORL 
1 

3. ARCH 
1 

APPLICANT 
TO OBTAINCLASSIFIABLE FINGERPRINTS 

I USf BLACK PClNTEl S INK 
I DIS~llBUTEINK EVfNLV ON I N K I N G  5LA6 
3 WASH AND DRY FINGElS 1HOROUGHLY 
4 #OLL LINGERS FCOU NAIL 1 0NAIL AND AVO10 ALLOWING FINGERS 7 0  SLIP 
5 BE SURE IHPMSSIONS ARE ~ E C O R D E OIN C O R I E C l  ORMR 
6 	 IF A N  A H P U T A l I O N  0. OEFORMIlY M A K f 5  l r  IUPOSSIWE 7 0PRINT A FlHGER WAKE A w O l A T m  TO TYAl  EFFECT 

IN TYE INDIV IOUAI  F I N i E @BLOCK 
7 	 IF COME C H ~ l ' t A LC O N O ' r l O N  MAKES I 1  IMDOJSIQf r o O B 1 4 W  P f W f C l  IMPIE IS IOWJ MMlTlWE BEST THAT C A N  BE 

OOTAINED WI'Y A WH3 STAPLED r 0  W E  C A ~ O ~ Z P L A I N I N CW E  ClItC'JYST4MC(S 
8 EXAMINS THF CO.r*<E WD PRINlS 10Sff IF 1Hf T C A N  OE ClASIIFIED B t A I I N G  IN M m D  lMA1 MO$T C ~ P r r N t s  

FALL lNrO THE PArTERNS SHOWN ON fHlS C A W  fOTHfR CAlTERN5 OCCUR INclEOUfMTLY A W A I  NO1 SHOWN YERE 

THIS CARD FOR USE BY: mVETW8 WAC� RANK 
I LAW f N F @ P X Y Z N l  AGENCIES IN FINGERPRINl lNG APCLI. 
C A N I S  FOR LAW ENFORCEMENT POSITIONS * 

I OFFICIALS 9 F  STATE AND LOCAL GOVERNMFNlS F O I  PUR. 
POSES OF EMPLOVMfN' LICENSING A N 0  PERMITS AS AUrWbR 
IZEO UY STATE s r A r u i f s  AND APPROVED BY ATTOINEY 
GENERAL OF Wf UN'-ED STATES LOC41 AND Z O U N W  0931 

3 U 5 GOVEllNHENl 4CENClES AND OW�R ENllTlFS tEOUlRED 
8Y FEDERA< LAW '. 
4 OFFICIALI OF FECERALLY CHARTERED 01 INSURED BANK. 
.NG INSllXJIIDNS '0 'ROMOfE OR MAINTAIN THf SECURlfY 
3 F  TMOSf INSlirUI13NS 

INSTRUCTIONS 
' I  PRINTS MUS1 ~IIST OE CHKOIEO rwouGH r H t  APPIO. 
* l l A l E  i l A l E  lD fN I lO1C4110N BUREAU 4ND ONlV WOSE FINGER. 
' P W l S  COR WWCn N3 OlSOUAt IFY ING IfCON) WAS SE�M COUW 

iOCALL* S+4OdUYB f  S U I M l l V D  FOR FBI SEARCU 

1 PRIVACY 4CT OF fa74 (P L P).S788 efOUlOFS fMA1 SEOEOAt 
SlATE OR L O C A l  AGENCIES INFORM INDIVIDUALS WWOS \bClAL 
iECURlTY NUUBER IS PEQUESTED WWflHER SUCH O l Y l C S u l C  IS 
UAN34rOW OR V O t U N l A R Y  MSIS OF AUlHORllY -011 SUCH 
SOLICITATlON AND USES WHICW WILL BE MADE Of IT 

'3 IDENTITV OF CRIV4 lE  CONTWACTORS S K x l l D  I S H O W N  

IN SPACE ~ M P i o r t RAND ADDRESS rwc coNrmeurar 1s r w  
YAM� OF TU� AGENCY SUBMITTING THE C I N G E I C W N r  C A I 0  TO 
'ME F H  

1 FUI N U M B f I  If K N O W N  SHOULD A m @EfURNISH�D IN 
rwt  A P P R O P R ~ A ~ LSPACE 

UI5CELLANEC)US NO OfCOIO O T M O  4IMEO K3RCES NO 
D A S S P O l l  NO :PP: A l ' E N  R E G l S T I A r l O N  NO ARl K W T  SE 
ZURlTY CARD NO PSI SELECTIVE SERVICE NO 551 VPTERANS 
4 D M I N I S l R A l l O N  CLAIM NO (VAI 

I 
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WBQmmQx 
SUWECP: Requort for Building Pair 

FROU : Ann LinMY&8 2 ,  hi8f 
Security and Proparty Manrg8r8nt Br8nch 

To: PtOj8Ct OffiC8rS 


Building pas808 ar8 intended Only to id8ntify contractors 
entering one OF th8 EPA Headquart8rr building8 and arm not intended 
for contr8ctor8 to US8 a8 id8ntifiC8tiOn to C88h Ch8Ck8, enter 
othar govamrant facilities, obtain airline tichts, rant v8hichs 
or obtain hotel res8rvation8. 

Building passer will b8 issuod only to contr8ctot 8mploy8es
who work on-sit8 for 24 hour8 or more a y a k .  Uanaganent p8rsonn.l
who pariodically visit on-sit8 p8rsanrml sha l l  no t  br issued 
Building Passas. Project officers whose parsornel ar8 on-site less 
than 24 hours a we8k must provid8 a m8morandu- sxplaining th8 nood 
l o t  a building pa880 

Couri8rs shall not bo issued 


All information must b8 typ8d or naatly printad on the request
torn. If th8 printed nam8 of th8 Proj8ct Officer cannot be read, 
the form will b8 r8turn.d without action. 

Th8 Parr and ID Office i s  op8n from 8 : 3 0  an to 3:30 pm, Monday
through Friday and op8rat.r on a first cop8 tirrt s8we b a s i s .  
Individual8 requiring building parre8 should oith8r bring t h e  
R8qU8St fOt Building Pa88 with them or mail it to th8 Security
Oftic8 (PH-21S). Forarr, will b8 maintainad in a susp8ns8 file f o r  
30 days a f t U  it is r8C8iVad and then retu 
that no action was taken. If a requas
handcarria by th8 applicant, it shall b8 valid only for 30 days
from the drt. i t  f 8  sign& by th8 PrOj8Ct Officer. 

QU8stionS should b8 addressed to the Security Manaqement
Section at 382-6352. 
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FROM: 

TO: 	 H. Brook8 H-Pin, chi8e 
sacurity Management Saction 

I r8-8.t that th8 b810W li8t.d p o t 8 O M O 1  b.l i S 8 U d  a Building
Pa.8. Tho follovinq data is furnished: 

I understand as Projact Offic8r, I am r8rponsibla for 
retrieving the above building pasr(88) should: 

I. 	 Th8 individual(8) transfar or tarminata and no longer
requir.8 accara. 

2 .  	 Th. individual(8) naad Cot aCC8b8 to EPA b8 changed to 
1.a. than 24-hour8 a U88k. 

3 .  Thr contract expiras. 

PO'S D I V I U I O Y  OATS 



IUnited Statem Environmrntd Protection Agency 
Waohin ton, D.C. 20480I\flEBA - .  

Request for Approval of Contractor Access 
to TSCA Confidential Business Information 

Requesting Official Signature I Oats-
Title and Office 

_ _  

Contractor and contract number (if modification) 

I .  	 Brief description of contract, including purposes, scope, length, and othar important details. (Continue on the back of this forn 
if necessary) 

~ ~~ 

I ! .  What TSCA CBI will be required, and why? (Continue on back if necessary) 

I l l .  Will computer access to TSCA CBI be required by the contract7 If so, explain why and to what extent on the back of this form. 

If you opprove thio roqueot, thio office will initiato procedure. to onoure c o m p l i ~ c owith tho "TSCA-CBI Security Manual'. 

Approved (Signature) Data 

EPA Form 7740-17 (Rov. 9-92).Replacer EPA Form 7710-16.. which io obdote.  127 /IZPj( 



-- 
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CONTRACTOR INFORMATION SHEET3EPA - CONTRACTOR TSCA CBI ACCESS/TRANSFER 

1. Contractor Name (list all subcontractors on separate conmctor informationsheets) 2. Contract 3. Prime 
Number 

Sub 

4. Corporate Address_. 5. Site Address (where TSCA CBI will be stored) 

6. List Previous Contract Number if renewal 

a) Name b) Soc.Sec. No. c) Telephone d) AddresslMaii Code 

7. EPA Project 
Officer 

8. EPA DOPO/WAM 

9. EPA Task Mgr. 

10. Contractor 
Project Officer 

11. Contractor DCO 

12. Contractor At. 
DCO -

13. Description of duties to be performed by contractor that require TSCA CBI access (use attachment if necessary): 

14. By Section of TSCA, type(s) of data to be accessed: 

15a. Will CBI be 15b. If CBI will transferredto 16a. Has a contrador Security 
transferred off EPA a site other than listed in Cettificatiin Statement been 
site under contract? item 5 above, list site. approved,by TSCA.Security Staff? 

(YAW ( Y N  

17. Desired Date for 18. Access desired until 19. Contract Expiration Date 
access to commem Iwhat date? 

21. EPA Project Officer Signature and Date 

Please return thls form wlth a copy d: 
1. Statement of Work, 2. EPA fonn 7740.17, 3. C81 Clause from contract, and 4. Securfty Certiflcatlon Statement 

16b. TSCA Security Staff 
Facility inspection Date. 

20. Iscontract 
renewable? 

to: U.S.�PA, TSCA C81 Access Staff, TS-790,401 M Street, SW, Washington, DC 20460 
(202-260-1532) 

~~~ ~ ~ 

'AFOITTI 7740-27 (10/92)' 
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Appendix 8 

DATA SECURITY FOR 	TSCA CoNPZDeNTm-8lfSxsE"s;S I*OmTION 
(EP52.235-120) (AUG 1993) 

The Contractor shall handle Toxic Substances Control A c t  
(TSCA) confidential business information (CBI) in accordance with 
the contract clause entitled "Treatment of Confidential Business 
Informationn and "Screening Business Information for Claims of 
ConfidentialLty." 

(a) The Project Officer (PO) or his/her designee, after a 
written determination by the appropriate program office, may
disclose TSCA CBI to the contractor necessary to carry out the 
work required under this contract. The Contractor shall protect
all TSCA CBI to which it has access (including CBI used in its 
computer operations) in accordance with the following
requirements: 

(1) The Contractor and Contractor's employees shall 
follow the security procedures set forth in the TSCA CBI Security
Manual. The manual may be obtained from the Director,
Information Management Division (IMD), Office of Pollution 
Prevention and Toxics (OPPT), U . S .  Environmental Protection 
Agency, 401 M Street, SW, Washington, DC 20460. Prior to receipt
of TSCA CBI by the Contractor, the Contractor shall submit a 
certification statement to the Director of the EPA IMD, with a 
copy to the Contracting Officer (CO), certifying that all 
employees who will be cleared for access to TSCA CBI have been 
briefed on the handling, control, and security requirements set 
forth in the TSCA CBI Security Manual. 

( 2 )  The Contractor shall permit access to and 
inspection of the Contractor's facilities in use under this 
contract by representatives of EPA's Assistant Administrator for 
Administration and Resources Management, and the TSCA Security
Staff in the OPPT, or by the EPA Project Officer. 

(3) The Contractor Document Control Officer (DCO)
shall obtain a signed copy of EPA Form 7740-6, "TSCA CBI Access 
Request, Agreement, and Approvaln from each of the Contractor's 
employees who will have access to the information before the 
employee is allowed access. In addition, the Contractor shall 
obtain from each employee who will be cleared for TSCA CBI access 
all information required by EPA or the U . S .  Office of Personnel 
Management for EPA to conduct a Minimum Background Investigation. 

(b) The Contractor agrees that these requirements

concerning protection of TSCA CBI are included for the benefit 

of, and shall be enforceable by, both EPA and any affected 

business having a proprietary interest in the information. 


(c) The Contractor understands that CBI obtained by EPA 

under TSCA may not be disclosed except as authorized by the Act, 




and that any unauthorized disclosure by the Contractor or the 
contractor's employees may subject the Contractor and the 
Contractor's employees to the criminal penalties specified in 
TSCA (15 U.-S.C. 2613(d)). For purposes of this contract, the 
only disclosures that EPA authorizes the Contractor to m a k e  are 
those set forth in the clause entitled "Treatment of confidential 
Business Information." 

(d) The Contractor agrees to include the provisions of this 
clause, including this paragraph (d), in all subcontracts awarded 
pursuant to this contract that require the furnishing of CBI to 
the subcontractor. 

(e) A t  the request of EPA or at the end of the contract, the 
Contractor shall return to the EPA PO or his/her designee, all 
documents, logs, and magnetic media which contain TSCA CBI. In 
addition, each Contractor employee who has received TSCA CBI 
clearance will sign EPA Form 7740-18, Wonfidentiality Agreement
for Contractor Employees Upon Relinquishing TSCA CBI Access 
Authorityn. The Contractor DCO will also forward those 
agreements to the EPA IMD, with a copy to the CO, at the end of 
the contract. 

(f) If, subsequent to the date of this contract, the 
Government changes the security requirements, the CO shall 
equitably adjust affected provisions of this contract, in 
accordance with the "Changes" clause when: 

(1) The Contractor submits a timely written request
for an equitable adjustment; and 

( 2 )  The facts warrant an equitable adjustment. 



Section L Appendix:8 (a) 

.-L.XX ACCESS TO TSCA CONFIDENTIAL BUSINESS INFORMATION 
_. .. .-  (EP52.235-100) (AUG 1993) 

In order to perform duties under the contract, the 
Contractor will need to be authorized for access to Toxic 
Substances Control Act (TSCA) Confidential Business Information 
(CBI). The Contractor and some or all of its employees working
under the contract will be required to follow the procedures
contained in the security manual entitled "TSCA Confidential 
Business Information Security Manual". These procedures include 
applying for TSCA CBI access authorization for each individual 
working under the contract who will have access to TSCA CBI,
execution of confidentiality agreements, and designation by the 
Contractor of an individual to serve as a Document Control 
Officer. The Contractor will be required to abide by those 
clauses contained in EPAAR 1552.235-70, 1552.235-71, and 
EP52.235-120 that are appropriate to the activities set forth in 
the contract. 

Until EPA has inspected and approved the Contractor's 
facilities, the Contractor may not be authorized for TSCA CBI 
access away from EPA facilities. 



- -  

Section K 

Appendix 8 (b) 

K.XX' CONTROL AND' SECURITY OF=TSCA CONF'IDENTUL BUSINESS 
INF'ORHATION 

(EP52.235-305) (AUG 1993) 

The offeror certifies that--


-- the Contractor and its employees have rea4 and are 
familiar with the requirements for the control and security of 
TSCA CBI contained in the manual entitled "TSCA Confidential 
Business Information Security Manualm. (See also EP52.235-120 
elsewhere in this solicitation,) 



-- 

Appendix 8(c) 
TREATMENT OF CONFIDENTIAL BUSINESS INFORMATION 
.. - - (1552.235-71) (DEVIATION) (AUG 1993) 

(a) The Project Officer (PO) or his/her designee, after a 
written determination by'the appropriate program office, may
disclose confidential business information (CBI) to the 
Contractor necessary to carry out the work required under this 
contract. The Contractor agrees to use the CBI only under the 
following conditions: 


(1) The Contractor and Contractor's employees shall 

(i) use the CBI only for the purposes of carrying out the work 
required by the contract; (ii) not disclose the information to 
anyone other than properly cleared EPA employees without the 
prior written approval of the Assistant General Counsel for 
Contracts and Information Law; and (iii) return the CBX to the PO 
or his/her designee, whenever the information is no longer
required by the Contractor for performance of the work required
by the contract, or upon completion of the contract. 

( 2 )  The Contractor shall obtain a written agreement to 
honor the above limitations from each of the Contractor's 
employees who will have access to the information before the 
employee is allowed access. 

( 3 )  The Contractor agrees that these contract 
conditions concerning the use and disclosure of CBI are included 
for the benefit of, and shall be enforceable by, both EPA and any
affected businesses having a proprietary interest in the 
information. 

( 4 )  The Contractor shall not use any -1 supplied by
EPA or obtained during performance hereunder to compete with any
business to which the CSI relates. 

(b) The Contractor agrees to obtain the written consent of 
the CO, after a written determination by the appropriate program
office, prior to entering into any subcontract that will involve 
the disclosure of CBI by the Contractor to the subcontractor. 
The Contractor agrees to include this clause, including this 
paragraph (b), in all subcontracts awarded pursuant to this 
contract that require the furnishing of CBI to the subcontractor. 
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Confidentiality Agreement for United States Employees
Upon Relinquishing TSCA CBI Access Authority 

In accordancewith my official duties as an employee of the United States, Ihave 
had access to Confidential Business Information under the Toxic Substances 
Control Act (TSCA, 15 U.S.C. 2601 et seq.).Iunderstand that TSCA Confidential 
Business lnformafion may not be disclosed except as authorized by TSCA or 
Agency regulations. 
I certify that I have returned al l  copies of any materials containing TSCA 
Confidential Business Information in my possession to the appropriate docu
ment control officer specified in the procedures set forth in the TSCA Con
fidential Business Information Security Manual. 
I agree that I will not remove any copies of materials containing TSCA 
Confidential Business Information from the premises of the Agency upon my 
termination or transfer. I further agree that I will not disclose any TSCA 
Confidential Business Information to any person after my termination or 
transfer. 
I understand that as an employee of the United States who has had access to 
TSCA Confidential Business Information, under section 14(d)ofTSCA (15 U.S.C. 
2613(d))Iam liable for a possible fine of up to $5,000 and/or imprisonment for 
up to one year if I willfully disclose TSCA Confidential Business Information to 
any person. 
If Iam still employed by the UnitedStates, I also understandthat Imay be subject 
to disciplinary action for violation of this agreement. 
I am aware that Imay be subject to criminal penalties under 18 U.S.C. 1001 if I 
have made any statement of material facts knowing that such statement is false 
or if Iwillfully conceal any material fact. 

Neme (Please rype or print) �PA IO Number 

Signature Date 

�PA Form 7740-16 (10-86)Replaces �PA Form 7710-17, 
which is obsolete. 

COPY 1 -TSCA SECURITY STAFF 

f 7 7  

I 
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Collection of the information on this form is authorized by Section 14 of the Toxic 
Substances Control Act (TSCA), 15 USC 2613. EPA uses this information to maintain 
a record of those persons cleared for access to TSCA Confidential Business Information 
(CBI) and to maintain the security of TSCA CBI. 

Disclosure of this information may be made to Office of Pollution Prevention and Toxics 
(OPPT) contractors in order to carry out functions for EPA compatible with the purpose 
for which this information is collected; to other Federal agencies when they possess 
TSCA CBI and need to verify clearance of EPA and EPA contractor employees for 
access; to the Department of Justice when related to litigation or anticipated litigation 
involving the records or the subject matter of the records; to the appropriate Federal, 
State, or local agency charged with enforcing a statute or regulation, violation of which 
is indicated by a record in this system; where necessary, to a State, Federal, or local 
agency maintaining information pertinent to hiring, retention or clearance of an employee, 
letting of a contract, or issuance of a grant or other magistrate or administrative tribunal; 
to opposing counsel in the course of settlement negotiations; and to a member Qf 
Congress acting on behalf of an individual to whom records in the system pertain. 

Furnishing the information on this form, including your Social Security Number, is 
voluntary but may prevent the contracting organization from being given access to TSCA 
CBI and may therefore make impossible the performance of any task which requires 
access to TSCA CBI. 
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umw stma tnnronmfuuhawuan*ewrv r- .#:2meo t
Confidentiality Agreement for Contractor Emoloveea 

As an employee of the contractor/subcontractor named above per
forming work for the United States, I have been authorized access t~ 
confidential business information (C81) submitted under the Toxic 
Substances Control Act (TSCA) (1 5 USC section 2601 et seq.).This 
access authority was granted to me inorder to perform my work under 
the contract number cited above. 

I understand that TSCA C81 to which I have had access under the 
contract may be used only for the purposesof performingthe contract. I 
also understand that TSCA CBI may not be disclosed except as autho
rized by TSCA or �PA regulation. 
Icertify that I have returned al l  copies of TSCA CBI materials in my 
possessionto either the appropriate document control officer specified 
in the �PA-approved security plan in effect at my company or an �PA 
TSCA document control officer. 
Iagree that Iwill not remove any copies of materials containing TSCA 
CBI from the premises of my company or from EPA premises upon my 
relinquishment of TSCA CBI access authority. I further agree that Iwill 
not disclose any TSCA CBI to any person after my relinquishment of 
TSCA CBI access authority. 

I understand that as a contractor employee who has been authorized 
access to TSCA CBI, under Semion lqd)of TSCA (15 USC 2613(d))Iam 
liablefor a possiblefine of up to S5,OOO and/or imprisonmentfor up to 
one year if Iwillfully disclose TSCA CBI to any person. 

If Iam still employedby the contractor, Ialso understand that Imay be 
subject todisciplinary action for violation of this agreement. 

Iam awace that Imay be subject to criminal penalties under 18 USC 
Section lo01 if Ihave made any statement of material facts knowing 
that such statement is false or Iwillfully conceal any material fact. 

, 
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United States EnvironmentalProtecuon Agency Social Security Number 

Washington. DC 20460&EPA I- - Employee Separation or Transfer Checklist" a 


Part 1. To Be Completed by Employee 
EmployeeName Current Organizationand Location EffectiveDate 

I 
Type of Action Mdress (Forwardingor that of gaining Government unit or agency)

--I - Separation from Government 

Reason for Leaving 

Clearance . 
Item Yes No Signature and Date 

Advance Leave 
LWO?/Health Benefits 
Outstanding Travel Advance 
Outstanding Travel Voucher 

Plyroll/Tr avel 	
GTR/krline Ticket 
Diners' Club (TM) Credit,Card * * *  

Permanent Change of Station Requirements 

lmprest Fund 

Jury Duty Fees 

Salary Checks 


-~ 
' 	 Training Termination Statements 

Comoletion of Emdovment Aareements 
~

Library IssuancesIOIhr Secufity Termination Statements 
I I I 

Audiovisual Equipment 
EPA ID Card 
Ya. .-".urn"--

Parking Permit 
Special Credentials 

Rem 
Personal property 
Telephone credit cards 
plopat&. pass(es) 
SF-44, Pufchw Orders

1 Cl0ar.d-I Not Uoarod (Explainunder Fbrnarks) 
Remarks 

-I 
I I 

Clearance Clearance 
Ye¶ 1 No Item ye¶ Yo 

I C81documents 
NCC computer user ID 

1 U.S..Government-Issued Credit Card(S) 
I 1 Official Passport (Ifyes, phone OIA/Passport Wce) I] Signatureof AdministrativoOfficer or Supervisor 

COdfiC8~0tl 
I cottify that tho statements Ihavo made on this form and all attachments thereto are truo, accurate, and complete. I acknowledge
that any knowingly falso or misleadingstatement may bo pueishable by fino or imprisonmentor both under applicable law. 

Employeo Cortific8tion 
'Iorrtify that all U.S. Governmentproporty (including an official paupoft) and records havo been returned (Signature) Date 

Personnel Offico Atfirmrtion of Clearance 
Signature of Sowicing Porwnnol Orrice Date 

. .  , ,1 I ,_l , jl CL _*.~I_i/l_iYI _l/l"_ ,,--'a\,,*.. ,+.", 

EPA Form 3110.1 (Rw. 2-88) Previous editions are obsoleto. 	 Original.. . .Personnel 
Cow . . . . . Pavroll 



Privacy Act Statement 
Authority 
Social Security Number: Executive Order 9397 dated November 22,1943. 
Forwarding Address: Reorganization Plan Number 3 of December 2, 1970. 

Purposes and Uses 
Social Seciirity Number: Disclosure by you of your Social Security Number (SSN) is voluntary. It will 
be used to properly identifyyour records on file with the U.S.EPA in various program areas from which 
you are obtaining certification of clearance. The information gathered will be used only as needed to 
complete the clearance process as required by EPA Order 3110.5A. 

Forwarding Address: Disclosure by you of your forwarding address is voluntary. It will be used in 
forwarding official papers or appropriate information, and to mail documents to you or to a gaining 
Government unit or agency. 

Effects of Nondisclosure 
Social Security Number: Withholding the SSN will cause a delay in the separation process or may result 
in your not being cleared for separation. 

Fonvardhg Address: Withholding the forwarding address will cause a delay in the separation process 
or may deter your receipt of outstanding paychecks or other authorized documents. 

EPA Form 3110-1 (Rev. 2-88) 
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nter Document Control Number or 

T%X CBI Security M M U ~, :j iiii Appendix 13 Bar Code 
. . . . .I t

. . . . . . . . . . . . . . . . . . . . . . . . . .  

United States Environmental Protection Agency 
Washington, DC 20460 

rd̂-EPA 
locument Description Date 

CONFIDENTIAI 
TOXIC SUBSTANCES CONTROL ACT 

CONFIDENTIAL BUSINESS INFORMATION 

Does not contain National Security Information (E.O. 12065) 

The attacheddocumentcontains ConfidentialBusiness Information obtained 
under the Toxic Substances Control Act (TSCA 15 U.S.C. 2601 et seq.) 
TSCA Confidential Business Information may not be disclosed further or 
copied by you except as authorized in the procedures set forth in the TSCA 
Confidential Business Information Security Manual. 

If you willfully disclose TSCA Confidential Business Information to any 
person not authorized to receive it, you may be liable under section 14(d) of 
TSCA (15 U.S.C. 2613(d))for a possible fine up to $5,000 and/cr imprison- . .. .  

. .ment for up to one year. In addition, disclosure of TSCA Confidential . .  . .. .Business Information or violation of the procedues cited above may subject . .. .. .  . ...,.. .you to disciplinary action with penalties ranging up to and including dis-	 . .  . .  
missal. . .. .  . .  

. .  . .  

. . .. . .  

. . .  
. I. .  
. .. . .  . . .  . .CONFIDENTIAI . .  

. .  . .  . .  
. . .  . .. .  . . .  . .. . .. .  . . .  . .  . .. .  . . .. . .. .  . .  

I . .. .  . . .. .  . . .. .  . . .. .  . . .  . .  
. . . 
. .  . . . . 
. .EPA Fo . .  . .  , . . . .. . .. .  . . .. .. .  . . . .. .  . . . .. . .  
. ., . .  . .  

, . .
. I  . .  

, : ,  
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Washington. DC 20460

,&EPA _- TSCA CBl Visitors Loa 
Individual's Name Organization Date Time Purpose of Vist 

_ -

I j 

I 

I 
! I 

I I 
1 

I i 

I 
I 

I I I 
I , 

�PA Form 7740-13 (10-88) IB" 
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I United States Environmental ProtectionAgency
Washinaton. DC 20460 

Temporary Loan Receipt for TSCA‘E Confidential Business Information 

TSCA Confidential Business Information 
1. DCN/Copy Number 

2. DCN/Copy Number 

3. DCN/Copy Number 

4 DCN/Copy Number 

5. DCN/Copy Number 

6. DCN/Copy Number 

7. DCN/Copy Number 

Date Loaned 

Name of Recipient 

Description 

Description 

Oescription 

Oescriptron 

Description 

Description 

Description 

Name of Lender 

Signature of Recipient 

Instructions 
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United States Environmental Protection Agency 
Washington, DC 20460 

_ _  

&EPA Permanent Transfer Receipt for TSCA 
Confidential Business Information 

I acknowledge receipt of the following documents containing 

1. DCN/Copy Number 

2. DCN/Copy Number 

3. DCN/Copy Number 


4. DCN/Copy Number 


-5. DCNKopy Number 


6. DCNKopy Number 


‘7.DCN/Copy Number 


8. DCN/Copy Numtjer 


Date of transfer 


Name of Recipient 


TSCA Confidential Business Information. 

Description 

Description 


Description 


Description 


Description 


Description 


Description 


Description 


Name of Sending DCODCA 


Signature of Recipient DCODCA 


INSTRUCTIONS 

1. To be used only for permanent transfer of TSCA CBI. Transfers must be made by a 
DCOPCA. 

2.The sending DCODCA must keep the original of this form after it has been signed and 
returned by the recipient DCODCA. The Recipient DCO/DCA must keep a copy of the 
receipt after returning the original to the sending DCODCA. 

2 




Name of Employee Date 

i -6 

Organization Time 

_ -

Cali Is Name 

0 To From 

Number Organization 

IV. Content 

. .  

EPA Form 7740-12 (10-85) 
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UnitedStates EnvironmentalProtection Agency 

WashingbmDC 20460 


l&E=A TSCA CBI Security Manual Update Transmittal Sheet 

b 

EPA Form 7740-23 (10192) 
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